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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, Windows 8, 10, 11 and Explorer are trademarks of Microsoft Corp.

® Apple and Mac OS are registered trademarks of Apple Inc.

° Other products may be trademarks or registered trademarks of their respective manufacturers.
Safety Instructions

® Read the installation guide thoroughly before you set up the router.

(] The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

L Do not place the router in a damp or humid place, e.g. a bathroom.
The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.

(] Keep the package out of reach of children.

( When you want to dispose of the router, please follow local regulations on conservation of the environment.
Warranty

(] We warrant to the original end user (purchaser) that the router will be free from any defects in
workmanship or materials for a period of two (2) years from the date of purchase from the dealer. Please
keep your purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty
period, and upon proof of purchase, should the product have indications of failure due to faulty
workmanship and/or materials, we will, at our discretion, repair or replace the defective products or
components, without charge for either parts or labor, to whatever extent we deem necessary tore-store the
product to proper operating condition. Any replacement will consist of a new or re-manufactured
functionally equivalent product of equal value, and will be offered solely at our discretion. This warranty
will not apply if the product is modified, misused, tampered with, damaged by an act of God, or subjected
to abnormal working conditions. The warranty does not cover the bundled or licensed software of other
vendors. Defects which do not significantly affect the usability of the product will not be covered by the
warranty. We reserve the right to revise the manual and online documentation and to make changes from
time to time in the contents hereof without obligation to notify any person of such revision or changes.

Be a Registered Owner
(] Web registration is preferred. You can register your Vigor modem via https://myvigor.draytek.com.
Firmware & Tools Updates

(] Due to the continuous evolution of DrayTek technology, all devices will be regularly upgraded. Please
consult the DrayTek website for more information on the newest firmware, tools, and documents.
https://www.draytek.com
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Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation







I-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

Vigor2620 LTE series is a router equipped with an LTE module which allows you to access the
Internet via a SIM card.

( - ¢

LTE WAN o

———

N 5 Fe—a '!ll'! LN
q ) ;(‘

DSL WAN -

It integrates IP layer QoS, NAT session/bandwidth management to help users control works
well with large bandwidth. By adopting hardware-based VPN platform and hardware
encryption of AES/DES/3DES, the router increases the performance of VPN greatly, and offers
several protocols (such as IPSec/PPTP/L2TP) with VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before. By
the way, DoS/DDoS prevention and URL/Web content filter strengthen the security outside
and control inside. Object-based firewall is flexible and allows your network be safe.

On the Wireless-equipped models each of the wireless SSIDs can also be grouped within one of
the VLANSs.

Vigor2620 series provides two-level management to simplify the configuration of network
connection. The user mode allows user accessing into WEB interface via simple configuration.
However, if users want to have advanced configurations, they can access into WEB interface
through admin mode.
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[-1-1 Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first.

Vigor2620L / Vigor2620Le

LED \ Status Explanation
Off The router is powered off.
Blinking The router is powered on and running normally.
On The router is ready to access Internet.
Off The router is not ready to access Internet.
Blinking Slowly: The DSL connection is ready.
Quickly: The DSL connection is establishing.
On Physical line has been connected.
Blinking The connection is training.
On The LAN port is connected.
Blinking The data is transmitting through the LAN port.
(for Vigor2620L)
On The LAN port is connected.
Blinking The data is transmitting through the LAN port.
(for
Vigor2620Le)
On LTE device is connected and ready for use.
Off LTE device is not detected, or has serious problem
(e.g., no SIM card, SIM pin error, SIM deactivated, and
etc.).
Blinking Vigor device performs initial access procedure.
On SIM card is inserted into the slot and detected by Vigor
device.
(for Vigor2620L) Blinking No SIM card in detected.
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Interface Description

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

DSL Connecter for accessing the Internet.

SIM2/SIM1 SIM card slot(s).

P2-P1 Connecters for local network devices.

(Vigor2620L)

P4-P1 Connecters for local network devices.

(Vigor2620Le)

ON/OFF Power Switch.

PWR Connecter for a power adapter.
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Vigor2620Ln / Vigor2620Lne

LED \ Status Explanation
Off The router is powered off.
Blinking The router is powered on and running normally.
On The router is ready to access Internet.
Off The router is not ready to access Internet.
Blinking Slowly: The DSL connection is ready.
Quickly: The DSL connection is establishing.
On Physical line has been connected.
Blinking The connection is training.
On The LAN port is connected.
Blinking The data is transmitting through the LAN port.
(for
Vigor2620Ln)
On The LAN port is connected.
- Blinking The data is transmitting through the LAN port.
(for
Vigor2620Lne)
On LTE device is connected and ready for use.
Off LTE device is not detected, or has serious problem
(e.g., no SIM card, SIM pin error, SIM deactivated, and
etc.).
Blinking Vigor device performs initial access procedure.
On SIM card is inserted into the slot and detected by Vigor
device.
(for Blinking No SIM card in detected.
Vigor2620Ln)
On Vigor device is ready for sending wireless signal.
Off No wireless signal is sent out.
Blinking The data is transmitting via wireless connection.
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Interface Description

Wireless LAN ® Press the button and release it within 2 seconds. When the wireless
ON/OFF/WPS function is ready, the green LED will be on.

® Press the button and release it within 2 seconds to turn off the
WLAN function. When the wireless function is not ready, the LED
will be off.

® When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making
network connection through WPS.

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

DSL Connecter for accessing the Internet.
SIM2/SIM1 SIM card slot(s).

(Vigor2620Ln)

SIM1 SIM card slot(s).

(Vigor2620Lne)

P2-P1 Connecters for local network devices.
ON/OFF Power Switch.

PWR Connecter for a power adapter.
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|-2 Hardware Installation

[-2-1 Network Connection via LTE

Before starting to configure the router, you have to connect your devices correctly. In this
section, Vigor2620n is taken as an example.

1. Install the SIM card into the card slot. The back plate of the SIM card slot must be
removed first and the direction of card notch must be on the left side.

Card

After installing the SIM card, fasten the back plate again.
2. Connect to your computer with a RJ-45 cable.

3. Connect one end of the power cord to the power port of this device. Connect the other
end to the wall outlet of electricity.

4.  Power on the router.
5. Check the power, LTE and LAN LEDs to assure network connections.

(For the hardware connection, we take “n” model as an example.)

Internet

—

T T
®

-
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[-2-2 Network Connection via DSL

1. Connect the DSL interface to the external ADSL splitter with an ADSL line cable.
2. Connect to your computer with a RJ-45 cable.

3. Connect one end of the power cord to the power port of this device. Connect the other
end to the wall outlet of electricity.

4. Power on the router.

Check the power and DSL, LAN LEDs to assure network connections.

ADSL
Splitter

Internet

or
(Microfilter)

Land line jack 3
— ———
Tf | ————
| P Pi I PWR
[H Y —— — 1
1 . 1.
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[-2-3 Wall-Mounted Installation

Vigor2620 has keyhole type mounting slots on the underside.

1. Atemplate is provided on the Vigor2620 packaging box to enable you to space the screws
correctly on the wall.

2. Place the template on the wall and drill the holes according to the recommended
instruction.

3. Fit screws into the wall using the appropriate type of wall plug.

LA

i) i i AR
AR E AN LAY

Wall =

v

Note The recommended drill diameter shall be 6.5mm (1/4”).

4. When you finished about procedure, the router has been mounted on the wall firmly.
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I-3 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later
section - Trouble Shooting of the guide.

2.  Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

Dr GYTE k y lgor2620 Series

Username adrmin

Password I

Login

Security Warning: ¥ou are logging in without encryption which is not
recommended. To login securely click here.

Copyright @ 2000- 2018 DrayTek Corp. All Rights Reserved.

3. Please type “admin/admin” as the Username/Password and click Login.

Info If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.
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4.

5.

Now, the Main Screen will appear. Take Vigor2620Ln as as example.

DrayTek .Vl'gor2620 Series i e i

o Logout ~ Il g5 |

Dashboard

Firmwall
Obijects Setling

Bandwidth Managensant
Appiatior

[ O T ———
LIE

Wireless LAN

551 V'R

Systom Malatenance
Disgnastics

Produet ogintration

All Rights Reserved.

1)

Dashboard

@ 3z K @ W & m R

Wigar2azoin

\
Model Name lger2620Ln System Up Tane | 1:8:53 Status
outer Nansy ray Tk Curren Timg 2000 Jan 1 Sat 1:8:44 LTE access modelNone]
[ Firmware Version | 3.9.8.3 MDM4 ulld Date/Time [ Diec 16 2022 18:48:10 Hiridge mads
[E5L versien TEO1T_AJB/C HW: & LAN HAC Addrass | 00-10-AA-04-ED-E0 Disabled

IPv4 LAN Information

I Address

[T

Tiea e 1 1ma v

\P Routed Subngt_ 1192 16600720 _{v

Disconnected

Discannected

Discennactad

Addre

Mode
[ HaovD / DHCive | EES

I
0::210: ALFFFEGA: EDEOD/ B4

O5L__| Connacted : Down Stream : DKBpS / Up Stream : Ukbps T
WAN | Connectsd : 0, LWANI _JWANZ _JLTE Schedule
TILAN | Connectsd - 0, wPoml __ @Par2 | Sysoo MallAlerr |
[CIwian | connected - o BT e —

U Usage: = %
Current Status : Hemary —_— 7T =

Info

The home page will be different slightly in accordance with the type of the

router you have.

The web page can be logged out according to the chosen condition. The default setting
is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.
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I-4 Changing Password

Please change the password for the original security of the router.

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

3. Go to System Maintenance page and choose Administrator Password.

System Maintenance => Administrator Password Setup

Administrator Password

Old Password Max: 23 characters
New Password (Max. 23 characters allowed)
Confirm Password (Max. 23 characters allowed)
Note:
Password can containonly a-z A-Z20-9, ;. "< =% +=[?2@ #~ ! ()
oK

4.  Enter the login password (the default is “admin’) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

1)

Info The maximum length of the password you can set is 23 characters.

5. Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

Dr GYTe k Tg'orz'é—20 Series

Username admin

Password sesss
Login

Security Warning: You are logging in without encryption which is not
recommended. To login securely click here.

Copyright @ 2000- 2018 DrayTek Corp, All Rights Reserved,

Info Even the password is changed, the Username for logging onto the web user
interface is still “admin”.
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|-5 Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Auto Logout s m

Dashboard

wizaras

A web page with default selections will be displayed on the screen. Refer to the following

figure:
Dashboard
- —___——_7_\
— “

/ @ = IBL @ @ &= @ A k
,\ Viger2&2oLln

System Information i Status
Model Name Vigor2620Ln Systern Up Time |1:8:53 Status
Router Name DrayTek Current Time 2000 Jan 1 Sat 1:8:44 LTE access mode[Mone]
Firmware Version | 3.9.8.2_MDM4 Build Date/Time Dec 16 2022 18:48:10 Bridge mode
DSL Version S576D17_A/B/C HW: A LAM MAC Address | 00-1D-AA-04-ED-EO Disabled

Access Tech

IPv4 LAN Information
IP Address DHCP IP Address DHCP Band

LAN1 192.168.1.1/24  |v LANZ 102.168.2.1/24  |v
IP Routed Subnet |192.168.0.1/24 v Operator
Line / Mode IP Address MAC Address Up Time RSSI: ---
WAN1 | ADSL / PPPoA Disconnected 00-1D-AA-04-ED-E1 00:00:00 New SMS
WAN2 Ethernet / --- Disconnected 00-1D-AA-94-ED-E2 00:00:00 —
LTE USB / --- Disconnected 00-1E-10-1F-AB-D2 00:00:00 Current using SIM
Unknown

IPv6 Internet Access

Maode Address Scope Up Time W

LAN RADVD / DHCPvE |FE80::21D:AAFF:FEQ4:EDEQ/64 | Link | System Status
Dynamic DN S

DSL Connected : Down Stream : 0Kbps / Up Stream : 0Kbps IM/P2P Block
WAN | Connected : 0, WANL _WAN2 LTE Schedule _
Cd LAN Connected : 0, Portl  @Port2 Syslog ! Mail Alert
_J WLAMN | Connected : @ RADIUS

Firewall Object Setting
Data Flow Monitor

_J VPN Connected : 0 Remote Dialin User / LAN to LAN

12 Vigor2620 Series User’s Guide



[-5-1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LEDs (except ACT), USB ports, or LAN1 - LAN4, related
web setting page will be open for you to configure if required.

e e T e e e R fp—
@ 22 ISl @ O &= mO»
{ Vigerz&20Ln
=
\
Port Color Description
LED Black It means the router or the function is not working.

Green It means the router or the function is working.

For detailed information about the LED display, refer to I-1-1 LED Indicators and
Connectors.

[-5-2 Name with a Link

A name with a link (e.g., Router Name, Current Time, LTE and etc.) below means you can
click it to open the configuration page for modification.

Vigor2620Ln i 18:53
Router Name DrayTek || Current Time 4000 Jan 1 Sat 1:8:44
Firmware Version .9.8.3_MDM4 || Build Date/Time ec 16 2022 18:48:10
DSL Version 576017 _A/B/C HW: A | LAN MAC Address | 00-1D-AA-94-ED-EO

IPv4 LAN Information
IP Address DHCP IP Address DHCP
LANA 192.168.1.1/24 v Lam2 192.168.2.1/24 v

IP Routed Subnet | 192.168.0.1/24 W

IPv4 Internet Access
Line / Mode IP Address MAC Address Up Time
WAN1 ADSL / PPPOA Disconnected 00-1D-AA-94-ED-E1 00:00:00

WAN2 Etheynet / --- Disconnacted 00-1D-AA-94-ED-E2 00:00:00
LTE USB | --- Disconnected 00-1E-10-1F-AB-D2 00:00:00
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[-5-3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

System Status
Dhymamic DHS

TR-069

IMP2P Block
Schedule

Svslog fMail Alert
RADIUS

Firewall Object Setting
Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, IM/P2P Block, Schedule,
Syslog/Mail Alert, RADIUS, Firewall Object Setting and Data Flow Monitor are displayed here.
Move your mouse cursor on any one of the links and click on it. The corresponding setting
page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them
if required.

DSL Connected : Down Stream : OKbps / Up Stream : OKbps
VAN Connected : 0, WAN1 WANZ LTE

==N_AN Connected : 0, Portl @Port2

WLAN | Connected : O

.4 VPN Connected : 0 Remote Dial-in User / LANto LAN
C

System Resource

PU Usage: _ 1%
Current Status :  [Memory

68%

Note that there is a plus (_}) icon located on the left side of LAN/WLAN/VPN/MyVigor. Click
it to review the LAN/WLAN/VPN/MyVigor connection(s) used presently.

DSL Connected : Down Stream : 0OKbps / Up Stream : OKbps

WAN Connected : 0, WAN1 WANZ LTE
] LAM Connected : 0, Portl Q"Por‘tz
Host ID | 1P Address | MAC

_J WLAN |Connected : O

~J VPN Connected : 0 Remote Dial-in User / LANto LAN

ICPU Usage: = 1%

Current Status :  [Memory
Usage:

68%
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Host connected physically to the router via LAN port(s) will be displayed with green circles in
the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address
indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.
The purpose is to perform the traffic monitor of the host(s).

-5-4 GUI Map

EME >

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.
Click the icon on the top of the main screen to display all the functions.

GUI Map
Wizards LTE
Quick Start Wizard General Settings
Service Activation Wizard SMS Inbox
VPN Client Wizard Send SMS
VPN Server Wizard Router Commands
Online Status Status
Physical Connection Wireless LAN
Virtual WAN General Setup
WAN Security,
General Setup Access Control
Internet Access WPS
Multi-PVCNVLAN WDSs
LAN Advanced Setting
General Setup AP Discovery
VILAN Station List
Bind IP to MAC SSL VPN
Routing User Account
Static Route SSL Portal Online User
NAT System Maintenance
Port Redirection System Status
DMZ Host TR-069
Open Ports Administrator Password
ALG User Password

Vigor2620 Series User’s Guide
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[-5-5 Web Console

= W E B

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

S 192.168.1 1/doc/consale htm - Google Chrome l==] =
A FE2== | 192.168.1.1/doc/console.htm e

Type ? for command help
> 2

% Valid commands are:

adsl wvdsl cs3m ddn= dos exit
internet ip ipée ipf log mngt
msubnet object port portmaptime gos quit
show SEV switch 3y3 testmail upnp
usb vigbrg vlan vpn wan Wl
apm ethoam service

5

I-5-6 Config Backup

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen and a pop up dialog will appear.

Click Save to store the setting.
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I-5-7 Logout

= e o

Click this icon to exit the web user interface.

[-5-8 Online Status

Online Status

[-5-8-1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.

Physical Connection for IPv4 Protocol

Online Status

Physical Connection System Uptime: Oday 2:16:30
IPv4 IPv6
LAN Status
IP Address TX Packets RX Packets Router Primary  Router Secondary
102.168.1.1 18,917 14,129 8.8.8.8 5.8.4.4
WAN Status == Dial PPPoE
Enable Line Name Mode Up Time
Yes VDsL2 PPPoE 00:00:00
P GW IP TX Packets TX Rate(bps) RX Packets RX Rate(bps)
0 0 0 0
WAN 2 Status
Enable Line Name Mode Up Time
No Ethernet -—- 00:00:00
P GW IP TX Packets TX Rate(bps) RX Packets RX Rate(bps)
- 0 0 0 0
LTE Status
Enable Line Name Mode Up Time Signal
Yes use - 00:00:00 -
P GWIp TX Packets TX Rate(bps) RX Packets RX Rate(bps)
- 0 0 0 0
Line 1 Information (VDSL2 Firmware Version: 548006_A/B/C )
Profile State UP Speed Down Speed SNR Upstream SNR Downstream
TRAINING 0 (Kbps) 0 (Kbps) 0 (dB) 0 (dB)
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Physical Connection for IPv6 Protocol

Online Status

Physical Connection

System Uptime: Oday 2:17:18

IPv4 IPv6

LAN Status

IP Address

FE80::21D:AAFF:FE93:9F3C/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

42 748 3,284 63,280
WAN1 IPv6 Status

Enable Mode Up Time

Mo Offline ---

IP Gateway IP
WAN2 IPv6 Status

Enable Mode Up Time

Mo Offline ---

IP Gateway IP
LTE IPvG Status

Enable Mode Up Time

Mo Offline ---

IP Gateway IP

Detailed explanation (for IPv4) is shown below:

Item

Description

LAN Status

Primary DNS-Displays the primary DNS server address for
WAN interface.

Secondary DNS -Displays the secondary DNS server address
for WAN interface.

IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
interface.

WAN1/WAN2/WAN3
/WAN4 Status

Enable - Yes in red means such interface is available but not
enabled. Yes in green means such interface is enabled.

Line - Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name - Display the name of the router.

Mode - Displays the type of WAN connection (e.g., PPPOE).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the WAN
interface.

Vigor2620 Series User’s Guide



Detailed explanation (for IPv6) is shown below:

Item Description

LAN Status IP Address- Displays the IPv6 address of the LAN interface..

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the LAN
interface.

WAN [Pv6 Status Enable - No in red means such interface is available but not
enabled. Yes in green means such interface is enabled. No in
red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default gateway.

Info The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface
is not ready for accessing Internet.

[-5-8-2 Virtual WAN

Such page displays the virtual WAN connection information.
Virtual WAN are used by TR-069 management, and so on.

The field of Application will list the purpose of such WAN connection.
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-6 Quick Start Wizard

20

Quick Start Wizard can help you to deploy and use the router easily and quickly. Go to
Wizards>>Quick Start Wizard. The first screen of Quick Start Wizard is entering login
password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Old Password

MNew Password

Confirm Password

Please enter an alpha-numeric string as your Password.

Max 23 characters

Hint: If you want to keep the password unchanged, leave the password blank and press
"Mext" button to skip this process.

m

ack Next = Finish Cancel

On the next page, please select the WAN interface that you use. If DSL interface is used,
please choose WAN1; if USB interface is used, please choose LTE. Then click Next for next
step. WAN1 and LTE will bring up different configuration page. Here, we take LTE as an

example.

Quick Start Wizard

WAN Interface

WAN Interface:
Dizplay Mare:
Physical Mode:

LTE

USB

< Back ] ’ Mext =

Cancel
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I-6-1 LTE

1. Choose LTE. Enter a string as Display Name (optional). Click Next.

Quick Start Wizard

WAN Interface

WaN Interface: LTE |+
Display Name:
Physical Mode: USBE

[ < Back ] [ MNext =

2. After clicking Next, you will get the following web page.

Quick Start Wizard

Connect to Internet

LTE
Internet Access : | 3G/4G LTE Modem(DHCP mode) V|
3G/4G LTE Modem({DHCP mode)
SIM PIN code | |
MNetwork Mode 4GAG v |[Default:4G/3G)
APN Name | |
| <Back | | MNext> | | Cancel |

Available settings are explained as follows:

[tem Description

Internet Access Specify a connection mode from the drop down menu.

SIM PIN code Enter PIN code of the SIM card that will be used to access
Internet.

Network Mode Force Vigor router to connect Internet with the mode
specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.
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Item Description

APN Name APN means Access Point Name which is provided and
required by some ISPs.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

3. Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: LTE
Physical Mode: UsE
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

< Back Next > Finish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear.

Quick Start Wizard Setup OR!

5.  Now, you can enjoy surfing on the Internet.
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I-6-2 WAN1 (ADSL/VDSL2)

WANL1 is specified for ADSL or VDSL2 connection.

Quick Start Wizard

WAN Interface
WAN Interface: WANT »
Display Name: |
Physical Mode: ADSL / VD5SL2
DSL Mode:

| <Back | | Next> | | Cancel |
Available settings are explained as follows:
Item Description
Display Name Enter a name to identify such WAN.
Physical Mode Display the physical mode of this WAN interface.
DSL Mode Specify a DSL mode from the drop down menu.
PPPoE/PPPoA

1. Choose WANL1 as WAN Interface and click the Next button; you will get the following
page.
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Quick Start Wizard

Connect to Internet

WAN 1

Protocol | PPPoE / PPPoA v
For ADSL Only:

Encapsulation |F’PPOAVC MUX V|

VPI o [ Auto detect |
VCI 38

Fixed IP Oves @ No(Dynamic IP)
IP Address

Subnet Mask
Default Gateway

primary DN

Second DNS 3.544

VLAN Tag insertion (ADSL):

VLAN Tag insertion (VDSL2):

| <Back | | Next> | | Cancel |
Available settings are explained as follows:
Item Description
Protocol There are two modes offered for you to choose for WAN1
interface.

Choose PPPOE/PPPOA as the protocol.

For ADSL Only Such field is provided for ADSL only. You have to choose
encapsulation and Enter the values for VPl and VCI. Or, click
Auto detect to find out the best values.

Fixed IP Click Yes to enable Fixed IP feature.

IP Address Enter the IP address if Fixed IP is enabled.

Subnet Mask Enter the subnet mask.

Default Gateway Enter the IP address as the default gateway.

Primary DNS Enter the primary IP address for the router.
Secondary DNS Enter secondary IP address for necessity in the future.

VLAN Tag insertion Enable - Enable the function of VLAN with tag.
(VDSL2)/(ADSL) The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please Enter the tag value and specify the priority for the
packets sending by WAN1.

Disable - Disable the function of VLAN with tag.

Tag value - Enter the value as the VLAN ID number. The
range is from 0 to 4095.

Priority - Enter the packet priority number for such VLAN.
The range is from 0 to 7.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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2. After finished the above settings, simply click Next. Manually enter the
Username/Password provided by your ISP

Quick Start Wizard

Set PPPoE/ PPPoA
WAN 1
Service Name {Optional) |CHT |
Username |840[}5?’55@hinet.nel |
Fassword |........ |
|

Confirm Password

| <Back | | Next> | | cancel |

Available settings are explained as follows:

Item

Description

Service Name
(Optional)

Enter the description of the specific network service.

Username

Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password

Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

ReEnter the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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After finished the above settings, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN1
Physical Mode: ADSL / VDSL2
VPI: o

WCI: 33

Protocol / Encapsulation: PPPoE / LLC
Fixed IP: No

Primary DNS: 8.8.8.8
Secondary DNS: 8.8.4.4

| <Back | | MNext> | | Finish | | Cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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MPoA / Static or Dynamic IP

1. Choose WANL1 as WAN Interface and click the Next button; you will get the following

page.

Quick Start Wizard

Connect to Internet

WAN 1
Protocol

[MPoA / Static or Dynamic IP v |

Subnet Mask
Default Gateway
Primary DNS
Second DNS

For ADSL Only:

Encapsulation [ 1483 Bridged IP LLC v|
VPI 0 | Auto detect |
VCI 38

Fixed 1P Oves @ No(Dynamic IP)

IP Address

VLAN Tag insertion (ADSL):
VLAN Tag insertion (VDSL2):

844

i

| <Back | | Next> | | Cancel |

Available settings are explained as follows:

Item

Description

Protocol

There are two modes offered for you to choose for WAN1
interface.

Choose MPoA / Static or Dynamic IP as the protocol.

For ADSL Only

Such field is provided for ADSL only. You have to choose
encapsulation and Enter the values for VPl and VCI. Or, click
Auto detect to find out the best values.

Fixed IP

Click Yes to enable Fixed IP feature.

IP Address

Enter the IP address if Fixed IP is enabled.

Subnet Mask

Enter the subnet mask.

Default Gateway

Enter the IP address as the default gateway.

Primary DNS

Enter the primary IP address for the router.

Secondary DNS

Enter secondary IP address for necessity in the future.

VLAN Tag insertion
(VDSL2)/(ADSL)

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please Enter the tag value and specify the priority for the
packets sending by WAN1.

Disable - Disable the function of VLAN with tag.

Tag value - Enter the value as the VLAN ID number. The
range is from O to 4095.

Priority - Enter the packet priority number for such VLAN.
The range is from 0 to 7.
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4.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.

Please Enter the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
VPIL:
VCI:

Fixed IP:
Primary DNS:
Secondary DNS:

Protocel / Encapsulation:

WAN1

ADSL / VDSL2
0

33

1483 Bridge LLC
Mo

8.8.8.8

8.8.4.4

< Back Next = Finish Cancel

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear.

Cluick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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-6-3 WAN2 (Ethernet)

WAN2 can be configured for physical mode of Ethernet. If you choose Ethernet WAN2, please
specify a physical type. Then, click Next.

Quick Start Wizard

WAN Interface

WAN Interface:
Display Mame:
Physical Mode:
Physical Type:

| |

Ethernet
[ Auto negotiation v |

| <Back | | Next= | | Cancel |

Available settings are explained as follows:

Item

Description

Display Name

Type a name for the router.

Physical Mode

Display the physical mode of this WAN interface.

Physical Type

This setting is available when Ethernet is selected as
Physical Mode. In general, Auto negotiation is suggested.

PPPoE

1. Choose WAN2 as the WAN Interface and choose Ethernet as the Physical Mode. Click
the Next button. The following page will be open for you to specify Internet Access

Type.
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2.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP,

@® pppoE
O ppTP

O static IP
O DHce

| <Back | | Next> | | Cancel |

Click PPPoE as the Internet Access Type. Then click Next to get the following page.

Quick Start Wizard

PPPoE Client Mode

Password

WAN 2

Enter the user name and password provided by your ISP,
Service Name {Optional) |CHT
Username [84005567 @hinet.net

Confirm Password

| <Back | | Next> | | Cancel |

Available settings are explained as follows:

Item

Description

Service Name

Enter the description of the specific network service.

(Optional)

Username Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

ReEnter the password.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.
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3.  Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPoE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear.

Quick Start Wizard Setup OR!

5.  Now, you can enjoy surfing on the Internet.

Vigor2620 Series User’s Guide

31



PPTP

1. Choose PPTP as the WAN Interface and click the Next button.

Quick Start Wizard

Connect to Internet

WAN 2
Select one of the following Internet Access types provided by your ISP.
) PPPoE
® ppTR
O static 1P
O DHcp
ECTRINTTN
2.  The following page will be open for you to Enter all the information originally provided
by your ISP.
Quick Start Wizard
PPTP Client Mode
WAN 2
Enter the username, password, WAN IP configuration and PPTP server IP provided by
your ISP
Username | 84005657 @hinet net |
Password rrssane |
Confirm Password nrensees |
WAN IP Configuration
) obtain an IP addrass automatically
® specify an IP address
IP Address [172.16.3.99 |
Subnet Mask |255.255.255.0 |
Gateway [172.16.31 |
Primary DNS |B.8.8.8 |
Second DNS |B.8.4.4 |
PFTP Server | |
[ <Back | [ New> ]
Available settings are explained as follows:
Item Description
Username Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.
Note: The maximum length of the password you can set is 62
characters.

Confirm Password ReEnter the password.
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WAN IP Configuration

Obtain an IP address automatically - the router will get an
IP address automatically from DHCP server.

Specify an IP address - you have to type relational settings
manually.

IP Address - Enter the IP address.

Subnet Mask -Enter the subnet mask.

Gateway - Enter the IP address of the gateway.

Primary DNS - Enter the primary IP address for the router.

Secondary DNS - Enter the secondary IP address for
necessity in the future.

PPTP Server

Enter the IP address of the server.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please Enter the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
Physical Type:

Internet Access:

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

WANZ

Ethernet

Auto negotiation
PPTP

< Back Next > Finish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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Static IP

1.

2.

Click Static IP as the Internet Access type and click the Next button.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP

O pPPoE
O pPTP
® static 1P
O DHep

| <Back | | Next> | | cancel |

The following page will be open for you to Enter the IP address information originally

provided by your ISP.

Quick Start Wizard

Static IP Client Mode

WAN 2
Enter the Static IP configuration provided by your ISP
WAN IP [172.16.3.99 |
Subnet Mask |255.255.255.0 |
Gateway [172.16.3.1 |
Primary DNS |8.8.8.8 |
Secondary DNS [8.8.4.4 | (optional)
| «<Back | | MNext> | [ cancel |

Available settings are explained as follows:

Item

Description

WAN IP

Enter the IP address.

Subnet Mask

Enter the subnet mask.

Gateway

Enter the IP address of gateway.

Primary DNS

Enter the primary IP address for the router.

Secondary DNS

Enter secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.
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3.  Click Next for next step.

Quick Start Wizard

Please confirm your settings:

Wal Interface: WWANT

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router,

< Back Mext = Finish

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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DHCP
1. Click DHCP as the Internet Access type and click the Next button.

Quick Start Wizard

Connect to Internet

WAN 2
Select one of the following Internet Access types provided by your ISP
) PPPOE
O ppTP
O static 1P
® DHCP

| «Back | | Next> | | Cancel |

2. The following page will be open for you to Enter the IP address information originally
provided by your ISP.

Quick Start Wizard

DHCP Client Mode

WAN 2
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Mame | |{0ptiona|}

MAC ' ‘ ‘ - -(optional)

| =Back | | Next> | | Cancel |
Available settings are explained as follows:
Item Description
Host Name Enter the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3.  After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN2

Physical Mode: Ethernst
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

| Finish | | Cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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|-7 Service Activation Wizard

38

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, please type “admin/admin’ on Username/Password while Logging into the web
user interface.

Service Activation Wizard is a tool which allows you to activate services without accessing
into the server (MyVigor) located on http://myvigor.draytek.com.

1)

Info Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

Wizards

Senvice Activation 'mé-ard -

2. In the following page, you can activate the Web content filter services and DNS service
at the same time or individually. When you finish the selection, please click Next.

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2019-02-25

Web Content Filter(WCF) Service :

BRjM License Agreement
This is a weh content filter that is provided by the German government. It is a free service without any guarantee and will
expire one year after activation. ¥ou may re-activate the service after expiry.

Clren 30-Days Free Trial License Agreement

THis is a worldwide web content filter service. The free trail license can only be used once. At the end of the free trail period
ydu may purchase the offical one-year Cyren Weh Content Filter fraom an authorized DrayTek reseller.

if DNS(DDNS) Service :

DfT-DDNS License Agreement

1is is a Dynamic Domain Mame Service that is provided by DrayTek company. Itis a free service will expire 1 year after
activation.
You may re-active the service after expiry.

Domain Name :  2017101210301001  .drayddns.com

[ I have read and accept the above Agreement. (Please check this box). ]

((Mext> ] [ [cancel ]
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Info BPjM is web content filter (WCF) for German Speaking users. It is ideal for your
family to provide more Internet security for youngsters.

Cryan 30-day trial is WCF which offers 30-day trial period. After trial, you can

purchase DrayTek's prepared Cryan GlobalView WCF package from retailing

outlets.

DT-DDNS, developed by DrayTek, offers one year free charge service of

dynamic DNS service for internal use.

3.  Setting confirmation page will be displayed as follows, please click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial versian

Sewice Activated | web Content Filter { Cyren / Commtouch
Cynamic OMS { 2017101210301001.drayddns.com )

Please click Back to re-select service type you to activate,

(1)

[ < Back ] [ Activate ] [ Cancel ]

Info The service will be activated and applied as the default rule configured in

Firewall>>General Setup.

4.  Now, the web page will display the service that you have activated according to your

selection(s). The valid time for the free trial of these services is one month.

Service Activation Wizard

Please confirm your settings

DrayTek Service Activation

Service Mame Start Date Expire Date Status
Weh Content filker 2019-02-25 2019-03-25 Cyren
DOMS 2019-02-25 2019-03-25 OT-DOMS

recommended.

Copyright @ DrayTek Corp. All Rights Reserved,

Please check if the license fits with the service provider of your signature, To
ensure normal operation for your router, update your sighature again is
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I-8 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1 Please login the web configuration interface of Vigor router by typing “admin/admin” as
User Name / Password.

Dr aYTe k Vfgdf2620 Series

Username |admin |

Password  |sssss |

Login

Security Warning: You are logging in without encryption which is not
recommended. To login securely click here.

Copyright @ 2000- 2018 DrayTek Corp, All Rights Reserved,

2 Click Support Area>>Production Registration from the home page.

Product Registration

3 A Login page will be shown on the screen. Please Enter the account and password that
you created previously. And click Login.

ded after login for security purposes.

(e

Password
DrayTek

MyVigor

Create Account / Get Help )

Terms of Service / Privacy Palicy
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Info If you haven’t an accessing account, please refer to section Creating an

Account for MyVigor to create your own one. Please read the articles on the
Agreement regarding user rights carefully while creating a user account.

4  The following page will be displayed after you logging in MyVigor. Type a nickname for
the router, then click Submit.
Product register ( Add Device )

Device Name Wigor2620
Model WVigor2620
MAC 1449BC0237ER

Serial Number 207191226171165901
X

When the following page appears, your router information has been added to the
database. Your router has been registered to myvigor website successfully.

MyVigor MY PRODUCT HIGH AVAILABILITY SETTINGS CUSTOMER SURVEY AGENT

WCF APPE DrayDONS

Cyren

=2}
o

License Status [ ]

License Action Activate License

m

3
;

]
=

License History

Today

Product Registration
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6

Clicking MYPRODUCT for viewing the general information of the registered router on
MyVigor website.

DrayTek s«

My Product

Device Name 4 Model 4 Register Date MAC A Serial Number Service Status
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Part Il Connectivity
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Q)

WAN

LAN

NAT

Applications

Routing

It means wide area network. Public IP will be used in
WAN.

It means local area network. Private IP will be used in
LAN. Local Area Network (LAN) is a group of subnets
regulated and ruled by router. The design of network
structure is related to what type of public IP addresses
coming from your ISP.

When the data flow passing through, the Network




l1-1 LTE

44

LTE WAN with SIM card can provide convinent Internet access for Vigor router. However, we
can't stop thinking about what can Vigor router utilize this SIM card to provide more useful
functions for user? Now, we have developed some useful functions for user, such as sending
SMS from a router to report router status, rebooting router remotely via SMS with taking
security into consideration, and so on.

This section can guide you to use the SIM card in LTE WAN to perform SMS related operations.

Service Network

Mobile Office

Applied Models:
Mobile Banking/Logistic/Manufacturing
/Real Estate/Healthcare

+ e-Order i

* Tracking of logistic status

- Project development status _
* ERP

* Con-call

+ e-Healthercare
(e.g. medical record)

Backup of Different Network
Infrastructure

Encrypted tunnel
via IP- VPN Corp.
Intranat
3G/4G Router Backup
A I
Y
> |

Remote Management
Portal

Smart Meter
for Utility
Smart Meter
for Water
o Surveillance
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Web User Interface

lI-1-1 General Settings

This page allows you to configure general settings for LTE. When SMS Quota Limit is enabled,
you can specify the number of SMS quota, actions to perform when quota exceeded, and the
period of resetting SMS quota used.

[1-1-1-1 SMS Quota

LTE == General Settings

SMS Quota

SMS Inbox Policy

[J Enable SMS Quota Limit
Criterion and Action

Quota Limit:
When quota exceeded :

Monthly

[0

| SMS  (Current number of SMS sent: 0)

[Jstop sending SMS function
[Jsend Mail Alert to Administrator

Select the day of a month when your (cellular) data resets.

SMS quota resets on day at

Custom

Note: 1. Please make sure the Time and Date of the router is configured.
2. When quota exceeded, user can choose to stop sending sms or send e-mail to administrator.
3. After clicking OK, the counter used will be reset.

| OK | | Cancel

Available settings are explained as follows:

Item Description
Enable SMS Quota Limit Check the box to enable such feature.
Quota Limit Specify the maximum number of sending SMS for LTE.

When quota exceeded

There are two actions to be performed when the quota limit
is expired.

Stop sending SMS - If it is checked, no SMS for LTE will be
sent after the quota limit is expired.

Send Mail Alert to Administrator - If it is checkd, a mail
alert will be sent to the administrator when the quota limit is
expired.

Monthly

This setting is to offer a mechanism of resetting the number
of SMS sent record every month.

SMS quota resets on day XX at XX ... -You can determine the
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starting day in one month. The number of SMS sent will be
reset.

Custom This setting allows the user to define the billing cycle
according to his request.

The number of SMS sent will be reset with an interval of
cycle duration.

Custom - Monthly is default setting. If long period or a short
period is required, use Custom. The period of reset is
between 1 day and 60 days. You can determine the cycle
duration by specifying the days and the hours.

® Cycle duration: Specify the days to reset the number of
SMS sent. For example, 7 means the whole cycle is 7
days; 20 means the whole cycle is 20 days. When the time
is up, the router will reset the number of SMS sent
automatically.

® Today is day XX in the cycle -Specify the day in the cycle
duration as the starting point which Vigor router will
reset the number of SMS sent. For example, 3 means the
third day of the duration cycle.

[1-1-1-2 SMS Inbox

Such page allows you to determine which policy shall be used for SMS inbox/outbox.

LTE => General Settings

SMS Quota SMS Inbox Policy
SMS Inbox Policy

[ If SMS inbox is full, send e-mail alert to Administrator
[J 1f SMS inbox is full, delete the oldest read SMS

[J Forward new SMS with e-mail to Administrater

| OK | | Cancel |
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l1-1-2 SMS Inbox

This page will list the received SMS messages in the LTE SIM card. The SMS Inbox table shows
the received date, the phone number or sender ID where this message was from, and the
beginning of the message content.

Since the data size of one SMS is limited, a long message will be sent by multiple SMS. For the
convenience of users, we provide two modes. Simple Mode lists SMS messages in order for
received time._Advanced Mode lists SMS in order for real index in the SIM card. Different SIM
cards have different capacities. In general, it's around 30 to 40 SMS. Please note that the SIM
card can not receive new SMS when all SMS indexes are occupied.

Click the Simple Mode link or the Advanced Mode link below to switch between these two
modes.

11-1-2-1 Simple Mode

LTE == SMS Inbox

LTE SMS Inbox

Details Mark as Read Delete Date From Message
O O

View il [0 2015410421 12:03:29 886911520000 p
View O [0 201541021 11:31:99 +586905269930 zz P
View il [0 20154021 11:31:51 +886905269930 11 p
View O [0 2015/10/21 09:29:39 +586905269930 1 P
View il [0 2015/10:20 10:15:44 +586968126053 remote rebhoot 000000
View [0 201&/10/20 10:14:18  +886088126053 remote reboot 000000
View [J =2015/10/20 10:06:49  +886088125053 remote reboot iyt P
View O O 20154020 10:01:01 +886905269930 41 P
View [0 =2015/10/16 14:13:20 +8236088126053 P
View [0 2015/10/16 14:12:46  +886088126053 r

Simple Made: Show SMS messages in order of received dates.
Advanced Mode: Show SMS in order of indexes in SIM card.

Available settings are explained as follows:

Item Description

Mark as Read Those messages in "unread" state are showed in bold text. If
you want to change messages into "read" state, select them
and click the OK button. Checking the checkbox in title will
select all "unread" messages in this page.

Delete If you want to delete messages, select them and click the OK
button. Checking the checkbox in title will select all
messages in this page.

Details If you want to read the full content of the message, click the
View link of that message to open the following page. It will
change the message into "read" state.
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LTE >> SMS Inbox

Date: 2015/09/11 14:33:08
From: +
Message Content:

Ok Delete | Next

® Message Content - Display the full content of the
message.

° OK - Return to previous page.

® Delete - Click it to delete this message and return to
previous page.

® Next - Click it to see the content of next message.

11-1-2-1 Advanced Mode

LTE == SMS Inbox

LTE SMS Inbox

Index Mark as Read Delete Date From Message
i 2011/09/08 05:22: 56 + .
& 2015/09/10 13:54:33 + ! =
3. 2015/09/10 17:27:43 + router status 123 .
4. 2015/09/10 17:28:37  + | 7
S 2015/09/10 18:24:32  + router status 123 >
6. 2015/09/10 18:25:39 + | &
1. 2015/09/10 19:37:44 + router status 123 .
8. 2015/09/10 19:39:09 + | 1234567890 7
9. 2015/09/10 20:08:46 + (ETRSESERET e TR ) 1 EY )

Available settings are explained as follows:

Item Description

Mark as Read Those SMS in "unread” state are shown in bold text. If you
want to change SMS into "read" state, select them and click
the OK button. Checking the checkbox in title will select all
"unread" SMS in this page.

Delete If you want to delete SMS, select them and click the OK
button. Checking the checkbox in title will select all SMS in
this page.

Index If you want to read the full content of the message of the

SMS, click the index link of that SMS to open the following
page. It will change all SMS of the message into "read" state.
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LTE >> SMS Inbox

Index No.17

Date: 2015/09/11 14:33:08
From: +
Message Content:

123

0K Delete Mest

Message Content - Display the full content of the message.
OK - Return to previous page.

Delete - Click it to delete all SMS of this message and return
to previous page.
Next - Click it to see the content of next SMS index.
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[1-1-3 Send SMS

This page is used to send SMS messages by the LTE SIM card. It also displays the number of SMS
required to send the message.

LTE »=> Send SMS

Send SMS Message

Recipient Number |

Data Coding Scheme

0/ 160 characters {1 SMS)
Message

Send Message

Yiew SMS Quthox Cache

Available settings are explained as follows:

Item Description

Recipient Number Type the phone number of the recipient.

The format can be an international phone number
(+8869123455678) or a general phone number(0912345678).

Data Coding Scheme The router will automatically select a suitable Data Coding
Scheme according to the current content in Message. GSM
7-bit and UCS-2 are supported.

Message Type in the message content to send.
The total number of characters that you can type in this field
is 1024.

Send Message Click it to send this SMS message to the recipient
immediately.

View SMS Outbox Cache Display the record of SMS messages sent from the Router.

LTE >> SMS Outbox Cache

LTE SMS Outhox Cache

Details  Delete Date To Message

View 2015/10/05 03:12:06 1234567290 EESCESE5555555555558588
View 2015/10/05 03:12:01 1234567290 444444444444244444449
View 2015/10/05 03:11:56 1234567890 33333333333333333 r
View 2015/10/05 03:11:51 1234567890 222222222222 4
View 2015/10/05 03:11:46 1234567890 111111 4
View 2015/10/05 03:07: 55 1234567890 ESEER199MERT 0 .
View 2015/10/05 03:04:38 1234567890 Test Test Nancy 123

Note: Records in Outbox Cache are NOT preserved after replacement of newer records or Router reboot,

ok
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lI-1-4 SMS Gateway

Vigor router can serve as an SMS Gateway for sending alerts via SMS to mobile phones.
Take a look at the following two pictures.
The IP cameras connect to Router A and Router B via LAN. Where there is something wrong

with IP camera, Router A can only send the SMS with alerts/warning message via a specified
service provider on Internet.

Sending SMS =

WAN LAN
Router A Router B
Sending SMS via Other Service Provider {with LTE)

With the feature of SMS Gateway on Router B, even Router A is offline, router B could serve as
an SMS Gateway that can send SMS (related to alerts or other events) to mobile phones

directly.
= Sending SMS
WAN LAN
] )
W AREA &= . B ARAA &=
Router A Router B
Sending SMS via Vigor Router SMS Gateway (with LTE)
Username Password
LTE > SMS Gateway

For router B, simply open LTE>>SMS Gateway and set a pair of username and password.

Vigor2620 Series User’s Guide 51



LTE == SMS Gateway

SMS Gateway Setting

EEnable SMS Gateway
Username |SGauthemicate |

Password sarranaaee |

Confirm Password

Password Strength: m

Strong password requirements:
1. Have at least one upper-case letter and one lower-case letter.
2. Including nen-alphanumeric characters is a plus.

Note:
1. Password can contain a-z A-Z 0-9 , ;. "= > +=|2@ &~ ![)
2. Password can't be all asterisks(™). For example, "' or '=**' iz illegal, but "123*" or "=45" is OK.

3. Please enable HTTP or HTTPS server to allow SMS Gateway to work Remotely on Systsem
Maintenance = Management page.

Available settings are explained as follows:

Item Description

Enable SMS Gateway Check the box to enable SMS gateway of this router.
Username Define a username.

Password Define a password.

Confirm Passowrd Enter the password again.

Below shows the settings configured on Router A and Router B.
1. Connect Router A and Router B (with LTE module).

2. On Router B, set a pair of username (e.g., SGauthenticate) and password on LTE>>SMS
Gateway.

LTE == SMS Gateway

SMS Gateway Setting

Enable SMS Gateway
Username | SGauthenticate |

Passwaord

Confirm Password

Password Strength: m

Strong password requirements:
1. Have at least one upper-case letter and one lower-case letter.
2. Including non-alphanumeric characters is a plus.

Note:
1. Password can contain a-z A-Z0-9,;:."<s=>"+=|?2@#~ ! ()
2. Password can't be all asterisks(™). For example, "' or "=**' s illegal, but '123*' or ""45" is OK.

3. Please enable HTTP or HTTPS server to allow SMS Gateway to work Remotely on Systsem
Maintenance > Management page.
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3.

On Router A, open Object Settings >> SMS Service Object>>Service Provider. Click any
index number (e.g., #1 in this case) to open the following page. Select Vigor Router SMS
Gateway as the service provider. Set the WAN IP or LAN IP of this router in IP field.

Objects Setting »> SMS Service Object

Profile Index: 1

Profile Mame |User_SMS |

Service Provider |V|gor Router 3MS Gateway V|

IP [ex: 192.168.1.1 |
Username Max: 31 characters |

Password Max: 31 characters |

Quota |10 |

Sending Interval |3 | (seconds)

Note:
1. Only one message can be sent during the "Sending Interval” time.
2. If the "Sending Interval" was set to 0, there will be no limitation.

| OK | | Clear | | Cancel |

As for username and password, please enter the same values as configured in Step 2.

Next, go to Objects Setting >> Notification Object. Select disconnection or connection
of WAN, VPN tunnel and click OK to save the setting on Router A.

Objects Setting > Notification Object

Profile Index: 1

Profile Mame [ WAN_Notify |
Category Status
WAN Disconnacted [Jrecennected
VPN Tunnel [Jbisconnacted [JReconnected
WAN Budget [JLimit Reached
| OK | | Clear | | Cancel |

Once the router A encounters the condition set above, router B (as an SMS gateway) will
send out an SMS to the recipient.
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For a user who owns a non-DrayTek LTE router, there is one way to send the SMS to mobile
phones through the non-DrayTek LTE router and DrayTek router.

1. Make sure the DrayTek router and the non-DrayTek LTE router are connected via LAN.
2.  Obtain the exact URL string from non-DrayTek LTE router.

3.  On DrayTek router, open Objects Setting>>SMS/Mail Service Object and click the
number link #9 or #10 to customize SMS service object.

Objects Setting == SMS [ Mail Service Object

Profile Index: 9

Profile Mame Custom 1

Service Provider

https://182.168.1.1/cgi-bin/sms send?

SLLog EEE =
ugername=ugercotherbrandiprassword=adminla34seenumber=cestteststext=the_ WAN is_
cffline

Please contact with your SMS provide to get the exact URL String

eg:bulksms. vasms.net: 5567 /feapi/submission/send_sms/2/2 07username=###tutUsar#i
&password=##xtPwdREdmsisdn=#xtDestiF# message=#HtxtMa gt

Server Response |l'\-’la><: 31 characters |
Username | userotherbrand |
Password |
Quota | 10 |
Sending Interval |3 |{sec0nd5]

Note:
1. Only one message can be sent during the "Sending Interval” time.
2. Ifthe "Sending Interval” was set to 0, there will be no limitation.

| OK | | Clear | | Cancel | |Send aTestMessagel

Enter the data coming from the non-DrayTek LTE router, e.g., the URL string, the
username, password, and warning message on the entry box.

4. Click OK to save the settings.
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Vigor2620 Series User’s Guide

[1-1-5 Router Commands

This page allows the user to set function to reboot Vigor router remotely and get the router
status via SMS.

Get Router Status or Reboot Router via SMS Message

Get Router Status Reboot Router

Restoot un SMS Masssgo

# Inatie

o Password | PIN posey X
. ‘ 11 D :E. .

Go to LTE>>Router Commands to get the following page.

A

LTE == Router Commands

Reboot on SMS Message

Enable with Password / PIN
Access Control List List Phone Mumber
1
2
3

Note: To reboot the router via SMS, send a message starting with "remote reboot” to
the router's phone number, followed by Password/PIN.

Reply with Router Status Message

Enable with Password / PIN

Access Control List List Phone Number

Message Contents
Router Name Router Up-Time Firmware Version MAC Address
WAN1 IP WAN2 IP LTE IP
WAN1 Data Usage WAN2 Data Usage LTE Data Usage

SMS Number per Status Response : 0

Note: To get status information from the router, send a message starting with "router
status" to the router's phone number, followed by the password / PIN if that is enabled.

Note: Phone numbers in the Access Contrel List should be in international format (e.g.,
+886123456789).

OK

Available settings are explained as follows:

Item Description

Reboot on SMS Message

Enable with Password / To reboot Vigor router remotely via SMS, please check such
PIN box and type the password/PIN number (treated as
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authentication for any mobile phone).

The password shall be composed by letters, numbers and
baseline.

Access Control List

Check the box to type or modify (up to 3) phone numbers.

The phone number specified here is capable of sending SMS
to reboot such Vigor router remotely.

Note: If such option is enabled, only mobile phones specified
here are allowed to send SMS to reboot Vigor router if
correct password is given. That is, if it is disabled
(unchecked), any mobile phone can send SMS to reboot such
Vigor router if correct password is given.

Reply with Router Status Message

Enable with Password /
PIN

Users can get the WAN data usage and basic information
about Vigor router (e.g., IP address, MAC address) through
the mobile phone by entering the password/PIN specified in
this field.

The password shall be composed by letters, numbers and
baseline.

Access Control List

Check the box to type or modify (up to 3) phone numbers.

The phone number specified here is capable of getting
related information about Vigor router remotely.

Note: If such option is enabled, only mobile phones specified
here are allowed to obtaine related information about Vigor
router if correct password is given. That is, if it is disabled
(unchecked), any mobile phone can get the data of Vigor
router if correct password is given.

Message Contents

There are several types of message contents for you to
select. Choose and check the required item, then Vigor
router will offer the status response about that item via SMS.

SMS messages per status
response

Display the total number of the type for status response.

Display the total number of SMS required to send the status
message which contains the current selected Message
Contents.
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[1-1-6 Status

Vigor router with LTE function is capable of accessing into Internet and able to send SMS to
specified mobile phone.

This page will display basic information about the embedded LTE module and the current LTE
connection.

LTE »> Status

| Refresh
LTE Modem
Status: Operational
IMEI: 3E6318040749422
IMSI: 466924200859808
ICCID:
Access Tech: LTE
Band: E-UTRA Op Band 2
Operator: Chunghwa
Mobile Country Code: 466
Mobile Network Code: go
Location Area Code: 55534
Cell ID: 81023501
RSSI Signal: -61 dBm
Active Channel: 1725
Max Channel TX Rate: &0 Mbps
Max Channel RX Rate: 100 Mbps
LTE SMS
SMS Centre Number: +8869324002821
SMS Service Status: Ready
SMS Loading: Ready
New SMS: 4
Each item is explained as follows:
Item Description
Status LTE WAN status.
IMEI International Mobile Equipment Identity of the embedded
LTE module.
IMSI International Mobile Subscripber Identity of the LTE SIM card.
Access Tech Type of LTE connection
(CDMA/GSM/WCDMA/LTE/TD-SCDMA).
Band Band of LTE connection.
Operator ISP name of LTE connection.
Mobile Country Code / Base station information.

Mobile Network Code /
Location Area Code / Cell

ID :

RSSI Signal Signal strength of LTE connection.

Active Channel Frequency of LTE connection.

Max Channel TX Rate / Maximum TX/RX link rate of LTE connection.
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Max Channel RX Rate

SMS Centre Number

The phone number for SMS service of the LTE SIM card.

SMS Service status

Whether the SMS service of the LTE SIM card is ready.

SMS Loading Whether the received SMS messages in the LTE SIM card have
been loaded to the Router.
New SMS The number of unread SMS in SMS Inbox.
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l1-2 WAN

It allows users to access Internet.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANs), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and other
related information will usually be assigned by your ISP.
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Web User Interface

lI-2-1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN in details.

[1-2-1-1 WAN1

This webpage allows you to set general setup for WANland WAN3 respectively.

WAN == General Setup

Index Enable MEEZ?’T:LE Active Mode
WAN1 ADSL/- Always On
WANZ

LTE usB/- Failover

Note:

1.0ne WAN interface can be active at any one time. Setting either WAN interface to "Always On" will set the other interface to
operate as the "Failover" WAN connection.

2.When WAN2 is enabled, LAN P2 port will be used as WAN2.

| OK | | Cancel

Available settings are explained as follows:

Item Description

Index Click the WAN /LTE interface link under Index to access into
the WAN configuration page.

Enable V means such WAN interface is enabled and ready to be used.

Physical Mode / Type Display the physical mode and physical type of such WAN
interface.

Active Mode Display whether such WAN interface is Active device or

backup device.

(1)

Info In default, each WAN port is enabled.

Click WAN1/WAN2 link to get the following page:
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WAN == General Setup

WAN 1
Enable:
Display Name: | |
Physical Mode: ADSL
DSL Mode:

DSL Modem Code: | Default v
WLAN Tag insertion (ADSL): Disable v |(for channel 1)
Tag value: 0 (0~4095)

Priority: 0 (0~7)
VLAN Tag insertion (VDSL2):
Tag value: 0 (0~4095)
Priority: 0 (0~7)
Active Mode:
[ oKk | | Cancel |

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Enter the description for such WAN interface.

Physical Mode Display the physical mode of this WAN interface.

DSL Mode Specify the physical mode (Auto, VDSL2 or ADSL) for such

router manually.

DSL Modem Code Choose the correct DSL modem code for ensuring the
network connection.

If you have no idea about the selection, simply choose
Default or contact the dealer for assistance.

VLAN Tag insertion Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please Enter the tag value and specify the priority for the
packets sending by WAN interface.

Disable - Disable the function of VLAN with tag.

Tag value - Enter the value as the VLAN ID number. The
range is from O to 4095.

Priority - Enter the packet priority number for such VLAN.
The range is from 0 to 7.

After finished the above settings, click OK to save the settings.
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[1-2-1-2 LTE

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3
interface.

WAN =» General Setup

LTE
Enable:
Display Name: |
Physical Mode: Use
Active Mode:

[ ok | | Cancel |

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Enter the description for such WAN interface.

Physical Mode Display the physical mode of this WAN interface.

Active Mode Choose Always On to make the WAN1 connection being

activated always.

W

Failover
Always On

Failover - Choose it to make the WAN connection as a
backup connection.

After finished the above settings, click OK to save the settings.

Vigor2620 Series User’s Guide



[1-2-2 Internet Access

This page allows you to set WAN configuration with different modes.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WANL ADSL f VDSL2 PPPoE / PPPoA v Details Page || IPv6

WANZ2 Ethernet one v Details Page || IPv6
LTE Use Mone v Details Page || IPv6

DHCP Client Option

Available settings are explained as follows:

Item Description
Index Display the WAN interface.
Display Name It shows the name of the WAN1/WAN2/LTE that entered in

general setup.

Physical Mode

It shows the physical connection for WAN (Ethernet or fiber)
according to the real network connection.

Access Mode

Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the settings.

Details Page This button will open different web page (based on IPv4)
according to the access mode that you choose in WAN
interface.

IPv6 This button will open different web page (based on Physical

Mode) to setup IPv6 Internet Access Mode for WAN interface.

If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.

DHCP Client Option

This button allows you to configure DHCP client options.
DHCP packets can be processed by adding option number and
data information when such function is enabled and
configured.
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WAN >> Internet Access

DHCP Client Options Status

Options List
Enable Interface Option Type Data
Enable
+ All WANL1 WAN2Z LTE WANS WANE WAN7
Intarface: O O O u] u]
DataType: @ ASCIT Character (EX: Option:18, Data:/path)
(O Hexadecimal Digit (EX: Option: 18, Data:2f70617468)
(O address List (EX: Option:44, Data:172.16.2.10,172.16.2.20...)
Data: |
[ Aadd || Update | | Delete | | Reset |
Note:

1.0ption 12 is reserved. You cannot configure it here, but you can configure it in "Router Name" field of "WAN ==
Internet Access > Details Page".

2.0ption 55 is reserved and configured with value 1, 3, 6, 15 and 212, alsa 33 and 121 for some models.

3. Configuring option 61 here will override the setting in "WAN == Internet Access" page's DHCP Client Identifier field.

[ok ]

Enable - Check the box to enable the function of DHCP
Option. Each DHCP option is composed by an option number
with data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.

Interface - Specify the WAN interface(s) that will be
overwritten by such function. WAN5 ~ WANG6 can be located
under WAN>>Multi-PVC/VLAN.

Option Number - Type a number for such function.

Note: If you choose to configure option 61 here, the
detailed settings in WAN>>Interface Access will be
overwritten.

DataType - Choose the type (ASCII or Hex) for the data to be
stored.

Data - Enter the content of the data to be processed by the
function of DHCP option.
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[I-2-2-1 Details Page for PPPoE/PPPoA in WAN1 (Physical Mode: ADSL)

To use PPPOE/PPPOA as the accessing protocol of the internet, please click the PPPoOE/PPPOA
tab. The following web page will be shown.

WAN == Internet Access

WAN 1
PPPoE | PPPoA MPoA | Static or Dynamic IP IPv6
@® Enable O Disable PPPIMP Setup
P tication PAPICHAPIMS CHAP/MS CHAP2 v |
ADSL Modem Settings Authentication
Multi-PVC channel |Cha|1ne| 1 V| Ip,
Assignment L) Static ® Dynamic
VPI ] (19CP)
. Address
Encapsulating Type WC MUX  w |W|
ias
Protocol PPPoA v -
Modulation [Multimode v Dial.Out Schedule
Index{1-15) in Schedule Setup:
ISP Access Setup |None v|:;, | None v|
Username |'-.-I.a:<: 63 characters |
== [None v |== [None ~|
Password |'-.-I.a:<: 62 characters |
Mare Options ] PPPoE Pass-through
[ For wired LAN
WAN Connection Detection [ For Wireless LAN
Mode FPF Detect v -~
MAC Address
MTu ® Default MAC Address
1492 | Path MTU Discovery | O Use the following MAC Address
(Max:1500) -
00 1D :|AA ;|94 |:|ED:E1
Note:

If PPPOE Pass-through for Wired LAN is checked while protcol is PPPoA, the router will behave like a
modem which only serves the PPPoE client on the LAN.

| OK | | Cancel |

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ADSL Modem Settings Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >> Multi PVCs.
Select M-PVCs Channel means no selection will be chosen.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

Protocol - Drop down the list to choose the one (PPPOE or
PPPoA) provided by ISP.

If you have already used Quick Start Wizard to set the
protocol, then it is not necessary for you to change any
settings in this group.
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Modulation -Default setting is Multimode. Choose the one
that fits the requirement of your router.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username - Type in the username provided by ISP in this
field.

Password - Type in the password provided by ISP in this field.
More Options -It shows optional settings for configuration.

® Service Name - Enter the description of the specific
network service.

Separate Account for ADSL - In default, WAN1 supports
VDSL2/ADSL and uses the same PPPoE account and password
for connection. If required, you can configure another
account and password for ADSL connection by checking this
box. If it is checked, the system will ask you to type another
group of account and password additionally.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through PPP Detect or Ping Detect.

Mode - Choose PPP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Enter the interval for the system to
execute the PING operation.

® Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

[ WAN1 Choase IP - Google Chrome == 3 |
® Fz=2 | 192.168.1.1/doc/pathmtu.htm

Path MTU to: | IPv4 Host v

MTU size start from 1500 (1000~1500)

MTU reduce size by 3 (1~100)
Deatect

Note:

® Path MTU to - Enter the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet.
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® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

[ ) Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

PPP/MP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

IP Assignment (IPCP) - Usually ISP dynamically assigns IP
address to you each time you connect to it and request. In
some case, your ISP provides service to always assign you the
same IP address whenever you request. In this case, you can
fill in this IP address in the Fixed IP field. Please contact your
ISP before you want to use this function.

Fixed IP Address- Type in a fixed IP address in the box.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using.

D WAMN1 IP Alias - Google Chrome |E|E|i|

@ FZ== | 192.168.1.1/doc/wipalias.htm

WAN1 IP Alias ( Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
1. v
2 0.0.0.0
Z: 0.0.0.0
4 0.0.0.0
5 0.0.0.0
6. 0.0.0.0
e 0.0.0.0
8. 0.0.0.0
OK Clear All Close

Dial-Out Schedule

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Applications >>
Schedule web page and you can use the number that you
have set in that web page.

PPPoOE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA protocol
is selected, the PPPoOE package transmitted by PC will be
transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPoE session (different with
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the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you check
this box, PCs on the same wireless network can use another
set of PPPOE session (different with the Host PC) to access
into Internet.

Note: To have PPPoA Pass-through, please choose PPPOA
protocol and check the box(es) here. The router will behave
like a modem which only serves the PPPoE client on the LAN.
That’s, the router will offer PPPoA dial-up connection.

MAC Address

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Use the following MAC Address - Enter the MAC address for
the router manually.

After finishing all the settings here, please click OK to activate them.

[1-2-2-2 Details Page for MPoA/Static or Dynamic IP in WAN1 (Physical Mode:

ADSL)

MPoOA is a specification that enables ATM services to be integrated with existing LANs, which
use either Ethernet, token-ring or TCP/IP protocols. The goal of MPOA is to allow different
LANSs to send packets to each other via an ATM backbone.

To use MPoA/Static or Dynamic IP as the accessing protocol of the Internet, select MPoA
/Static or Dynamic IP from the WAN>>Internet Access >>WAN1 page. The following web

page will appear.
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WAN == Internet Access

WAN 1
PPPcE | PPPoA MPoA | Static or Dynamic IP IPv§
() Enable ® Disable WAN Connection Detection
Mode
ADSL Modem Settings
Multi-PVC channel [Channel 2 v| MTU
Encapsulation (1433 Bridged IP LLC v

| Path MTU Discovery |

() Obtain an IP address automatically
More Options J
® Specify an IP address

f .
VI RIP Routing
Modulation Multimode v ] Enable RIP
IP Network Settings Bridge Mode

Enable Bridge Mode
Bridge Subnet

IP Address

| MAC Address

) Default MAC Address

Subnet Mask |
Gateway IP Address |

| ) Use the following MAC Address

[ WAN IP Alias |

DNS Server IP Address

DO 1D :|AA 94 :|ED :|E1

Primary Server |8.8.8.
[8

Sacondary Server

Note:

1. If enable firewall in bridge mode, IPv6 connection type would be change to DHCPvE mode.
2. Bridge Subnet cannot be selected by Multi-WAN Interface at the same time.
3. If both Bridge Mode and Firewall are enabled, the settings under User Management will be ignored.

| oK | | Cancel |

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ADSL Modem Settings

Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>Multi PVCs.
Select M-PVCs Channel means no selection will be chosen.

Encapsulation - Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Modulation -Default setting is Multimode. Choose the one
that fits the requirement of your router.

IP Network Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

More Options - Click it to display router name and domain
name items.

® Router Name - Type in the router name provided by
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ISP.

® Domain Name - Type in the domain name that you have
assigned.

@® DHCP Client Identifier - Check the box to specify
username and password as the DHCP client identifier
for some ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum length

of the password you can set is 62 characters.
Specify an IP address - Click this radio button to specify
some data.
® |P Address - Type in the private IP address.
@® Subnet Mask - Type in the subnet mask.
® Gateway IP Address - Type in gateway IP address.
]

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface,
please use WAN IP Alias. You can set up to 8 public IP
addresses other than the current one you are using.
Notice that this setting is available for WAN1 only. Type
the additional WAN IP address and check the Enable
box. Then click OK to exit the dialog.

[ WAN1 IP Alias - Google Chrome |EIM|

@ Fz== | 192.168.1.1/doc/wipalias.htm

WAN1 IP Alias ( Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
1. I
2 0.0.0.0
3. 0.0.0.0
4 0.0.0.0
5 0.0.0.0
6. 0.0.0.0
7. 0.0.0.0
8. 0.0.0.0
QK Clear All Close

DNS Server IP Address

Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.
Mode - Choose Always on, ARP Detect or Ping Detect for the
system to execute for WAN detection. If you choose Ping
Detect as the detection mode, you have to type required
settings for the following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
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detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

[1 WAN1 Choose IP - Google Chrome == % |
® Fz22 | 192.168.1.1/doc/pathmtu.htm

Path MTU to: | IPvd Host ¥

MTU size start from 1500 (1000~1500)

MTU reduce size by 3 (1~100)
Detect

Note:

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by- It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

() Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

RIP Protocol

Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem. Yet, the incoming packets with
VLAN tags will be discarded.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

®  Bridge Subnet - Make a bridge between the selected
LAN subnet and such WAN interface.

MAC Address

Default MAC Address - Type in MAC address for the router.
You can use Default MAC Address or specify another MAC
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address for your necessity.

Use the following MAC Address - Type in the MAC address
for the router manually.

After finishing all the settings here, please click OK to activate them.

[1-2-2-3 Details Page for PPPoE in WAN1 (Physical Mode: VDSL2)

To choose PPPoE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WANL1 page. The following web page will be shown.

WAN == Internet Access

WAN 1
PPPoE | PPPoA MPoA [ Static or Dynamic IP IPv6
® Enable O Disable PPPIMP Setup

ADSL Modem Settings
Multi-PVC channel

VPI

[YCMUX v

[Channel 1 v

ﬂ

Encapsulating Type VE MUK W
Protocol PFPoA v
Modulation [Multimode v

ISP Access Setup

Username |'-.-I.a:<: 63 characters

Password |'-;Ia:<: 62 characters

Mare Options |

WAN Connection Detection

Mode PPF Detect ~
MTU
1452 [ Path MTU Discovery |

(Max:1500)

Note:

PEP
Authentication

IF
Assignment
(1PCP)

Fixed IP |
Address

[ WAN 1P Alias |

[PAPICHAP/MS-CHAP/MS-CHAPYZ v |

O static ® Dynamic

Dial-Out Schedule
Index(1-15) in Schedule Setup:

V|::=|None V|

[None

=> | None V|::s |None V|

PPPoE Pass-through
[ For wired LAN
[J For wireless LAN

MAC Address

® Dpefault MAC Address

) Use the following MAC Address
00 41D :}AA =94 :|[ED|:|E1

If PPPoE Pass-through for Wired LAN is checked while protcol is PPPeA, the router will behave like a
modem which only serves the PPPoE client on the LAN.

[ oK

| | Ccancel |

Available settings are explained as follows:

Item Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ADSL Modem Setting

It is not necessary to configure settings in these fields for
modem settings are prepared for ADSL only.

ISP Access Setup

ISP.

field.

Enter your allocated username, password and authentication
parameters according to the information provided by your

Username - Type in the username provided by ISP in this
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Password - Type in the password provided by ISP in this field.
Service Name - Type a name representing serive used.

Separate Account for ADSL - In default, WAN1 supports
VDSL2/ADSL and uses the same PPPoE account and password
for connection. If required, you can configure another
account and password for ADSL connection by checking this
box. If it is checked, the system will ask you to type another
group of account and password additionally.

WAN Connection

Such function allows you to verify whether network

Detection connection is alive or not through ARP Detect or Ping Detect.
Mode - Choose ARP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
following items.
®  Primary/Secondary Ping IP - If you choose Ping Detect
as detection mode, you have to type Primary or
Secondary IP address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as
detection mode, you also can enable this setting to use
current WAN gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check
if the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system
is allowed to execute the PING operation before WAN
disconnection is judged.

MTU It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Path MTU Discovery to open the following dialog.

[1 WAN1 Choose IP - Google Chrome == % |
® Fz22 | 192.168.1.1/doc/pathmtu.htm

Path MTU to: | IPvd Host ¥

MTU size start from 1500 (1000~1500)

MTU reduce size by 3 (1~100)
Detect

Note:

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet.

® MTU reduce size by- It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

[ Detect - Click it to detect a suitable MTU value

®  Accept- After clicking it, the detected value will be
displayed in the field of MTU.

PPP/MP Setup

PPP Authentication - Select PAP only or
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PAP/CHAP/MS-CHAP/MS-CHAPV2 for PPP.

IP Assignment(IPCP) - Usually ISP dynamically assigns IP
address to you each time you connect to it and request. In
some case, your ISP provides service to always assign you the
same IP address whenever you request. In this case, you can
fill in this IP address in the Fixed IP field. Please contact your
ISP before you want to use this function.

Fixed IP Address - Type in a fixed IP address.

WAN [P Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using.

D WAMN1 IP Alias - Google Chrome |E|E|i|

® 32 | 192.168.1.1/doc/wipalias.htm

WAN1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1. o

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

B Y BE Y

0.0.0.0

OK Clear All Close

Dial-Out Schedule

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Applications >> Schedule web page and you
can use the number that you have set in that web page.

PPPoOE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA protocol
is selected, the PPPoOE package transmitted by PC will be
transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPOE session (different with
the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you check
this box, PCs on the same wireless network can use another
set of PPPOE session (different with the Host PC) to access
into Internet.

Note: To have PPPoA Pass-through, please choose PPPoA
protocol and check the box(es) here. The router will behave
like a modem which only serves the PPPoOE client on the LAN.
That’s, the router will offer PPPoA dial-up connection.
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MAC Address

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC

Address for the router.

Use the following MAC Address - Type the MAC address for
the router manually.

After finished the above settings, click OK to save the settings.

[I-2-2-4 Details Page for MPoA/Static or Dynamic IP in WAN1 (Physical Mode:

VDSL2)

MPOA is a specification that enables ATM services to be integrated with existing LANs, which
use either Ethernet, token-ring or TCP/IP protocols. The goal of MPOA is to allow different
LANSs to send packets to each other via an ATM backbone.

To use MPoA/Static or Dynamic IP as the accessing protocol of the Internet, select
MPoA/Static or Dynamic IP from the WAN>>Internet Access >>WAN1 page. The following

web page will appear.

WAN == Internet Access

WAN 1
PPPcE /| PPPoA MPoA | Static or Dynamic IP IPvE
) Enable @ pisable WAN Connection Detection
Mode ARP Detect v

ADSL Modem Settings

Multi-PVC channel [Channel 2 v| MTU

Encapsulation [ 1483 Bridged IP LLC ~|| (1492 [ Path MTU Discovery |

(Max:1500) —_——

VeI RIP Routing

Modulation Multimode b [J Enable RIP

IP Network Settings Bridge Mode

Mere Optiens 3
@® Specify an IP address

(0 Obtain an IP address automatically

Enable Bridge Mode
Bridge Subnet

IF Address

| MAC Address

| ® Default MAC Address

|
Subnet Mask |
|

Gateway IP Address

| ) Use the following MAC Address

| WAN IP Alias |

DNS Server IP Address

00 21D z|AA =94 :|[ED:|E

Primary Server |8.8.8.8

Secondary Server |8.8.4.4

Naote:

1. If enable firewall in bridge mode, IPv6 connection type would be change to DHCPvE mode.
2. Bridge Subnet cannot be selected by Multi-WAN Interface at the same time.
3. If both Bridge Mode and Firewall are enabled, the settings under User Management will be ignored.

| ok | | cancel |

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ADSL Modem Settings

It is not necessary to configure settings in these fields for

Vigor2620 Series User’s Guide

75



76

modem settings are prepared for ADSL only.

IP Network Settings

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

More Options - Click it to display router name and domain
name items.

® Router Name - Type in the router name provided by
ISP.

® Domain Name - Type in the domain name that you have
assigned.

® DHCP Client Identifier* - Check the box to specify
username and password as the DHCP client identifier
for some ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is 63
characters.

® Password: Type a password. The maximum length of
the password you can set is 62 characters.
Specify an IP address - Click this radio button to specify
some data.
® |P Address - Type in the private IP address.
® Subnet Mask - Type in the subnet mask.
® Gateway IP Address - Type in gateway IP address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using. Notice that this setting is
available for WAN1 only. Type the additional WAN IP address
and check the Enable box. Then click OK to exit the dialog.

D WAMN1 IP Alias - Google Chrome |E|E|i|

@ FZ== | 192.168.1.1/doc/wipalias.htm

WAN1 IP Alias ( Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
1. v
2 0.0.0.0
Z: 0.0.0.0
4 0.0.0.0
5 0.0.0.0
6. 0.0.0.0
e 0.0.0.0
8. 0.0.0.0
OK Clear All Close

DNS Server IP Address

Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.
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WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect, Ping Detect or Always On for
the system to execute for WAN detection. If you choose Ping
Detect as the detection mode, you have to type required
settings for the following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by- It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

() Detect - Click it to detect a suitable MTU value

®  Accept- After clicking it, the detected value will be
displayed in the field of MTU.

RIP Protocol

Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

MAC Address

Default MAC Address - Type in MAC address for the router.
You can use Default MAC Address or specify another MAC
address for your necessity.

Use the following MAC Address - Type in the MAC address
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for the router manually.

After finishing all the settings here, please click OK to activate them.
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[1-2-2-5 Details Page for PP

PoE in WAN2 (Physical Mode: Ethernet)

To choose PPPoE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WAN2 page. The following web page will be shown.

WAN == Internet Access

WAN 2
PPPoE

Static or Dynamic IP

PPTP IPv6

) Enable ® Disable

ISP Access Setup

PPPIMP Setup

PPP
Authentication

| PAP/CHAPIMS-CHAP/MS-CHAPY2 |

|'l |'l |

=5 |

Service Name |'--Ia'<' 73 characters | Idle Timeout second(s)

(Optional) —— IP Address Assignment Method (IPCP)

Username |'-.-Ia:<: 63 characters | [ WAN IP Alias |

Password |'-;Ia:<: 62 characters | Fixed IP: O Yes @ No (Dynamic IP)

Index(1-15) in Schedule Setup: Fixed IP | |
Address

=

WAN Connection Detection

TTL

Change the TTL value

® Default MAC Address

Made PPP Detect v ) Specify a MAC Address
Ping IP MAC Address: |00 |-{1D| -|AA 94  -|[ED -|E2
TTL:
MTU 1432 | (Max:1492)
Path MTU Discovery | Detect |

OK | | Cancel |

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Service Name - Enter the description of the specific network
service.

Username - Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password - Type in the password provided by ISP in this field.
The maximum length of the password you can set is 62
characters.

Index (1-15) - You can type in four sets of time schedule for
your request. All the schedules can be set previously in
Applications >> Schedule web page and you can use the
number that you have set in that web page.

WAN Connection

Such function allows you to verify whether network
connection is alive or not through PPP Detect or Ping Detect.
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Detection Mode - Choose PPP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
following items.
®  Primary/Secondary Ping IP - If you choose Ping Detect
as detection mode, you have to type Primary or
Secondary IP address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as
detection mode, you also can enable this setting to use
current WAN gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check
if the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system
is allowed to execute the PING operation before WAN
disconnection is judged.

MTU It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.
Click Detect to open the following dialog.
[ WAN1 Choose IP - Goagle Chrome =8 % |
@ F#==2 | 192.168.1.1/doc/pathmtu.htm
Path MTU to: | IPv4 Host v
MTU size start from 1500 (1000~1500)
MTU reduce size by 3 (1~100)
Detect
Note:
Accept
® Path MTU to - Type the IP address as the specific
transmit path.
® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.
® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.
® Detect - Click it to detect a suitable MTU value
®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.
TTL Change the TTL value - Enable or disable the TTL (Time to

Live) for a packet transmitted through Vigor router.

® Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

® Disable - TTL value will not be reduced. Then, when a
packet passes through Vigor router, it will not be
cancelled. That is, the client who sends out the packet
will not be blocked by ISP.

PPP/MP Setup

PPP Authentication - Select PAP only or
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PAP/CHAP/MS-CHAP/MS-CHAPV2 for PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Assignment (IPCP)- Usually ISP dynamically assigns IP
address to you each time you connect to it and request. In
some case, your ISP provides service to always assign you the
same IP address whenever you request. In this case, you can
fill in this IP address in the Fixed IP field. Please contact your
ISP before you want to use this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using. Notice that this setting is
available for WAN1 only. Type the additional WAN IP address
and check the Enable box. Then click OK to exit the dialog.

[ WAN2 IP Alias - Google Chrome |E|E|i|

@ =2 | 192.168.1.1/doc/wipalias.htm

WAN2 IP Alias | Multi-NAT )

Index Enable Aux. WAN IP
1.
2
3.
4
3.
G.
Tc
a.

0K Clear All Close

Fixed IP Address - Type in a fixed IP address.

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address - Type the MAC address for the router
manually.

After finishing all the settings here, please click OK to activate them.

[I-2-2-6 Details Page for Static or Dynamic IP in WAN2 (Physical Mode:

Ethernet)

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address

to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static
or Dynamic IP tab. The following web page will be shown.
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WAN => Internet Access

WAN 2
PPPoE

Static or Dynamic IP

PPTP

IPw6

) Enable @ pisable

Keep WAN Connection
[J Enable PING to keep alive

PING to the IP

PING Interval

WAN Connection Detection

*: Required for some ISPs

T

minute(s)

Mode ARP Detect v
Ping IP
TTL:
MTU 1492 (Max:1500)
Path MTU Discovery | Detect |
RIP Protocol
[J Enable RIP
TTL
Change the TTL value

Router Mame

Domain Mame

IP Address
Subnet Mask
Gateway IP Address

MAC Address: 00 -

DNS Server IP Address
Primary IP Address
Secondary IP Address

| oK

| | Cancel |

Available settings are explained as follows:

WAN IP Network Settings | WAN IP Alias |

' Obtain an IP address automatically

|'-.-Ia:<: 39 characters |

=

|'-;Ia:<: 39 characters |

=

@® Specify an IP address

® Default MAC Address
O specify a MAC Address

1D| -|AA 54 | -|[ED| -|E2

Item

Description

Enable / Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

Keep WAN Connection

Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping

alive.

PING Interval - Enter the interval for the system to execute
the PING operation.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect, Ping Detect or Always On for
the system to execute for WAN detection. If you choose Ping
Detect as the detection mode, you have to type required
settings for the following items.

Primary/Secondary Ping IP - If you choose Ping Detect

as detection mode, you have to type Primary or
Secondary IP address in this field for pinging.

Ping Gateway IP - If you choose Ping Detect as

detection mode, you also can enable this setting to use
current WAN gateway IP address for pinging.

With the IP address(es) pinging, Vigor router can check
if the WAN connection is on or off.
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® TTL (Time to Live) - Set TTL value of PING operation.
®  Ping Interval - Enter the interval for the system to
execute the PING operation.

® Ping Retry - Enter the number of times that the system
is allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

[1 WAN1 Choose IP - Google Chrome == % |
@ F=2 | 192.168.1.1/doc/pathmtuhtm

Path MTU to: | IPvd Host ¥

MTU size start from 1500 (1000~1500)

MTU reduce size by 3 (1~100)
Detect

Note:

® Path MTU to - Choose the destination as the specific
transmit path and Enter the IP address.

® MTU size start from - Determine the starting point
value of the packet.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is ““8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

o Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

RIP Protocol

Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

TTL

Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

Disable - TTL value will not be reduced. Then, when a packet
passes through Vigor router, it will not be cancelled. That is,
the client who sends out the packet will not be blocked by
ISP.

WAN IP Network Settings

This group allows you to obtain an IP address automatically
and allows you Enter IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN [P Alias. You can set up to 8 public IP addresses other
than the current one you are using.

Vigor2620 Series User’s Guide

83



84

[ WAN1 IP Alias - Google Chrome |EIM|

@ Fz=2 | 192.168.1.1/doc/wipalias.htm

WAN1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1. v

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

~ T N ™

0.0.0.0

OK Clear All Close

Obtain an IP address automatically - Click this button to

obtain the IP address automatically if you want to use

Dynamic IP mode.

® Router Name: Enter the router name provided by ISP.

® Domain Name: Enter the domain name that you have
assigned.

Specify an IP address - Click this radio button to specify

some data if you want to use Static IP mode.

® [P Address: Enter the IP address.

®  Subnet Mask: Enter the subnet mask.

® Gateway IP Address: Enter the gateway IP address.

Default MAC Address: Click this radio button to use default

MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication. In
such cases you need to click the Specify a MAC Address and
enter the MAC address in the MAC Address field.

DNS Server IP Address

Enter the primary IP address for the router if you want to use
Static IP mode. If necessary, Enter secondary IP address for
necessity in the future.

After finishing all the settings here, please click OK to activate them.
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[1-2-2-7 Details Page for PPTP

To use PPTP as the accessing protocol of the internet, please click the PPTP tab. The
following web page will be shown.

WAN >> Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTP IPv6
(O Enable ® Disable PPP Setup
PPTP Server |Max 63 characters | e [PAPICHAP/MS-CHAPIMS-CHAPV2 v |
) Authentication
Specify Gatewa\ir IP Address | Idle Timeout second(s)
IP Address Assignment Method (IPCP)
| WAN IP Alias |
ISP Access Setup
_ Fixed IP: [ Yes ® Mo (Dynamic IP)
Username | | )
Fixed IP | |
Password | | Address
Index(1-15) in Schedule Setup: WAN IP Network Settings
== | |} | ) i | ) Obtain an 1P address automatically
@® Specify an IP address
MTU 1492 (Max:1460) IP Address | |
Path MTU Discovery | Detect | Subnet Mask | |

| oK | | Cancel |

Available settings are explained as follows:

Item Description

PPTP Enable - Click this radio button to enable a PPTP client to
establish a tunnel to a DSL modem on the WAN interface.

Disable - Click this radio button to close the connection
through PPTP.

Server Address - Specify the IP address of the PPTP server if
you enable PPTP client mode.

Specify Gateway IP Address - Specify the gateway IP address
for DHCP server.

ISP Access Setup Username -Enter the username provided by ISP in this field.
The maximum length of the user name you can set is 63
characters.

Password -Enter the password provided by ISP in this field.
The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can Enter four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

MTU It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.
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[ WAN1 Choase IP - Google Chrome == 3 |
® =2 | 192.168.1.1/doc/pathmtu.htm

Path MTU to: | IPv4 Host v

MTU size start from 1500 (1000~1500)

MTU reduce size by 3 (1~100)
Deatect

Note:

® Path MTU to - Choose the destination as the specific
transmit path and Enter the IP address.

® MTU size start from - Determine the starting point
value of the packet.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

® Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

PPP Setup PPP Authentication - Select PAP only or PAP or CHAP for

PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment WAN IP Alias - If you have multiple public IP addresses and

Method(IPCP) would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other

than the current one you are using.

Fixed IP - Usually ISP dynamically assigns IP address to you
each time you connect to it and request. In some case, your
ISP provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function. Click Yes to use this function
and Enter a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Settings | Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

Specify an IP address - Click this radio button to specify
some data.

) IP Address - Enter the IP address.
) Subnet Mask - Enter the subnet mask.

After finishing all the settings here, please click OK to activate them.
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[1-2-2-8 Details Page for IPv6 — Offline

When Offline is selected, the IPv6 connection will be disabled.

Internet Access == IPv6

WAN 1

Internet Access Mode

Connection Type Offline

OK

[1-2-2-9 Details Page for IPv6 — PPP

During the procedure of IPv4 PPPoE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In
addition, PCs under LAN also can have the public IPv6 address for Internet access by means of

the generated prefix.
No need to type any other information for PPP mode.

Internet Access »> IPv6

WAN 1

Internet Access Mode

Connection Type FPP v

WAN Connection Detection
Mode NS Detect v

RIPng Protocol
Enable

Note:
IPv4 WAN setting should be PPPoE | PPPoA client.

oK

Available settings are explained as follows:

Item Description
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose NS Detect, Always On or Ping Detect for the

system to execute for WAN detection. Always On means no

detection will be executed. The network connection will be

on always.

®  Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this
field for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.
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RIPng Protocol RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Below shows an example for successful IPv6 connection based on PPP mode.

Online Status

Physical Connection System Uptime: 0:2:32
IPv4 IPvis

LAN Status
IP Address

2001:B010:7300:201: 210 AMFF FEAS: 2568/64 (Global)
FEBO:: 210 :AMFF FEAS: 2568/54 (Link)

TX Packets RX Packets TX Bytes RX Bytes
7 4 a0 328
WAN2 IPviG Status == Drop PPP
Enable Mode Up Time
Yes PFP 0:02:08
IP Gateway IP

2001:B010:7300:201:210:AAFF:FEAS: 2564/128 (Global) FESO::90:14A00:242:4052
FEBO:: 1D 44FF:FEAG: 2564128 (Link)

DNS IP

2001:B000: 1681
2001:B0O00:168::2

TX Packets RX Packets TX Bytes RX Bytes
7 = 5S4 1126

1)

Info At present, the IPv6 prefix can be acquired via the PPPoE mode connection which is
available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK.

[1-2-2-10 Details Page for IPv6 — TSPC

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.
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Internet Access == IPv6

WAN 1

Caonnection Type

Username
Password

Tunnel Broker

Mode

Internet Access Mode

TSPC Configuration

WAN Connection Detection

TSPC v

NS Detect *

0K

Available settings are explained as follows:

Item

Description

Username

Enter the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63
characters.

Password

Enter the password assigned with the user name.

The maximum length of the name you can set is 19
characters.

Tunnel Broker

Enter the address for the tunnel broker IP, FQDN or an
optional port number.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose NS Detect, Always On or Ping Detect for the

system to execute for WAN detection. Always On means no

detection will be executed. The network connection will be

on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this
field for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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[1-2-2-11 Details Page for IPv6 — AICCU

Internet Access == IPv6

WAN 2

Internet Access Mode
Connection Type |AICCU v

AICCU Configuration
[J always on

Username |

Password |

Tunnel Broker |tic.six:-:s.net

Tunnel ID |
Subnet Prefix |

-

WAN Connection Detection

Mode

Note:
If "Always On" is not enabled, AICCU connection would only retry three times.

[ ok ]
Available settings are explained as follows:
Item Description
Always On Check this box to keep the network connection always.
Username Enter the name obtained from the broker. Please apply new

account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.

The maximum length of the name you can set is 19

characters.

Password Enter the password assigned with the user name.
The maximum length of the password you can set is 19
characters.

Tunnel Broker It means a server of AICCU. The server can provide IPv6

tunnels to sites or end users over IPv4.

Enter the address for the tunnel broker IP, FQDN or an
optional port number.

Tunnel ID One user account may have several tunnels. And, each
tunnel shall have one specified tunnel ID (e.g., T115394).

Enter the ID offered by Tunnel Broker.

Subnet Prefix Enter the subnet prefix address obtained from service
provider.
The maximum length of the prefix you can set is 128
characters.

WAN Connection Such function allows you to verify whether network

Detection connection is alive or not through Ping Detect.

Mode - Choose NS Detect, Always On or Ping Detect for the
system to execute for WAN detection.

® Ping IP/Hostname - If you choose Ping Detect as
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detection mode, you have to type IP address in this
field for pinging.

® TTL (Time to Live) -If you choose Ping Detect as

detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

[I-2-2-12 Details Page for IPv6 — DHCPv6 Client

DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

Internet Access == IPv6

WAN 2

Connection Type

Mode

RIPng Protocol

[JEnable

Internet Access Mode

DHCPv6 Client Configuration
IAID {Identity Association ID} |88352?1D

WAN Connection Detection

(DHCPVE Client v

| oK |

Available settings are explained as follows:

Item

Description

DHCPv6 Client
Configuration

IAID - Type a number as IAID.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through NS Detect or Ping Detect.

Mode - Choose Always On, Ping Detect or NS Detect for

the system to execute for WAN detection. With NS Detect

mode, the system will check if network connection is

established or not, like IPv4 ARP Detect. Always On means

no detection will be executed. The network connection will

be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this
field for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol

RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

After finished the above settings, click OK to save the settings.
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[1-2-2-13 Details Page for IPv6 — Static IPv6

This type allows you to setup static IPv6 address for WAN interface.

Internet Access »> IPv6

WAN 2

Internet Access Mode

Connection Type

Static IPv6 Address Configuration
IPv6 Address

[ Static IPvE v

/ Prefix Length

/| | [ Add | [Update | [ Delete |

Current IPv6 Address Table

Index IPvé Addreas/Prefix

Length Scope

Static IPv6 Gateway Configuration
IPv6 Gateway Address

WAN Connection Detection
Mode

RIPng Protocol

[ Enable

| oK |

Available settings are explained as follows:

Item

Description

Static IPv6 Address
configuration

IPv6 Address - Enter the IPv6 Static IP Address.

Prefix Length - Enter the fixed value for prefix length.
Add - Click it to add a new entry.

Update - Click it to modify an existed entry.

Delete - Click it to remove an existed entry.

Current IPv6 Address
Table

Display current interface IPv6 address.

Static IPv6 Gateway
Configuration

IPv6 Gateway Address - Type your IPv6 gateway address
here.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose NS Detect, Always On or Ping Detect for the
system to execute for WAN detection. Always On means no

detection will be executed. The network connection will be

on always.

®  Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this
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field for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol
benefits as IPv4 RIP v2.

RIPng (RIP next generation) offers the same functions and

After finished the above settings, click OK to save the settings.

[1-2-2-14 Details Page for IPv6 — 6in4 Static Tunnel

This type allows you to setup 6in4 Static Tunnel for WAN interface.

Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather

than anycast endpoint. The mode has more reliability.

Internet Access == [Pvb

WAN 2

Internet Access Mode

Connection Type

6ind Static Tunnel

6ind IPvE Address
LAN Routed Prefix
Tunnel TTL

Mode

Remote Endpoint IPv4 Address

WAN Connection Detection

[6ind Static Tunnel + |

| |
| | /|64 ((default:64)
| | /|64 ((default:64)

255 (default:255)

oK |

Available settings are explained as follows:

Item

Description

Remote Endpoint IPv4
Address

Enter the static IPv4 address for the remote server.

6in4 IPv6 Address

Enter the static IPv6 address for IPv4 tunnel with the value
for prefix length.

LAN Routed Prefix

Enter the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL

Enter the number for the data lifetime in tunnel.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose NS Detect, Always On or Ping Detect for
the system to execute for WAN detection. Always On
means no detection will be executed. The network
connection will be on always.

®  Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this
field for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.
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After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.

Online Status

Physical Connection System Uptime: Oday 0:4:16
IPvd4 IPv6
LAN Status
IP Address

2001:4DD0:FF00:83E4:21D:AAFF:FES3:11B4/64 (Global)
FE80::21D:AAFF:FE&3:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPv6 Status

Enable Mode Up Time

Yes 6ind Static Tunnel 0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) S
FEB0::COA8:651D/128 (Link)
TX Packets RX Packets TX Bytes RX Bytes

e

3 26 211 2302
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[1-2-2-15 Details Page for IPv6 — 6rd

This type allows you to setup 6rd for WAN interface.

Internet Access == IPv6

WAN 2

Connection Type

6rd Settings
6rd Mode

Static 6rd Settings

Internet Access Mode

IPv4 Border Relay:

[&rd v

O Aauto 6rd @ Static 6rd

|
IPv4 Mask Length: [0 |
erd Prefix: | |
ord Prefix Length: |O |

WAN Connection Detection

Mode

Ping IP/Hostname

TTL{1-255,0: Auto)

il

OK
Available settings are explained as follows:
Item Description
6rd Mode Auto 6rd - Retrieve 6rd prefix automatically from 6rd service

provider. The IPv4 WAN must be set as "DHCP".
Static 6rd - Set 6rd options manually.

IPv4 Border Relay

Enter the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.

IPv4 Mask Length

Type a number of high-order bits that are identical across all
CE IPv4 addresses within a given 6rd domain.

It may be any value between 0 and 32.

6rd Prefix

Enter the 6rd IPv6 address.

6rd Prefix Length

Enter the IPv6 prefix length for the 6rd IPv6 prefix in number
of bits.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose NS Detect, Always On or Ping Detect for the
system to execute for WAN detection. Always On means no

detection will be executed. The network connection will be

on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this
field for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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Below shows an example for successful IPv6 connection based on 6rd mode.

Online Status

Physical Connecticn

System Uptime: Oday 0:9:15

IPv4 IPvE

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FE83:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

4] 5 G 1354 18040
WAN1 IPv6 Status

Enable Mede Up Time

Yes 6rd 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 E=s
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620

Vigor2620 Series User’s Guide



l1-2-3 Multi-PVC/VLAN

Multi-VLAN allows users to create profiles for specific WAN interface and bridge connections
for user applications that require very high network throughput. Simply go to WAN and select
Multi-VLAN.

Channel 1 to 2 have the following fixed assignments and cannot be altered.
® Channel 1: ADSL on WANL1.
® Channel 2: Ethernet on WAN2 (based on the model)

® Channel 3: LTE on WAN3.
Channels 5 through 7 can be configured as virtual WANs (WAN5 through WAN7).

General
This page shows the basic configurations used by every channel.

WAN == Multi-PVC/VLAN

Multi-PVC/VLAN

General Advanced

Channel Enable WAN Type VPIVCI VLAN Tag Part-based Bridge
1 VDSL Mone

2 Ethernet(WAN2) MNone

5. WANS O ADSL 1/45 Mone Enable | 'p1| Ip2
6. WANG O ADSL 1/46 Mone Enable = P1 P2
1. WAN7T ] ADSL 1/47 Mone Enable P1 P2
Note

Channel 3 is reserved for LTE WAN.

| OK | | Cancel |

Available settings are explained as follows:

Item Description

Channel Display the number of each channel.

Channels 1 and 2 are used by the Internet Access web user
interface and can not be configured here.

Channels 5 ~ 7 are configurable.

Enable Display whether the settings in this channel are enabled
(Yes) or not (No).

WAN Type Displays the physical medium that the channel will use.

VLAN Tag Displays the VLAN tag value that will be used for the packets

traveling on this channel.

Port-based Bridge The network traffic flowing on each channel will be
identified by the system via their VLAN Tags. Channels using
the same WAN type may not configure the same VLAN tag
value.

Enable - Check this box to enable the port-based bridge
function on this channel.

P1 ~ P2 - Check the box(es) to build bridge connection on
LAN.
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To configure a PVC channel, click its channel number.

WAN links for Channel 5, 6 and 7 are provided for router-borne application such as TR-069.
The settings must be applied and obtained from your ISP. For your special request, please
contact with your ISP and then click WAN link of Channel 5, 6 and 7 to configure your router.

WAN >=> Multi-PVC/VLAN >> Channel 3

Enable Channel 5:

[ add vLAN Header
WVLAM Tag

Priority

Physical Members
P1 P2

Mode

WAN Type :

General Settings ATM QoS
WPI QoS Type
VCI PCR N
Protocol SCR \:I
Encapsulation MBS \:I

] Open Port-based Bridge Connection for this Channel

(] Open WAN Interface for this Channel

WAN Application: Management IPTV
WAN Connection Detection

PPPoE/PPPoA Client
ISP Access Setup

ISP Name

Usermname

Password

PPP Authentication
Always On

Idle Timeout
IP Address From ISP

Fixed IP Address

'
-

Fixed IP Yes Mo (Dynamic IP) DMNS Server IP Address

MPoA (RFC1483/2684)

Obtain an IP address automatically
Router Name Vigor
Domain Name
*: Required for some ISPs

Specify an IP address
IP Address

second(s) Subnet Mask

Gateway IP Address

Primary IP Address 5.6.8.8
Secondary IP Address 8844

| QK | | Cancel |

Available settings are explained as follows:

Item

Description

Enable Channel 4/5/6

Enable - Select to enable this channel.
Disable - Select to disable this channel.

General Settings

VLAN Tag - Enter the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.
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Open Port-based Bridge
Connection for this
Channel

The settings here will create a bridge between the LAN ports
selected and the WAN. The WAN interface of the bridge
connection will be built upon the WAN type selected using
the VLAN tag configured.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the port-based
bridge connection.

Note: LAN port P1 is reserved for NAT use and cannot be
selected for bridging.

Open WAN Interface for
this Channel

Check the box to enable relating function.
WAN Application

® Management can be specified for general management
(Web configuration/telnet/TR069). If you choose
Management, the configuration for this VLAN will be
effective for Web configuration/telnet/TR069.

® IPTV - The IPTV configuration will allow the WAN
interface to send IGMP packets to IPTV servers.

WAN Connection Detection - Such function allows you to
verify whether network connection is alive or not through
ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
following items.

®  Primary/Secondary Ping IP - If you choose Ping Detect
as detection mode, you have to type Primary or
Secondary IP address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as
detection mode, you also can enable this setting to use
current WAN gateway IP address for pinging.

®  With the IP address(es) pinging, Vigor router can check
if the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.
®  Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system
is allowed to execute the PING operation before WAN
disconnection is judged.

PPPoE/PPPoA Client

Enter your allocated username, password and authentication

parameters according to the information provided by your

ISP.

ISP Name - PPP Service Name. Enter if your ISP requires this

setting; otherwise leave blank.

Username - Name provided by the ISP for PPPOE/PPPoA

authentication. Maximum length is 62 characters.

Password - Password provided by the ISP for PPPOE/PPPoA

authentication. Maximum length is 62 characters.

PPP Authentication -The protocol used for PPP

authentication.

®  PAP only- Only PAP (Password Authentication Protocol)
is used.

®  PAP or CHAP- Both PAP and CHAP
(Challenge-Handshake Authentication Protocol) can be
used for PPP authentication. Router negotiates with the
PPTP or L2TP server to determine which protocol to
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use.

Always On - If selected, the router will maintain the
PPPOE/PPPOA connection.
Idle Timeout - Maximum length of time, in seconds, of idling
allowed (no traffic) before the connection is dropped.
IP Address From ISP - Specifies how the WAN IP address of
the channel configured.
) Fixed IP
Yes - IP address entered in the Fixed IP Address field
will be used as the IP address of the virtual WAN.

No - Virtual WAN IP address will be assigned by the ISP’s
PPPOE/PPPOA server.

MPoA

Obtain an IP address automatically - Select this option if the
router is to receive IP configuration information from a DHCP
server.

®  Router Name - Sets the value of DHCP Option 12, which
is used by some ISPs.

® Domain Name - Sets the value of DHCP Option 15,
which is used by some ISPs.

Specify an IP address - Select this option to manually enter
the IP address.

® [P Address - Type in the IP address.
®  Subnet Mask - Type in the subnet mask.
® Gateway IP Address - Type in gateway IP address.

DNS Server IP Address - Type in the primary IP address for
the router if you want to use Static IP mode. If necessary,
type in secondary IP address for necessity in the future.

After finished the above settings, click OK to save the settings and return to previous page.

Advanced

Such configuration is applied to upstream packets. Such information will be provided by ISP.
Please contact with your ISP for detailed information.

WAN == Multi- PVC/VLAN

Multi-PVC/VLAN

General Advanced
ATM QoS
Channel QoS Type PCR SCR MBS PVC to PVC Binding
1. 0 0 0
5 0 0 0
6. 0 0 0
7 0 0 0
Note:

1.If the parameters in the ATM QoS settings are set to zero, then their default settings will be used.
Also, PCR({max)=ADSL Up Speed /53/8.

2. Multiple channels may use the same ADSL channel link through the PVC Binding configuration. The
PWC Binding configuration is only supported for channels using ADSL, please make sure the channel
that you are binding to is using ADSL as its WAN type. The binding will work only under PPPoE and

MPoA 1483 Bridge mode.

3.Channel 3 is reserved for LTE WAN.
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Available settings are explained as follows:

Item Description

QoS Type Select a proper QoS type for the channel according to the
information that your ISP provides.

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR It represents Sustainable Cell Rate. The value of SCR must be
smaller than PCR.

MBS It represents Maximum Burst Size. The range of the value is
10 to 50.

PVC to PVC Binding It allows the enabled PVC channel to use the same ADSL

connection settings of another PVC channel. Please choose
the PVC channel via the drop down list.

After finished the above settings, click OK to save the settings.
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l1-2-4 WAN Budget

This function is used to determine the data traffic volume for each WAN interface
respectively to prevent overcharges for data transmission by the ISP. Please note that the
Quota Limit and Billing cycle day of month settings will need to be configured correctly first
in order for some period calculations to be performed correctly.

The WAN Budget feature allows you to conveniently keep track of Internet traffic volume.
You can:

- set up calendar cycles to monitor;
- limit your Internet usage according to your ISP's quota;

- set up action(s) to take when the quota is exceeded.

[1-1-4-1 General Setup

WAN >> WAN Budget <9
General Setup Status
Index Enable Quota When quota exceeded Time cycle Duration
WAN1 O OMB/OMB 0/00/00 00:00~0/00/00 00:00
WAN2 (] OME/OME 0/00/00 00:00~0/00/00 00:00
WAN3 O OMB/OMB 0/00/00 00:00~0/00/00 00:00
Note:

1. The budget traffic information provided here is for reference only, please consult your ISP for the actual
traffic usage and charges.

2. When hardware acceleration function is used, the monitored WAN traffic of Ethernet WAN interfaces may be
slightly inaccurate.

| oK | | Cancel |
or
WAN >> WAN Budget 7 )
General Setup Status
Index Enable Quota When quota exceeded Time cycle Duration
WAN1 O 0MB/OMBE 0/00/00 00:00~0/00/00 00:00
WAN2 O OMB/OMB 0/00/00 00:00~0/00/00 00:00
LTE (] OMB/OMB 0/00/00 00:00~0/00/00 00:00
Note:

1.The budget traffic information provided here is for reference only, please consult your ISP for the actual
traffic usage and charges.

2. When hardware acceleration function is used, the monitored WAN traffic of Ethernet WAN interfaces may be
slightly inaccurate.

| oK | | Cancel |
Item Description
Index The WAN port.
Click to configure WAN Budget for a particular WAN.
Enable v - WAN Budget is enabled on this WAN.

X - WAN Budget is disabled on this WAN.

Quota The current cycle’s Internet usage is expressed as x/y where
x is the cumulative usage and y is the upper limit. For
example, 100MB/200MB means the usage thus far in this
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cycle is 100MB, and the upper limit is 200MB.

When quota exceeded

Actions to be taken once the quota is reached.
Shutdown - WAN will be disabled.
Mail Alert - Email will be sent to the administrator.

Time cycle

Reset frequency of the usage data.

Monthly - The Monthly option in the Criterion and Action
tab was used to set up the usage quota.

User Defined: The User Defined option in the Criterion and
Action tab was used to set up the usage gota.

Duration

Start and end timestamps of the current cycle.

Click WAN1 (to WANS) link to open the following web page.

WAN >> WAN Budget

WAN 1

Enable
Criterion and Action

Quota Limit:

Monthly

When quota exceeded :

Select the day of a month when your (cellular) data resets.

Data quota resets on day at

0 [MB |
[Jshutdown WAN interface

Using Notification Object

Set Mail Alert or SMS message.

Custom

Note:

1. Please make sure the Time and Date of the router is configured.
2. SMS message and mail will be sent when the usage reaches 95% and 100% of quota.

| oK | | Cancel |

Available settings are explained as follows:

Item Description
Enable When selected, WAN Budget is enabled for this WAN.
Quota Limit Enter the data traffic quota allowed for such WAN interface.

There are two unit (MB and GB) offered for you to specify.

When quota exceeded

Check the box(es) as the condition(s) for the system to
perform when the traffic has exceeded the budget limit.

Shutdown WAN interface - All the outgoing traffic through
such WAN interface will be terminated.

® Using Notification Object - The system will send out a
notification based on the content of the notification
object.

® Set Mail Alert - The system will send out a warning
message to the administrator when the quota is running
out. However, the connection charges will be
calculated continuously.

® Set SMS message - The system will send out SMS
message to the administrator when the quota is running
out.

Monthly

Some ISP might apply for the network limitation based on the
traffic limit per month. This setting is to offer a mechanism
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of resetting the traffic record every month.
Monthly Custom

Select the day of 3 month when your (cellular) data resets.
Data quota resets on day |1 | at |00:00 |

Data quota resets on day ... - You can determine the starting
day in one month.

Custom This setting allows the user to define the billing cycle
according to his request. The WAN budget will be reset with
an interval of billing cycle.

Monthly is default setting. If long period or a short period is
required, use Custom. The period of cycle duration is
between 1 day and 60 days. You can determine the cycle
duration by specifying the days and the hours. In addition,
you can specify which day of today is in a cycle.

Use Cycle in hours -
Monthly Custom

@® use Cycle in hours
() Use Cycle in days
Usage counter resets at the beginning of each cycle.

Cycle duration : days and hours
Today is day in the cycle.

® Cycle duration: Specify the days and hours to reset the
traffic record. For example, 7 means the whole cycle is
7 days; 20 means the whole cycle is 20 days. When the
time is up, the router will reset the traffic record
automatically.

® Today is day - Specify the day in the cycle as the
starting point which Vigor router will reset the traffic
record. For example, “3” means the third day of the
cycle duration.

Use Cycle in days -
Monthly Custom

O use Cycle in hours

® Use Cycle in days
Usage counter resets at the beginning of each cycle.

Cycle duration : days.
Today is day in the cycle and data quota resets at |00:00 +

® Cycle duration: Specify the days to reset the traffic
record. For example, 7 means the whole cycle is 7 days;
20 means the whole cycle is 20 days. When the time is
up, the router will reset the traffic record
automatically.

® Today is day - Specify the day and time for data quota
rest in the cycle as the starting point which Vigor router
will reset the traffic record. For example, “3” means
the third day of the cycle duration.

After finished the above settings, click OK to save the settings.
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11-1-4-2 Status

The status page displays the status WAN budget, including the duration and the usage.

WAN >> WAN Budget

General Setup

Status

Interface: Wan2

Refresh Minis) |1

Duration: [2014/07i19 11:00~2014/08/07 11:00 |

1000MB

| Refresh |

If the WAN budget is exhausted, a lock will be displayed on the page if Shutdown WAN
interface is selected. Which means no data transmission will be carried out. Moreover, the
system will send out a warning message to the administrator if Mail Alert is selected. Or, the
system will send out SMS message to the administrator if SMS message is selected.

VAN >> WAN Budget

General Setup

Status

Interface: WaN2

Refresh Minis) |1 |«

Duration: [2014/07i18 11:00~2014/03/07 11:00 |

2500MB
SMBE
250%
o~
0
1000MB

| Refresh |
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Application Notes

A-1 How to configure IPv6 on WAN interface?

This document is going to demonstrate how to implement an IPv6 address on Vigor Router's
WAN.

1. Before configuring IPv6 on WAN, please make sure the router is connected to the IPv4

Internet.

Online Status

Physical Connection

Systern Uptime: Oday 0:3:25

Py IPvi

|LAN Status Primary DNS: 168.95.1.1 Secondary DNS: 168951921
IP Address TX Packets RX Packets
192.168.86.1 543 793

WAN 1 Status == Dial PPPos&
Enable Line Mame Mode Up Time
Yes ADSL PPPoA Q0 00: 00
P GWIP TX Packets  TX Rate(Bps) RX Packets RX Rate|Bps)
=== 0 0 Q 0

WAN 2 Status == Drop PPPoE
Emable Lime Marme Mode Up Time
Yes Ethermnet FPPoE 0:03:20
P GWIF TX Packets TX Rate(Bps) RXPackets RX Rate|Bps)
118, 100 L9 L33 (LB e Fi: 3 81 9

AAFA KD T C@mdem

2. Go to WAN >> Internet Access, click on IPv6 of the WAN interface that you would like to

configure an IPv6 address.

WAN => Internet Access

Internet Access

Index Display Name Physical Mode

WAN1 ADSL f VDSL2

Access Mode
| PPPoE / PPPoA

v| [ Details Page [| IPv6 |

WAN2 Ethernet [ None v IPv6
LTE usB [ None v IPvG
DHCP Client Option

3. Select a Connection Type from the drop-down list, enter the required parameters. Then
click OK and reboot the router to apply the settings.

106

WAN == Internet Access

o

VAN 2
PPPoE Static or Dynamic IP PPTRILZTP IPvE

Internet Access Mode

Connection Typs Offlinse ¥
FFF
TESPC
AICCU
DHCPE Chent

OK || static IPvs

Gind Static Tunmel
Grd
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4. After accomplishing the configurations, Network Administrator may check the status from
the IPv6 tab on Online Status >> Physical Connection page.

Online Status
Physical Connection £y Uptime: Oday 0:57:49
1Pwd 1Pvé
LAN Status
1 Address

2406 a7 LG 17123 (Global)
FESQ: : TL O AT MO L= TR0 64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

1277 3060 182180 450067
WANT IPv6 Swius

Enable Mode Up Time

NG Offline

P Gateway |P
WANZ IPv6 Swatus

Enable Mode Up Time

Yes Static IPvE 0:57:43

P Gateway [P

2406:1EI 1 1re11/123 (Global) 2406: ATl 15 G-

2406 ME00 T Sl 123 (Global)

FESQ: I Sl TTE 14302064 (Link)

TX Packets RX Packets TX Bytes RX Bytes
120 2612 445044 224316

5. Furthermore, Network Administrator may test the connectivity of IPv6 from the router by
going to Diagnostics >> Ping Diagnosis and selecting "IPv6".

Diagnostics >> Ping Diagnosis

Ping Diagnosis

Mote: If you want to ping a LAN PC or you don't want to specify which WAN to
piivg through, please select "Unspecifiad”.

Pirg through: | Unspecfied «
Pirng IPvE Address:

Run

Result | Clear |
Pinging ipvé.google.com with 64 bytes of Data:
Receiwe?%?s?'msﬂﬁ:dm:(ﬂd::ﬁﬁ, time==100ms

Receive reply from 2484:6800:4008:004::66, time==dddms

Receive reply from 2404:6800:4008:004: 66, time==400ms

Receive reply from 2404:6800:4008:004;::66, time==J400ms

Receive reply from 2404 :6889:4008:0084::66, time==J38ms
Packets: Sent = 5, Received = 5, Lost = B (X loss)

Below we will provide some examples of configuring IPv6 with different connection types.
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PPP (Point-to-Point Protocol)

This applies if the IPv4 access mode is PPPoE, and the IPv4 ISP also provides an IPv6 address.
To use IPv6 PPP, you just need to choose the Connection Type to "PPP", no other setting is
required.

Internet Access »> IPv6

WAN 2

Internet Access Mode

Connection Type [PPP hd

WAN Connection Detection

Mode

RIPng Protocol
[JEnable

Note:
IPv4 WAN setting should be PPPoE | PPPoA client.

oK |

TSPC (Tunnel Setup Protocol Client)

In this mode, the IPv6 connectivity is provided by a tunnel broker on the IPv4 Internet through
a tunnel set up by Tunnel Setup Protocol (TSP). To use TSPC, you'll need to sign up for a
tunnel broker service and get a username and password first, then, configure the router as
follows:

1. Set Connection Type to TSPC.
2.  Enter the Username and Password registered at the TSP server.

3. Enter the IP or Domain Name of the TSPC server for Tunnel Broker.

VAN >> Internet Access a

WAN 2
PPPoE Static or Dynamic IP PPTPA2TP 1P

Internet Access Mode
Connection Type TSPC w

TSPC Configuration
Llsername e
Password — [eesesesees

Tunnel Broker hroker aaretnet.au

WAN Connection Detection
Mode Always On [ »

[ ok | [ cancel |
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Static IPv6

If your ISP provides a static IPv6 address for you, you may configure that IPv6 address for WAN

by doing the following steps:
1.

2.

Set Connection Type to Static IPv6.

WAN > Internet Access

WAN 2
B
Internet Access Mode
Connection Type
Statie IPvE Address Configuratien
1Pv6 Address

Ll

Static IPvG M

[ Prefix Length

| 2406242201 3203

{2z | Add

Current IPvE Address Table
Indaw IPvE Addrass/Prafix Langth
1 FES0: : 8FFB: CE3DS12E

address of IPv6 Gateway.

WAN == Internet Access

VWAN Z

FPPoE Statle or Dynamic IP

Internet Access Made

Soope

Link

PPTRILZTP

Enter the IPv6 address and Prefix Length which provided by the ISP, and click Add.

d

Delete

You should see the IPv6 address in Current IPv6 Address Table. Then, specify the IP

o

Connection Type

Static |PvE Address Configuration
IPvE Address

Current IPvE Address Table
Index IFvE Addrass/Brafix Langt 141

i 2406w 2T by 123

Stabc IPvE v

[/ Prefix Length
! Add

Jafe)a -]

Delete

F FEQU: : dID:ARFF:FECE

FaTEAa4

Static IPvE Gateway configuration
1Pwh Gateway Address

Link

| 24060000 v

WAN Connection Detection
Maode Alvays On =
" Bridge Mode
Enable Bridge Mode
Bridge Subnet
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6in4 Static Tunnel

In this mode, the IPv6 connectivity is provided by a tunnel broker on the IPv4 Internet through
a tunnel configured manually. To use 6in4 Static Tunnel, you need sign up for a tunnel broker
service and get an IPv6 address and routed IPv6 prefixes first. Then, configure the router as

follows:

1.

2
3.
4

Set Connection Type to 6in4 Static Tunnel.

Enter the tunnel server's IPv4 address in Remote Endpoint IPv4 Address.

Enter the router's IPv6 address in 6in4 IPv6 Address.

Enter the routed IPv6 prefix in LAN Routed Prefix.

WAMN >> Internet Access

WAN 2
PPPOE

Static or Dynamic IP PPTPL2TP 1Pt

Internet Access Mode
Connection Type

6ind Static Tunnel

Gin4 [Pv6 Address
LAN Routed Prefix

Remote Endpoint IPv4 &ddress

Gind Static Tunnel |+

63T E
20014 /111283612 ! |54 (default:64)
2001+ 20 14 36 ! g4 (default:64)

Tunnel TTL 255 (default;255)
WaAN Connection Detection
Mode Abweays On

[ ok ] [ cancel |
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[1-3 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

=

Public IP Address

Private Subnet
Router |IP Address: 192.168.1.1

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as 220.135.240.0/24.
This means that you can set up a public subnet or call second subnet that each host is
equipped with a public IP address. As a part of the public subnet, the Vigor router will serve
for IP routing to help hosts in the public subnet to communicate with other public hosts or
servers outside. Therefore, the router should be set as the gateway for public hosts.

=

Public IP Address:
220.135.240.207

Private Subnet
Router IP Address: 192.168.1.1

Public Subnet

192.168.1.22  192.168.1.11 220.135.240.210 220.135.240.209
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What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules

to forward data from one specified subnet to another specified subnet without the presence
of RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 8 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.

192.168.1.11  192.168.1.10 192.168.1.13 192.168.1.12
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Web User Interface

A LAN comprises a collection of LAN clients, which are networked devices on your premises. A
LAN client can be a computer, a printer, a Voice-over-IP (VolP) phone, a mobile phone, a
gaming console, an Internet Protocol Television (IPTV), etc, and can have either a wired
(using Ethernet cabling) or wireless (using Wi-Fi) network connection.

LAN clients within the same LAN are normally able to communicate with one another directly,
as they are peers to one another, unless measures, such as firewalls or VLANs, have been put
in place to restrict such access. Nowadays the most common LAN firewalls are implemented
on the LAN client itself. For example, Microsoft Windows since Windows XP and Apple OS X
have built-in firewalls that can be configured to restrict traffic coming in and going out of the
computer. VLANs, on the other hand, are usually set up using network switches or routers.

To communicate with the hosts outside of the LAN, LAN clients have to go through a network
gateway, which in most cases is a router that sits between the LAN and the ISP network,
which is the WAN. The router acts as a director to ensure traffic between the LAN and the
WAN reach their intended destinations.

[I-3-1 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings page
and choose General Setup.

There are four subnets provided by the router which allow users to divide groups into
different subnets (LAN1 - LAN2). In addition, different subnets can link for each other by
configuring Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 -
LAN4 can be operated under NAT or Route mode. IP Routed Subnet can be operated under
Route mode.
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LAN == General Setup

General Setup

Index Enable
LAM 1 v
LAM 2

IP Routed Subnet

DHCP DHCPvo IP Address
V' W 192.168.1.1 Details Page IPvG
192.168.2.1 Details Page IPv6
192.168.0.1 Details Page

DHCP Server Option

Note:

Please enable LAN 2 on LAN == VLAN page before configure them.

Force router to use "DNS server IP address" settings specified in | LA

Inter-LAN Routing

N1 v

Subnet LAN 1 LAN 2
LAMN 1
LAN 2

OK

Available settings are explained as follows:

Item

Description

General Setup

Allow to configure settings for each subnet respectively.
Index - Display all of the LAN items.
Enable- Basically, LAN1 status is enabled in default. LAN2

and IP Routed Subnet can be observed by checking the
Enable box.

DHCPv6- LANL1 is configured with DHCP in default. If
required, please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item. Such
information is set in default and you can not modify it.

Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each LAN
must be configured in different subnet.

IPv6 - Click it to access into the settings page of IPv6.

DHCP Server Option

DHCP packets can be processed by adding option number and
data information when such function is enabled.

For detailed information, refer to later section.

Force router to use “DNS
server IP address” .....

Force Vigor router to use DNS servers configured in
LAN1/LANZ instead of DNS servers given by the Internet
Access server (PPPoE, PPTP or DHCP server).

Inter-LAN Routing

Check the box to link two or more different subnets (LAN and
LAN).

Inter-LAN Routing allows different LAN subnets to be
interconnected or isolated.

It is only available when the VLAN functionality is enabled.
Refer to section 11-2-2 VLAN on how to set up VLANSs.

In the Inter-LAN Routing matrix, a selected checkbox means
that the 2 intersecting LANs can communicate with each
other.

When you finish the configuration, please click OK to save and exit this page.
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1)

Info To configure a subnet, select its Detials Page button to bring up the LAN

Details Page.

[I-3-1-1 Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on IPv4)
and IPv6 Setup. Click the tab for each type and refer to the following explanations for

detailed information.

LAN => General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup

LAN 1I1Pv6 Setup

Network Configuration
For NAT Usage

DHCP Server Configuration
(O Disable @ Enable Server () Enable Relay Agent

RIP Protocol Control

1P Address 192168 1.1 | |start 1p Address [192.168.1.10 |
Subnet Mask [255.255.255.0/24 | P Pool Counts 200 (max. 2532)
Gateway IP Address | 192.168.1.1 |

Lease Time |86¢OD (s)

Clear DHCP lease for inactive clients periodically

DNS Server IP Address
Primary IP Address | |
Secondary IP Address | |

L oK |

Available settings are explained as follows:

Item

Description

Network Configuration

For NAT Usage,
IP Address - This is the IP address of the router. (Default:
192.168.1.1).

Subnet Mask - The subnet mask, together with the IP Address
field, indicates the maximum number of clients allowed on
the subnet. (Default: 255.255.255.0/ 24).

RIP Protocol Control,

Enable - When Enabled, the router will attempt to exchange
routing information with neighbouring routers using the
Routing Information Protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatches related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Disable - Let you manually assign IP address to every host in
the LAN.

Enable Server - Let the router assign IP address to every host
in the LAN.

®  Start IP Address - The beginning LAN IP address that is
given out to LAN DHCP clients.

() IP Pool Counts - The maximum number of IP addresses
to be handed out by DHCP. The default value is 200.
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Valid range is between 1 and 253. The actual number of
IP addresses available for assignment is the IP Pool
Counts, or 253 minus the last octet of the Start IP
Address, whichever is smaller.

® Gateway IP Address - The IP address of the gateway,
which is the host on the LAN that relays all traffic
coming into and going out of the LAN. The gateway is
normally the router, and therefore the Gateway IP
Address should be identical to the IP Address in the
Network Configuration section above.

® Lease Time - The maximum duration DHCP-issued IP
addresses can be used before they have to be renewed.

® Clear DHCP lease for inactive clients periodically - If
selected, the router sends ARP requests recycles IP
addresses previously assigned to inactive DHCP clients
to prevent exhaustion of the IP address pool.

Note: When Clear DHCP lease for inactive clients
periodically is enabled, router will do the following:

B Check activities of DHCP clients by ARP requests
every minute when the available DHCP IP
addresses are less than 30

B Clear DHCP lease when the client is not
responding ARP replies.

Enable Relay Agent - When selected, all DHCP requests are
forwarded to a DHCP server outside of the LAN subnet, and
whose address is specified in the DHCP Server IP Address
field.

®  DHCP Server IP Address - It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvE

LAN Status Primary DNS: §.8.8.8 Secondary DNS: 8.5.4.4
IP Address TX Packets RX Packets
192.168.1.1 o 41533

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
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| connection.

When you finish the configuration, please click OK to save and exit this page.

Private IP addresses can be assigned automatically to LAN clients using Dynamic Host
Configuration Protocol (DHCP), or manually assigned. The DHCP server can either be the
router (the most common case), or a separate server, that hands out IP addresses to DHCP
clients.

Alternatively, static IP addresses can be manually configured on LAN clients as part of their
network settings. No matter how IP addresses are configured, it is important that no two
devices get the same IP address. If both DHCP and static assignment are used on a network, it
is important to exclude the static IP addresses from the DHCP IP pool. For example, if your
LAN uses the 192.168.1.x subnet and you have 20 DHCP clients and 20 static IP clients, you
could configure 192.168.1.10 as the Start IP Address, 50 as the IP Pool Counts (enough for the
current number of DHCP clients, plus room for future expansion), and use addresses greater
than 192.168.1.100 for static assignment.

[1-3-1-2 Details Page for LAN2

LAN == General Setup

LAN 2 Ethernet TCP /' IP and DHCP Setup

LAN 2 IPv6 Setup

Network Configuration
O Enable @ Disable

® For NAT Usage

For Routing Usage

DHCP Server Configuration
O Disable @ Enable Server () Enable Relay
Agent

IP Address

[192.168.2.1

[192.168.2.10 |

| Start IP Address

Subnet Mask

[255.2552550/24  ~| IP Pool Counts

(max. 252)

Gateway IP Address |192.168.2_1 |
Lease Time 1259200 |ts)

Clear DHCP lease for inactive clients
periodically.

DNS Server IP Address
Primary IP Address |D.D.U.U |

Secondary IP
Address |D'D'U'U |

L ok |

Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For NAT Usage - Click this radio button to invoke NAT
function.

For Routing Usage - Click this radio button to invoke this
function.

IP Address - This is the IP address of the router. (Default:
192.168.1.1).

Subnet Mask - The subnet mask, together with the IP Address
field, indicates the maximum number of clients allowed on
the subnet. (Default: 255.255.255.0/ 24).

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended

Vigor2620 Series User’s Guide

117



118

that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Enable Server - Let the router assign IP address to every host
in the LAN.

®  Start IP Address - The beginning LAN IP address that is
given out to LAN DHCP clients.

® [P Pool Counts - The maximum number of IP addresses
to be handed out by DHCP. The default value is 100.
Valid range is between 1 and 253. The actual number of
IP addresses available for assignment is the IP Pool
Counts, or 253 minus the last octet of the Start IP
Address, whichever is smaller.

® Gateway IP Address - The IP address of the gateway,
which is the host on the LAN that relays all traffic
coming into and going out of the LAN. The gateway is
normally the router, and therefore the Gateway IP
Address should be identical to the IP Address in the
Network Configuration section above.

® |Lease Time - The maximum duration DHCP-issued IP
addresses can be used before they have to be renewed.

® Clear DHCP lease for inactive clients periodically - If
selected, the router sends ARP requests recycles IP
addresses previously assigned to inactive DHCP clients
to prevent exhaustion of the IP address pool.

Note: When Clear DHCP lease for inactive clients
periodically is enabled, router will do the following:

B Check activities of DHCP clients by ARP requests
every minute when the available DHCP IP
addresses are less than 30

[ | Clear DHCP lease when the client is not
responding ARP replies.

Enable Relay Agent - When selected, all DHCP requests are
forwarded to a DHCP server outside of the LAN subnet, and
whose address is specified in the DHCP Server IP Address
field.

® DHCP Server IP Address - It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server.

The default DNS Server IP address can be found via Online
Status:
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Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvE
LAN Status Primary DNS: §.8.8.8
IP Address TX Packets RX Packets

192.168.1.1 Q 41533

Secondary DNS: 8.5.4.4

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
connection.

When you finish the configuration, please click OK to save and exit this page.

[1-3-1-3 Details Page for IP Routed Subnet

LAN == General Setup

TCP/P and DHCP Setup for IP Routed Subnet

Network Configuration

DHCP Server Cenfiguration

OEnable ® Disable Start IP Address | |
For Routing Usage 1P Pool Counts D (max. 32)
IP Address [192.168.0.1 | Lease Time [259200 I(s)
Subnet Mask [255.255.255.0/24 | (] Use LAN Port p1 p3

RIP Protocal Control

Use MAC Address

Index Matched MAC Address  given IP Address

MAC Address :

CH I H ]

| Add | | Delete | | Edit | | Cancel |

ok |

Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For Routing Usage,

IP Address - This is the IP address of the router. (Default:
192.168.1.1).

Subnet Mask - The subnet mask, together with the IP Address
field, indicates the maximum number of clients allowed on
the subnet. (Default: 255.255.255.0/ 24).

RIP Protocol Control,

Enable - When Enabled, the router will attempt to exchange
routing information with neighbouring routers using the
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Routing Information Protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Start IP Address - The beginning LAN IP address that is given
out to LAN DHCP clients.

IP Pool Counts - The maximum number of IP addresses to be
handed out by DHCP. The default value is 100. Valid range is
between 1 and 253. The actual number of IP addresses
available for assignment is the IP Pool Counts, or 253 minus
the last octet of the Start IP Address, whichever is smaller.
Lease Time - The maximum duration DHCP-issued IP
addresses can be used before they have to be renewed.
Use LAN Port - Specify an IP for IP Route Subnet. If it is
enabled, DHCP server will assign IP address automatically for
the clients coming from P1 and/or P2. Please check the box
of P1 and P2.
Use MAC Address - Check such box to specify MAC address.
® MAC Address: Enter the MAC Address of the host one by
one and click Add to create a list of hosts which can be
assigned, deleted or edited from above pool. Set a list
of MAC Address for 2" DHCP server will help router to
assign the correct IP address of the correct subnet to
the correct host. So those hosts in 2™ subnet won’t get
an IP address belonging to 1% subnet.
Add - Enter the MAC address in the boxes and click this
button to add.

Delete - Click it to delete the selected MAC address.
Edit - Click it to edit the selected MAC address.

Cancel - Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.
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[1-3-1-4 Details Page for LAN IPv6 Setup

There are two configuration pages for each LAN. Click the tab for each type and refer to the

following explanations for detailed information. Below shows the settings page for IPv6.

LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup

LAN 1 IPv6 Setup

EEnable IPv6

WAN Primary Interface |WAN1 v

Static IPv6 Address
IPv5 Address

/ Prefix Length

| /] | [ Add

| | Delete

Unique Local Address{ULA}) configuration

of v

Current IPv6 Address Table

/ 64

Index IPvE Lddress/Prefix Length
1 FEB0::21D:2AFF:FE94:EDEO/ 64

Scope

Link

DNS Server IPv6 Address | Deploy when WAN is up V|

Primary DNS Server

Secondary DNS Server

|2001:4860:4860::8858 |
|2001:4860:4860::8844 |

Management

SLAAC(stateless) v
[Jother option{0-bit)

DHCPv6 Server

Auto IPv6 range
Start IPv6 Address
End IPvE Address

® Enable Server O Disable Server
[J 1Pv6 Address Random Allocation

Advance setting
Advance setting

It provides 2 daemons for LAN side IPv6 address configuration. One is SLAAC(stateless) and
the other is DHCPv6 (Stateful) server.

Available settings are explained as follows:

Item

Description

Enable IPv6

Check the box to enable the configuration of LAN 1 IPv6
Setup.

WAN Primary Interface

Use the drop down list to specify a WAN interface for IPv6.

Static IPv6 Address

IPv6 Address -Type static IPv6 address for LAN.

Prefix Length - Enter the fixed value for prefix length.
Add - Click it to add a new entry.

Delete - Click it to remove an existed entry.

Unique Local Address
(ULA) configuration

Unique Local Addresses (ULAs) are private IPv6 addresses
assigned to LAN clients.
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Off - ULA is disabled.

Manually ULA Prefix - LAN clients will be assigned ULAs
generated based on the prefix manually entered.

Auto ULA Prefix - LAN clients will be assigned ULAs using an
automatically-determined prefix.

Auto ULA Prefix
Manually LILA Prefix

Current IPv6 Address
Table

Display current used IPv6 addresses.

DNS Server IPv6 Address

Deploy when WAN is up - The RA (router advertisement)
packets will be sent to LAN PC with DNS server information
only when network connection by any one of WAN interfaces
is up.

Enable - The RA (router advertisement) packets will be sent
to LAN PC with DNS server information no matter WAN
connection is up or not.

® Primary DNS Sever - Enter the IPv6 address for Primary
DNS server.

® Secondary DNS Server -Type another IPv6 address for
DNS server if required.

Disable - DNS server will not be used.

Management

Configures the Managed Address Configuration flag (M-bit) in
Route Advertisements.

®  Off - No configuration information is sent using Route
Advertisements.

®  SLAAC(stateless) - M-bit is unset.

® DHCPv6(stateful) - M-bit is set, which indicates to LAN
clients that they should acquire all IPv6 configuration
information from a DHCPv6 server. The DHCPv6 server
can either be the one built into the Vigor2620, or a
separate DHCPv6 server.

Other Option(O-bit)

When selected, the Other Configuration flag is set, which
indicates to LAN clients that IPv6 configuration information
besides LAN IPv6 addresses is available from a DHCPv6
server.

Setting the M-bit (see Management above) has the same
effect as implicitly setting the O-bit, as DHCPv6 supplies all
IPv6 configuration information, including what is indicated as
available when the O-bit is set.

DHCPv6 Server

Enable Server -Click it to enable DHCPv6 server. DHCPv6
Server could assign IPv6 address to PC according to the
Start/End IPv6 address configuration.

Disable Server -Click it to disable DHCPv6 server.
IPv6 Address Random Allocation -

Auto IPv6 range - After check the box, Vigor router will
assign the IPv6 range automatically.

Start IPv6 Address / End IPv6 Address -Enter the start and
end address for IPv6 server.

Advance setting - Click the Edit button to configure
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advanced IPv6 settings for DHCPV6 server.

LAN >> General Setup

DHCPvi Server
Authentication Protocol Mone v
Prefiz Delegation Enable @ Disahle
Prefix

DHCPvG Prefix Delegation

Mew Prefix B H H B4
Suffiz : : :

Mew Prefix Length (0~64)

Client Link Local Address
Client DUID{option}

Add
Prefix Prefix Length Link Local DuUID

ok Cancel

Advance setting

The Advanced Settings page has additional settings for
Router Advertisement and enabling multiple WANs for IPv6
traffic.

@ 192.168.1.1/doc/enetedit htm - Goagle Chrome [=[E] %= J
A T2 | 182168.1.1/doc/enetedit.htm B

Router Advertisement Configuration

@ Enable O Disable

Hap Limit

Min Interval Time{sec)

Max Interval Time(sec) 600

Default Lifetime(sec) OIFDU (High Availability secondary is
Default Preference Medium v

MTU M auto

0

RIPng Protocol

EEnable
Extension WAN
Available WAN Selected WAN

WANZ
LTE

Router Advertisement Configuration - Click Enable to
enable router advertisement server. The router
advertisement daemon sends Router Advertisement
messages, specified by RFC 2461, to a local Ethernet LAN
periodically and when requested by a node sending a Router
Solicitation message. These messages are required for IPv6
stateless auto-configuration.

Disable - Click it to disable router advertisement server.

Hop Limt - The value is required for the device behind the
router when IPv6 is in use.

Min/Max Interval Time (sec) - It defines the interval
(between minimum time and maximum time) for sending RA
(Router Advertisement) packets.

Default Lifetime (sec) -Within such period of time,
Vigor2620 can be treated as the default gateway.

Default Preference - It determines the priority of the host
behind the router when RA (Router Advertisement) packets
are transmitted.

MTU - It means Max Transmit Unit for packet. If Auto is
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selected, the router will determine the MTU value for LAN.

RIPng Protocol -RIPng (RIP next generation) offers the same
functions and benefits as IPv4 RIP v2.

Extension WAN - In addition to the default WAN used for
IPv6 traffic specified in the WAN Primary Interface in the LAN
IPv6 Setup page, additional WANs can be selected to carry
IPv6 traffic by enabling them in the Extension WAN section.
Available WAN - Additional WANs available but not currently
selected to carry IPv6 traffic.

Selected WAN - Additional WANs selected to carry IPv6
traffic.

After making changes on the Advance setting page, click the OK button to retain the changes
and return to the LAN IPv6 Setup page. Be sure to click OK on the LAN IPv6 Setup page or else
changes made on the Advance setting page will not be saved.

[1-3-1-5 Advanced DHCP Options

DHCP Options can be configured by clicking the Advanced button on the LAN General Setup
screen.

LAN == General Setup

DHCP Server Customized Status

Customized List
Enable Interface Opticn Type Data

Enable:
All LAN1 LAMZ IP Routed Subnet
] O O

Next Server IP Address/SIAddr : |

Interface:

Option Number:

DataType: ® ASCII Character (EX :Option: 18, Data:/path)
O Hexadecimal Digit (EX: Option:18, Data:2f70617468)
) Address List (EX :Option:44, Data:172.16.2.10,172.16.2.20...)

Data: |Max: 127 characters |
| Add | | Update | | Delete | | Reset |

Note:

1. Configuring options 44, 46 or 66 here will overwrite the settings by telnet command "msubnet”.

2. Configuring option 3 here will overwrite the setting in "LAN = General Setup" Details Page's "Gateway IP
Address" field.

3. Configuring option 15 here will overwrite the setting in "WAN == Internet Access »> Static or Dynamic IP"
Detail Page's "Domain Name" field.

[ oK |
Available settings are explained as follows:
Item Description
Customized List Shows all the DHCP options that have been configured in the
system.
Enable If selected, DHCP option entry is enabled.
If unselected, DHCP option entry is disabled.
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Interface

LAN interface(s) to which this entry is applicable.

Next Server IP
Address/SIAddr

Overrides the DHCP Next Server IP address (DHCP Option 66)
supplied by the DHCP server.

Option Number

DHCP option number (e.g., 100).

DataType Type of data in the Data field:
ASCII Character - A text string. Example: /path.
Hexadecimal Digit - A hexadecimal string. Valid characters
are from 0 to 9 and from a to f. Example: 2f70617468.
Address List - One or more IPv4 addresses, delimited by
commas.

Data Data of this DHCP option.

To add a DHCP option entry from scratch, clear the data entry fields (Enable, Interface,
Option Number, DataType and Data) by clicking Reset. After filling in the values, click Add

to create the new entry.

To add a DHCP option entry modeled after an existing entry, click the model entry in
Customized List. The data entry fields will be populated with values from the model entry.
After making all necessary changes for the new entry, click Add to create it.

To modify an existing DHCP option entry, click on it in Customized List. The data entry fields
will be populated with the current values from the entry. After making all necessary changes,
click Update to save the changes.

To delete a DHCP option entry, click on it in Customized List, and then click Delete.
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I1-3-2 VLAN

Virtual Local Area Networks (VLANS) allow you to subdivide your LAN to facilitate
management or to improve network security.

Select LAN>>VLAN from the menu bar of the Web Ul to bring up the VLAN Configuration page.

Tagged VLAN

The tagged VLANs (802.1qg) can mark data with a VLAN identifier. This identifier can be
carried through an onward Ethernet switch to specific ports. The specific VLAN clients can
also pick up this identifier as it is just passed to the LAN. You can set the priorities for
LAN-side QoS. You can assign each of VLANSs to each of the different IP subnets that the router
may also be operating, to provide even more isolation. The said functionality is tag-based
multi-subnet.

Port-Based VLAN

Relative to tag-based VLAN which groups clients with an identifier, port-based VLAN uses
physical ports (P1 ~ P2) to separate the clients into different VLAN group.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. The multi-subnet can let a small businesses have much better
isolation for multi-occupancy applications. Go to LAN page and select VLAN. The following
page will appear. Click Enable to invoke VLAN function.

Below is an example page in Vigor2620Ln:

LAN == VLAN Configuration

VLAN Configuration

Enable
LAN Wireless LAN VLAN Tag
P1 P2 §SID1 SSIDZ2 SSID3  SSID4 Subnet Enable viD Priority
VLANO [0 O O O O O O 0
VLANT O O O O O O O 0
VLANZ [ O O O O O O 0
VIAN3 O O O O O O O 0
VLANA [0 O O O O O O 0
VLANS [0 O O O O O O 0
VLANG [ [ [ O O O O 0
VLANT O O O O O O O 0

Note:

1. For each VLAN row, selecting Enable VLAN Tag will apply the associated VID to the selected wired LAN port.
2. Wireless LAM traffic is always untagged, but the SSID is still a member of the selected VLAN (group).

3. Each VID must be unique.

| ok || Clar | | Cancel |

1)

Info Settings in this page only applied to LAN port but not WAN port.

Available settings are explained as follows:

Item Description

Enable Click it to enable VLAN configuration.
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LAN

P1 - P2- Check the LAN port(s) to group them under the
selected VLAN.

Wireless LAN

SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.

Subnet

Choose one of them to make the selected VLAN mapping to
the specified subnet only. For example, LANL1 is specified for
VLANO. It means that PCs grouped under VLANO can get the
IP address(es) that specified by the subnet.

VLAN Tag

Enable - Check the box to enable the function of VLAN with
tag.

The router will add specific VLAN number to all packets on
the LAN while sending them out.

Please Enter the tag value and specify the priority for the
packets sending by LAN.

VID - Enter the value as the VLAN ID number. The range is
form 0 to 4095. VIDs must be unique.

Priority - Valid values are from 0 to 7, where 1 has the
lowest priority, followed by 0, and finally from 2 to 7 in
increasing order of priority.

1)

Info

Leave one VLAN untagged at least to prevent from not connecting to Vigor
router due to unexpected error.

The Vigor router supports up to 8 VLANs. Each VLAN can be set up to use one or more of the
Ethernet ports and wireless LAN Service Set Identifiers (SSIDs). Within the grid of VLANs
(horizontal rows) and LAN interfaces (vertical columns),

®  all hosts within the same VLAN (horizontal row) are visible to one another

® all hosts connected to the same LAN or WLAN interface (vertical column) are visible to
one another if
- they belong to the same VLAN, or
- they belong to different VLANs, and inter-LAN routing (LAN>>General Setup) between
them is enabled (see below).

B Force router to use "DNS server IP address” settings specified in
Inter-LAN Routing

Subnet LAN 1 LAN 2
LAN 1
LAN 2 O

L oK |

Inter-LAN Routing allows different LAN subnets to be interconnected or isolated. It is
only available when the VLAN functionality is enabled. In the Inter-LAN Routing matrix,
a selected checkbox means that the 2 intersecting LANs can communicate with each

other.

Vigor2620 series features a hugely flexible VLAN system. In its simplest form, each of the
Gigabit LAN ports can be isolated from each other, for example to feed different companies
or departments but keeping their local traffic completely separated.
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Configuring port-based VLAN for wireless and non-wireless clients

1.  All the wire network clients are categorized to group VLANO in subnet 192.168.1.0/24
(LAN1).

2. All the wireless network clients are categorized to group VLANL in subnet
192.168.2.0/24 (LAN2).

3.  Open LAN>>VLAN. Check the boxes according to the statement in step 1 and Step 2.

LAN == VLAN Configuration
VLAN Configuration
EEnable

LAN Wireless LAN VLAN Tag

P1 P2 SSID1 SSID2 SSID3  SSID4 Subnet Enable VID Priority
VLANO O ] ] ] ] 0
VLANT O O ] 0
via2 O O O O O O O 0
VLANG O O O ] ] ] ] 0
VLANA [ [ [ O O O 0 0
VLANS [0 O [ O O O O 0
viaNe [ O [ 0O 0 0O 0O 0
VLANT O O O 0O 0O 0O 0O 0

Note:

1. For each VLAN row, selecting Enable VLAN Tag will apply the associated VID to the selected wired LAN port.
2. Wireless LAN traffic is always untagged, but the SSID is still a member of the selected VLAN (group).

3. Each VID must be unique.

OK | | Clear | | Cancel

4.  Click OK.

Open LAN>>General Setup. If you want to let the clients in both groups communicate
with each other, simply activate Inter-LAN Routing by checking the box between LAN1
and LAN2.

LAN == General Setup

General Setup

Index Enable DHCP DHCPv6 IP Address

LAN 1 v v v 102.168.1.1 | DetailsPage | [ IPv6 |

LAN 2 O 192.168.2.1  |DetailsPage | [ IPv6]
IP Routed Subnet O 192.168.0.1

Note:
Please enable LAM 2 on LAN == VLAN page before configure them.

[JForce router to use "DNS server IP address" settings specified in
Inter-LAN Routing

Subnet LAN 1 LAN 2
LAN 1
LAN 2

Vigor router supports up to six private IP subnets on LAN. Each can be independent
(isolated) or common (able to communicate with each other). This is ideal for
departmental or multi-occupancy applications.

Info As for the VLAN applications, refer to “Appendix I: VLAN Application on
Vigor Router” for more detailed information.
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11-3-3 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in
network. With the Bind IP to MAC feature you can reserve LAN IP addresses for LAN clients.
Each reserved IP address is associated with a Media Access Control (MAC) address.

Click LAN and click Bind IP to MAC to open the setup page.

LAN => Bind IP to MAC

Bind IP to MAC

O Enable @ Disable
Strict Bind
Apply Strict Bind to Subnet

ARP Table Select All | Sort | Refresh | Add/Update to IP Bind List

IPF ARddreszsz Mac Rddress HCST ID IP Address |

182.168.1.10 60-RA4-4C-E6-5R-4F R1000381
mmWDDDDDD
Comment | Max: 12 characters

[Add | [Update | [ Delete |

IP Bind List ( Limit: 300 entries )

Select All | Sort

Index IP Address Mac Zddress Host ID Comment

Backup IP Bind List :

Upload From File: FEETEEE

Note:

1. IP-MAC binding presets DHCP Allocations.
2_If Strict Bind is enabled, unspecified LAN clients in the selected subnets cannot access the Internet.
3. Comment can not contain characters " and '.

Available settings are explained as follows:

Item Description

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect to
Internet.

Disable Click this radio button to disable this function. All the
settings on this page will be invalid.

Strict Bind Check the box to block the connection of the IP/MAC which is

not listed in IP Bind List.

LAN clients will be assigned IP addresses according to the
MAC-to-IP address associations on this page. LAN client
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whose MAC address has not been bound to an IP address will
be denied network access.

Note: Before selecting Strict Bind, make sure at least one
valid MAC address has been bound to an IP address.
Otherwise no LAN clients will have network access, and it
will not be possible to connect to the router to make changes
to its configuration.

Apply Strict Bind to Subnet - Choose the subnet(s) for
applying the rules of Bind IP to MAC.

Apply Strict Bind to Subnet:
Select All || Clear All

Subnet IP Address
LAM1 192.168.1.1
LAMNZ 192.168.2.1
IP Routed Subnet 192.168.0.1
DK Close
ARP Table This table is the LAN ARP table of this router. The

information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Add below.

Select All Select all entries in the ARP Table for manipulation.

Sort Reorder the entry based on the IP address.

Refresh Refresh the ARP table listed below to obtain the newest ARP
table information.

Add / Update to IP Bind IP Address - Enter the IP address to be associated with a

List MAC address.

Mac Address - Enter the MAC address of the LAN client’s
network interface.

Comment - Type a brief description for the entry.

Add - It allows you to add the one you choose from the ARP
table or the IP/MAC address typed in Add and Edit to the
table of IP Bind List.

Update - It allows you to edit and modify the selected IP
address and MAC address that you create before.

Delete - You can remove any item listed in IP Bind List.
Simply click and select the one, and click Delete. The
selected item will be removed from the IP Bind List.

IP Bind List It displays a list for the IP bind to MAC information.

Backup IP Bind List Click Backup and enter a filename to back up IP Bind List to a
file.

Upload From File Click Browse:--- to select an IP Bind List backup file. Click
Restore to restore the backup and overwrite the existing
list.

Info Before you select Strict Bind, you have to bind one set of IP/MAC address for
one PC. If not, no one of the PCs can access into Internet. And the web user
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interface of the router might not be accessed.

When you finish the configuration, click OK to save the settings.
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[I-4 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router,
select the available public port, and then forward it. At the same time, the router shall list an
entry in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address. NAT
allows the internal IP addresses of local hosts to be translated into one public IP address,
thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

Info On NAT page, you will see the private IP address defined in RFC-1918.
Usually we use the 192.168.1.0/24 subnet for the router. As stated before,
the NAT facility can map one or more IP addresses and/or service ports into
different specified services. In other words, the NAT function can be
achieved by using port mapping methods.
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Web User Interface

[1-4-1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is
to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.

Destined to
"’ 220.135.240.207

J: Port 213

22

DMZ FTP Server Web Server
192.168.1.22 192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The Port
Redirection Table provides 40 port-mapping entries for the internal hosts.
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NAT => Port Redirection

Port Redirection | Set to Factory Default |
Index Enable Service Name WAN Protocol Public Port Source IP Private IP
Interface

1. O All Any

2. O All Any

3 O All Any

4. O All Any

5. O All Any

6. O All Any

1. O All Any

8. O All Any

9. O All Any

10. O All Any

110 | 11-20 == Next ==

[ ok | | Cancel |

Note:

The port number values set in this page might be invalid due to the same values configured for Management
Port Setup in System Maintenance=>Management, Open VPN and SSL VPN.

Each item is explained as follows:

Item Description

Index Display the number of the profile.

Enable Check the box to enable the profile.

Service Name Display the description of the specific network service.

WAN Interface Display the WAN IP address used by the profile.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Source IP Display the source IP address or object.

Private IP Disp!ay the IP address of the internal host providing the
service.

Press any number under Index to access into next page for configuring port redirection.

NAT == Port Redirection

Index No. 1

[J Enable
Mode

Service Name

Protocol
WAN Interface ALL

Public Port \:\

Source IP [IP Object v| [None v|

Private Port

Note:
In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have been
entered.

| OK | | Clar | | cCancel |
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Available settings are explained as follows:

Item Description
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you to

choose. To set a range for the specific service, select Range.
In Range mode, if the public port (start port and end port)
and the starting IP of private IP had been entered, the
system will calculate and display the ending IP of private IP
automatically.

Service Name Enter the description of the specific network service.

Protocol Select the transport layer protocol (TCP or UDP).

WAN Interface Select the WAN IP used for port redirection. There are eight
WAN IP alias that can be selected and used for port
redirection.

The default setting is All which means all the incoming data
from any port will be redirected to all intefaces.

Public Port Specify which port can be redirected to the specified Private
IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Enter the required number on the first box (as the starting
port) and the second box (as the ending port).

Source IP Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

Private IP Specify the private IP address of the internal host providing
the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point). The second
one will be assigned automatically later.

Private Port Specify the private port number of the service offered by the
internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you
need to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup. You
then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.
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System Maintenance >= Management

IPv4 Management Setup

IPv6 Management Setup LAN Access Setup

Router Name DrayTek

[Jpefault: Disable Auto-Logout

Internet Access Control
CJallow management from the Internet
Domain name allowed
FTP Server
HTTF Server = Enforce HTTPS Access
HTTES Server
Telnet Server
TROG9 Server
S5H Server
SMNMP Server
E Disable PING from the Internet

Access List from the Internet
[J Apply Access List to PING

List Type Index Description
1 |IP Object || None ~|
2 [IP Object v || None v|
2 [IP Object v|[None M
4 |IP Object v || None ~|
5 | IP Ob]eclvHNone v|
& |[IP Object v|[None v
7 [IP Object v|[None ~|
8 | IP Ob]eclVHNone V|
g [IP Object v|[None v
10 [IP Object v || None ~|

Management Port Setup
@ User Define Parts O Default Ports

Telnet Port (Default: 23)
HTTP Port (Default: 80)

HTTPS Port Default: 4432)
FTP Port Default: 21)
TROBS Port Default: 8069)
SSH Port (Default: 22)
Note:

Ports 8001 and 8043 are used for Hotspot Web Portal.

Brute Force Protection
[JEnable brute force login protection
[JFTP Server
[JHTTP Server
[JHTTES Server
[ Telnet server
[JTRO&9 Server
[ ssH server
[CJwveN Server

Maximum login failures ICI times
Penalty period ICI seconds

Blocked IP List

TLS/SSL Encryption Setup
Enable TLS 1.2
Enable TLS 1.1
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11-4-2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single
host in the LAN. Regular web surfing and other such Internet activities from other clients will
continue to work without inappropriate interruption. DMZ Host allows a defined internal user

to be totally exposed to the Internet, which usually helps some special applications such as
Netmeeting or Internet Games etc.

Destined to
220.135.240.207
Protocol: Any
Port: Any

—

-
=
DMZ FTP Server Web Server
192.168.1.22 192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT == DMZ Host Setup

DMZ Host Setup
WAN?1 WAN2Z LTE

WAN 1

None v

Private IP

MAC Address of the True IP DMZ Host 00 - {00 - |00 0O |- |00 - |00
Note:
If True-IP DMZ is enabled the routers WAN connection will be forced to remain on.
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Available settings are explained as follows:

Item Description
Mone v Choose Private IP or None first.
Private IP Enter the private IP address of the DMZ host, or click Choose

IP to select one.

Choose IP Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

e
[9 192.168.1.1/doc/ch

192.168.1.110

-

When you have selected one private IP from the above dialog,
the IP address will be shown on the following screen. Click OK
to save the setting.

NAT == DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 LTE
WAN 1
Private [P
Private IP 192.168.15 Choose IP
MAC Address of the True IP DMZ Host 00 |- D0 |- |00 00 |- |00 |- DO

Note:
If True-IP DMZ is enabled the routers WAN connection will be forced to remain on.

0K

If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in WAN
interface, you will find them in Aux. WAN IP for your selection.

NAT == DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 LTE
WAN 1
Index Enable Aux. WAN IP Private IP
1. === 0.0.0.0 Choose IP
2. 192.168.1.56 0.0.0.0 Choose IP
OK Clear

Available settings are explained as follows:

Item Description

Enable Check to enable the DMZ Host function.

Private IP Enter the private IP address of the DMZ host, or click Choose
IP to select one.
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Choose IP Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network. Select
one private IP address in the list to be the DMZ host.

2 nepeo._ (20K

1e2168.1.10
192168.1.18

When you have selected one private IP from the above
dialog, the IP address will be shown on the screen. Click OK
to save the setting.

After finishing all the settings here, please click OK to save the configuration.
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11-4-3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT == Open Ports

Open Ports Setup | Set to Factory Default |

Index Enable Comment Source IP Local IP Address

Any

Any

Any

Any

Any
Any

Any

Any

o i o B R - o i

Any

—
=

Any

Y
E
=
.
=
|r'u
=
W
=
faz]
k3
=1
W

| OK | | Cancel |

Note:
The port number values set in this page might be invalid due to the same values configured for

Available settings are explained as follows:

Item Description

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index number to edit or clear the corresponding

entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface used by such index.

Aux. WAN IP Display the IP alias setting used by such index. If no IP alias
setting exists, such field will not appear.

Source IP Display the name of source IP object.

Local IP Address Disp_lay the private IP address of the local host offering the
service.

Status Display the state for the corresponding entry. X or V is to

represent the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT == Open Ports > Edit Open Ports

Index No. 1

Enable Open Ports

Comment |test |
Source IP [IP Object | |None v |
Private IP | | [ Choose IP |
Protocol Start Port End Port Protocol Start Port End Port
1. [TcPwobpv| o | [o | 2. [TcPwpPv| [0 | o |
3. [TcPUDP~| [0 | [0 | 4. [TCPUDP~| [0 | [0 |
5. [TcPuDP~| |0 | [0 | e [TcPuDP~| [0 | [0 |
7. |[TCPUUDPv| [0 | [0 | 8. [TcPuDPv| [0 | o |
9. |[TCPUDP~| [0 | [0 | 10. [TcPuwDP~| [0 | o |
| OK | | Clear | | Cancel |
Available settings are explained as follows:
Item Description
Enable Open Ports Check to enable this entry.
Comment Make a name for the defined network application/service.
Source IP Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.
Private IP Enter the private IP address of the local host or click Choose

IP to select one.

Choose IP - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol Specify the transport layer protocol. It could be TCP, UDP,
or ----- (none) for selection.

Start Port Specify the starting port number of the service offered by
the local host.

End Port Specify the ending port number of the service offered by the
local host.
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After finishing all the settings here, please click OK to save the configuration.

NAT == Open Ports

Open Ports Setup | Set to Factory Default |

Index Enable Comment Source IP Local IP Address

test Any 192.168.1.10

Any

Any

Any

Any

=
5
<

I=
=
-

[ o v e
=
5
<

I=
=
-

-
=
&
S

=

-
0
L
(=]
-
=
|.'u
=
W
=
]
ksl
X
W

| OK | | Cancel |

Note:

The port number values set in this page might be invalid due to the same values configured for
Management Port Setup in System Maintenance==Management, Open VPN and_SSL VPN.

l1-4-4 ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router,
RTSP (Real Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for
processing the packets of voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be
transmitted and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received
correctly via NAT by Vigor router.

NAT == ALG
ALG (Application Layer Gateway) | Setto Factory Default |
Enable ALG
] Enable Protocol Listen Port TCP uDP
O SIP 5060 (1~65535)
0 RTSP (1~65535)
. oK |

Available settings are explained as follows:

Item Description
Enable ALG Check to enable such function.
Listen Port Type a port number for SIP or RTSP protocol.
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TCP Check the box to make correspond protocol message packet
from TCP transmit and receive via NAT.

UDP Check the box to make correspond protocol message packet
from UDP transmit and receive via NAT.
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[I-5 Applications

Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the registered
domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the DDNS
service providers. The router provides up to three accounts from three different DDNS service
providers. Basically, Vigor routers are compatible with the DDNS services supplied by most
popular DDNS service providers such as www.dyndns.org, www.no-ip.com, www.dtdns.com,
www.changeip.com, www.dynamic- nameserver.com. You should visit their websites to
register your own domain name for the router.

Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.
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Web User Interface

[I-5-1 Dynamic DNS

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. Open Applications>>Dynamic DNS.
3. In the DDNS setup menu, check Enable Dynamic DNS Setup.

Applications >> Dynamic DNS Setup

Dynamic DNS Setup | Setto Factory Default |

[ Enahle Dynamic DNS Setup

suto-Update interval 14400 Mingsy (180~ 144007

Accounts:
Index Enahle Domain Name

1.

2

[ = e
[ I I R A

=

[ ok ] [ clearan |

Available settings are explained as follows:

ltem Description

Enable Dynamic DNS | Check this box to enable DDNS function.

Setup

Set to Factory Clear all profiles and recover to factory settings.

Default

View Log Display DDNS log status.

Force Update Force the router updates its information to DDNS server.

Auto-Update Set the time for the router to perform auto update for DDNS

interval service.

Index Click the number below Index to access into the setting page
of DDNS setup to set account(s).
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Enable

Check the box to enable this account.

Domain Name
DDNS setup.

Display the domain name that you set on the setting page of

4. Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, Enter the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
The following two blocks should be typed your account Login Name: test and Password:

test.

Applications > Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1
Enable Dynamic DNS Account
WAN Interface
Service Provider | dyn.com (www.dyn.com) V|
Service Type
Domain Name . dyndns.org
Login Name [chronic5563 |
Passwaord | |
[ wildcards
[J Backup Mx
Mail Extender |
Determine WAN IP [WANTP  +]|
| ok || cClar | | cCancel |

If User-Defined is specified as the service provider, the web page will be changed

slightly as follows:

Applications »> Dynamic DNS Setup »>> Dynamic DNS Account Setup

Index : 1

Enable Dynamic DNS Account

WAk Interface WYANT First w

Service Provider |User—Deﬂned

9

Provider Host |changeip.0rg |

Server Response

Service API fdynamic/dns/ update ..asp?
;_'gg=updat,e&0ffline=0 ..................

Auth Type

Connection Type |Hitp

Lagin Mame |chr0nic:5563

| (masx, 64 characters)

Password

| ({max. 64 characters)

[ wildcards
O

Mail Extender |

Determine WAN IP | WANIF |«

ok ]|

Clear

] [ Cancel

Available settings are explained as follows:

Item Description

Enable Dynamic DNS
Account

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

146

Vigor2620 Series User’s Guide



Service Provider

Select the service provider for the DDNS account.

Provider Host

Enter the IP address or the domain name of the host which
provides related service.

Note that such option is available when Customized is
selected as Service Provider.

Service API

Enter the APl information obtained from DDNS server.

Note that such option is available when Customized is
selected as Service Provider.

(e.q:
/dynamic/dns/update.asp?u=jo***&p=jo*****+**&hostname=j*
***_changeip.org&ip=###IP### &cmd=update&offline=0)

Auth Type

Two types can be used for authentication.

Basic - Username and password defined later can be shown
from the packets captured.

URL - Username and password defined later can be shown in
URL.

(e.g., http://nsl.vigorddns.com/ddns.php?username=xxxx&
password=xxxx&domain=xxxx.vigorddns.com)

Note that such option is available when Customized is
selected as Service Provider.

Connection Type

There are two connection types (HTTP and HTTPs) to be
specified. Note that such option is available when
Customized is selected as Service Provider.

Server Response

Type any text that you want to receive from the DDNS
server.

Note that such option is available when Customized is
selected as Service Provider.

Login Name Enter the login name that you set for applying domain.
Password Enter the password that you set for applying domain.
Wildcard The Wildcard feature is not supported for all Dynamic DNS

providers. You could get more detailed information from
their websites.

Mail Extender

If the mail server is defined with another name, please Enter
the name in this area. Such mail server will be used as
backup mail exchange.

Determine WAN IP

If a Vigor router is installed behind any NAT router, you can
enable such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this
function can detect the public IP used by the NAT router and
use the detected IP address for DDNS update.

There are two methods offered for you to choose:

® WANIP - If it is selected and the WAN IP of Vigor router
is private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor
router is private, it will be converted to public IP
before DDNS update takes place.

5. Click OK button to activate the settings. You will see your setting has been saved.

Disable the Function and Clear all Dynamic DNS Accounts
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Uncheck Enable Dynamic DNS Setup, and click Clear All button to disable the function and
clear all accounts from the router.

[1-5-2 Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
router’s clock. This method can only be applied when the WAN connection has been built up.

Applications =» Schedule

Schedule:

| Setto Factory Default |

Index Enable

Comment Index

=X
= |2

Enable
[l

Comment

[ " [ Sy R Sy
=R E

=2
Ln

o NP e e

| OK | | Cancel |

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles and recover to factory settings.

Index Click the index number link to access into the setting page of
schedule.
Enable Click the box to enable such schedule profile.

Comment

Display the name of the time schedule.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN and
Remote Access >> LAN to LAN settings.

To add a schedule:
1. Click any index, say Index No. 1.

2. The detailed settings of the schedule with index 1 will be shown below.
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Applications => Schedule

Index No. 1
Enable Schedule Setup

Comment | |

Start Date (yyyy-mm-dd) [2000 v {1 ~[{1 +]

Start Time (hh:mm} :

Duration Time (hh:mm) :

Action [Force On v

H i
Idle Timeout 0 minute{s).(max. 255, 0 for
default)

How Often

O once

® weekdays

[ sun Mon Tue wed Thu Fri [ sat

O Monthly, on date

O cycle duration: [1 v | days (Cycle will start on the Start Date.)
Note:
Comment can only contain A-Z 3-z0-9, . {F-_() 5!~ "]

| OK | | Clear || Cancel |

Available settings are explained as follows:

Item Description

Enable Schedule Check to enable the schedule.

Setup

Comment Type a short description for such schedule.

Start Date Specify the starting date of the schedule.

(yyyy-mm-dd)

Start Time (hh:mm) Specify the starting time of the schedule.

Duration Time Specify the duration (or period) for the schedule.
(hh:mm)

Action Specify which action Call Schedule should apply during the

period of the schedule.
Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.

Enable Dial-On-Demand -Specify the connection to be
dial-on-demand and the value of idle timeout should be
specified in Idle Timeout field.

Disable Dial-On-Demand -Specify the connection to be up
when it has traffic on the line. Once there is no traffic over
idle timeout, the connection will be down and never up again
during the schedule.

Idle Timeout Specify the duration (or period) for the schedule.

How Often Specify how often the schedule will be applied.
® Once -The schedule will be applied just once

® Weekdays -Specify which days in one week should
perform the schedule.

@® Monthly, on date - The router will only execute the
action applied such schedule on the date (1 to 28) of a
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month.

® Cycle duration - Type a number as cycle duration.
Then, any action applied such schedule will be
executed per several days. For example, “3” is selected
as cycle duration. That means, the action applied such
schedule will be executed every three days since the
date defined on the Start Date.

3. Click OK button to save the settings.

Example

Suppose you want to control the PPPoE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

Office niza R
Hour: 10 2 10 2
-9 ¥ -9 ¥
4
5

(Force On) - . R 4
Mon - Sun 9:00 am to 6:00 pm

Make sure the PPPoE connection and Time Setup is working properly.
Configure the PPPoE always on from 9:00 to 18:00 for whole week.

Configure the Force Down from 18:00 to next day 9:00 for whole week.

A W N

Assign these two profiles to the PPPOE Internet access profile. Now, the PPPoE Internet
connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.
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11-5-3 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Vigor router can be operated as a RADIUS client. Therefore, this page is used to configure
settings for external RADIUS server. Then LAN user of Vigor router will be authenticated by
such server for network application.

Applications == RADIUS

RADIUS Setup

Enable

Comments: |Max: 23 characters

Primary Server

Primary Server
Secret

Authentication Port

RADIUS Request Interval sec (2~30)

—
o
—
(%]

RADIUS Server Status Log

Secondary Server
Secondary Server | |
Secret | |
Authentication Port

| ok | | Clar | | Cancel |

Refresh | Clear |

Available settings are explained as follows:

Item

Description

Enable

Check to enable RADIUS client profile.
Comments - Enter a brief description for this profile.

RADIUS Request Interval - Set a timeout value for the router
waiting for a response from the RADIUS server. If no
response, Vigor router will send the authentication request
again.

Primary Server

Primary Server - Enter the IP address of the RADIUS server.
Secret - The RADIUS server and client share a secret that is

Vigor2620 Series User’s Guide

151



152

used to authenticate the messages sent between them. Both
sides must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Authentication Port - The UDP port number that the RADIUS
server is using. The default value is 1812, based on RFC 2138.

Retry - Set the number of attempts to perform reconnection
with RADIUS server. If the connection (with the Primary
Server) still fails, stop the connection attempt and begin to
make connection with the secondary server.

Secondary Server

Secondary Server - Enter the IP address of RADIUS server.

Secret - The RADIUS server and client share a secret that is
used to authenticate the messages sent between them. Both
sides must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Authentication Port - The UDP port number that the RADIUS
server is using. The default value is 1812, based on RFC 2138.
Retry - Set the number of attempts to perform reconnection.
If the connection (with the Secondary Server) still fails, stop
the connection attempt. The client authentication would be
determined as "failed".

After finished the above settings, click OK button to save the settings.
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l1-5-4 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

1)

Info UPNP is required for some applications such as PPS, Skype, eMule...and etc.
If you are not familiar with UPnP, it is suggested to turn off this function for
security.

Applications == UPnP

UPnP
[J Enable UPNP Service
Enable Connection Control Service
Enable Connection Status Service
Note:
To allow MAT pass-through to 2 UPnP enabled client the connection control service must also be
enabled.

| oK || Clear | | Cancel |

Available settings are explained as follows:

Item Description

Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.

The reminder as regards concern about Firewall and UPnP:
Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working properly.
This is because these applications will block the accessing ability of some network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You should
consider carefully these risks before activating the UPnP function.

® Some Microsoft operating systems have found out the UPnP weaknesses and hence you
need to ensure that you have applied the latest service packs and patches.

® Non-privileged users can control some router functions, including removing and adding
port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.
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11-5-5 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups.

[1-5-5-1 General Setting

Applications == IGMP

General setting Working status

JIGMP Proxy
IGMP Proxy acts as a multicast proxy for hosts on the LAN side. Enable IGMP proxy to access any multicast
group. This function takes no effect when Bridge Mode is enabled.

Interface WANT 4
IGMP version

General Query Interval (seconds)

Add PPP header O
(Encapsulate IGMP in PPPoE)
Enable IGMP syslog

[JIGMP Snooping
Enable: Forwards multicast traffic only te perts that are members of that group.
Disable: Treats multicast traffic the same as broadcast traffic.

IGMP Fast Leave

The router stops forwarding multicast traffic to a LAN port as soon as it receives a leave message from
that port.

Each LAM port should have no more than one IGMP host connected.
IGMP Accept List
Only allow the IP of the LAN device to be included in the specified object/group to use IGMP.

| oK | | Cancel |

Available settings are explained as follows:

Item Description

IGMP Proxy Check this box to enable this function. The application of
multicast will be executed through WAN /PVC/VLAN port.
In addition, such function is available in NAT mode.

Interface - Specify an interface for packets passing
through.

IGMP version - At present, two versions (v2 and v3) are
supported by Vigor router. Choose the correct version
based on the IPTV service you subscribe.

General Query Interval - Vigor router will periodically
check which IP obtaining IPTV service by sending query. It
might cause inconvenience for client. Therefore, set a
suitable time (unit: second) as the query interval to limit
the frequency of query sent by Vigor router.

Add PPP header - Check this box if the interface type for
IGMP is PPPOE. It depends on the specifications regulated
by each ISP. If you have no idea to enable or disable, simply
contact your ISP providers.

Enable IGMP syslog - Check the box to store the IGMP
status onto Syslog.
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IGMP Snooping Select to enable IGMP Snooping so that multicast traffic are
forwarded to IGMP clients that have joined a multicast
group.

IGMP Fast Leave - This option is shown only when IGMP
Snooping is enabled. Select to enable IGMP Fast Leave.

Normally when the router receives a “leave” message from
an IGMP host, it will send a last member query message to
see if there are still members within the multicast group.
When Fast Leave is enabled, multicast for a group is
immediately terminated when the last host in that group
sends a “leave” message.

IGMP Accept List - Only the device with the IP address
specified here is able to use IGMP.

After finishing all the settings here, please click OK to save the configuration.

[1-5-5-2 Working Status

Applications == IGMP

General setting Working status

Refresh |
Multicast Group Table

Index Group ID P1 P2 |

IGMP Device Table
Index MAC Address IP Address Interface IGMP Version

Available settings are explained as follows:

Item Description
Refresh Click this link to renew the working multicast group status.
Group ID This field displays the ID port for the multicast group. The

available range for IGMP starts from 224.0.0.0 to
239.255.255.254.

P1 to P2 It indicates the LAN port used for the multicast group.
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[1-5-6 SMS Alert Service

The function of SMS (Short Message Service) Alert is that Vigor router sends a message to
user’s mobile or e-mail box through specified service provider to assist the user knowing the
real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.

This page allows you to specify SMS provider, who will get the SMS, what the content is and
when the SMS will be sent.

Applications => SMS Alert Service

SMS Alert | Setto Factory Default |
Index Enable 5MS Provider Recipient Number Notify Profile Schedule(1-15)
1 O
2 O
3 O
4 O
5 O
6 (]
7 ]
8 (]
g ]
10 (]
Note:

1. All the SMS Alert profiles share the same "Sending Interval” setting if they use the same SMS Provider.

2.If SMS Provider is "LTE Modem", the "Quota" is controlled by LTE => SMS Quota Limit and the "Sending
Interval" is 3 seconds.

| oK | | Cancel |

Available settings are explained as follows:

Item Description
Enable Check the box to enable such profile.
SMS Provider Use the drop down list to choose SMS service provider.

You can click SMS Provider link to define the SMS server.

Recipient Number Enter the phone number of the one who will receive the
SMS.
Notify Profile Use the drop down list to choose a message profile. The

recipient will get the content stated in the message profile.
You can click the Notify Profile link to define the content

of the SMS.

Schedule (1-15) Enter the schedule number that the SMS will be sent out.
You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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Application Notes

A-1 How to use DrayDDNS?

Vigor router supports various DDNS service providers, user can set up user-defined profile to
update the DDNS even the service provider is not on the list. Now, DrayTek starts to support
our own DDNS service - DrayDDNS. We will provide a domain name for each Vigor Router, this
single domain name can record IP addresses of all WAN.

Activate DrayDDNS License

1. Go to Wizards >> Service Activation Wizard, wait for the router to connect to MyVigor
server, then tick DT-DDNS and | have read and accept the above Agreement, click
Next.

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2019-02-25

Web Content Filter(WCF) Service :

BPjM License Agreement

This is a web content filter that is provided by the German government. It is a free service without any guarantees and will
expire one year after activation. You may re-activate the service after expiry.

Cyren 30-Days Free Trial License Agreement

This is a worldwide web content filker service. The free trail license can only be used once. At the end of the free trail period
yvou may purchase the offical one-vear Cyren Web Content Filter from an authorized DrayTek reseller.

Dynamic DNS(DDNS) Service :

DT-DDNS License Agreement
This is a Dynamic Domain Name Service that is provided by DrayTek company. It is a free service will expire 1 year after
activation.

You may re-active the service after expiry.

Damain Mame @ 2007101210301001  .drayddns.com

1 have read and accept the above Agreement. (Please check this box).

2.  Confirm the information, then click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version

Sevice Activated : pynamic DNS ( Lf=y8i a5 Ll : |.drayddns.com )

Please click Back to re-select service type you to activate.

< Back Activate Cancel
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3. MyVigor server will reply with the service activation information.

Service Activation Wizard

Please confirm your settings

DrayTek Service Activation

Service Mame Start Date Expire Date Status
Weh Content filter 2019-02-25 2019-03-25 Cyren
DOMNS 2019-02-25 2019-03-25 OT-DOMS

Please check if the license fits with the service provider of vour signature, To
ensure normal operation for your router, update your signature again is
recommended.

Copyright @ DrayTek Corp. All Rights Reserved.

[ < Back ] [ Activate ] [ Cancel

Configure DDNS Profile

1. Go to Applications >> Dynamic DNS Setup,
a. Tick Enable Dynamic DNS Setup
b. Click an available profile index
c. Tick Enable Dynamic DNS Account
d. Select DrayTek Global (www.drayddns.com) as Service Provider

e. Select the WAN you would like to upload the IP to DDNS server

—h

Click Get domain

g. Click OK on the pop up notification window

Applications >> Dynamic DNS Setup

Dynamic DNS Setup Set to Factory Default
¥ Enable Dynamic DNS Setup I View Log Force Update
Auto-Update interval 1440 Min(s) (180~ 14400)
Accounts:
Index WAN Interface Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup
1 WAN1 Only
2. WAN1 First Index : 2
3. WAN1 First ;IEnable Dynamic DNS Account
4. WAN1 First Service Provider \ DrayTek Global (www.drayddns.com) v \l
5 WAN1 First Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23]
6. WAN1 First Domain Name .drayddns.com Get domain
Determine Real WAM IP WANIP v
0K WAN 1
. WAN 2
Determine WAN IP WAN 3
WAN 4
| OK | | Clear | | Cancel |
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192.168.193.10 says:

Maote: Router will automatically get the domain name from MyVigor server.
Please kindly wait fer a while, then check the config again.

Prevent this page from creating additional dialogs.

2.  Wait few seconds for router to get the domain name, then, we can click the profile to
check the information of license and domain name.

Applications >> Dynamic DNS Setup

Dynamic DNS Setup Set to Factory Default
#l Enable Dynamic DNS Setup | View Log | | Force Update |
Auto-Update interval 1440 Min(s) (180~14400)
Accounts:
Index WAN Interface Domain Name Active
1. WAN1 Only Customized v
| 2 WAN 1/2/3/4 *-biZiiLle’ drayddns.com | v
3. WAN1 First x
4 WANL First Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup
3. WAN1 First
8. WAN1 First
Index : 2
¥ Enable Dynamic DNS Account
Service Provider DrayTek Global (www.drayddns.com) v
Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23]
Domain Name 11 W 7154 . drayddns.com | Edit domain
Determine Real WAN IP WAN P v
WAN 1
Determine WAN IP e
WAN 3
WAN 4
| OK | | Clear | | Cancel |

Modify Domain Name

Currently, only the domain name is allowed to be modified MyVigor website. We will need to
register the router to MyVigor server, and log in to MyVigor website to modify it.

1. Please visit https://myvigor.draytek.com/ or go to Applications >> Dynamic DNS Setup
>> DrayDDNS profile and click Edit domain.

Applications >> Dynamic DNS Setup => Dynamic DN5 Account Setup

Index : 2
¢/ Enable Dynamic DNS Account
Service Provider DrayTek Global (www.drayddns.com) v
Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23
Domain MName T W1 . drayddns.com Edit domain
Determine Real WAN IP WANIP v
WAN 1
. WAN 2
Determine WAN IP WAN 3
WAN 4
| oK | | Clear | | Cancel |

2. Log in to MyVigor Website, choose the profile, then click Edit DDNS settings.
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My Infarmation - My Products

Device Information

Device Name @ TAT T
Serial Number @ |15 @33 8% 10
Moded : Vigar 2825 Suries

| Rename || Transfer || Back
Action Status Start Date Expired Date Note

W weF BPjM [ Activate @ On |

W wer Cyran [ Trial @& on |

». APPE DT-APPE [ Actvate | o on |

». DONS DT-DONS | R | ® On | 2017-02-23 2018-02-23 | | Edit DDNS settings | |

3. Input the desired Domain name (e.g., XXXX25) and click Update.

Edit DDNS Settings

Please note that the DrayDDNS serivce is currently for internal use only.

Domain Name I|I 124125 |||drayddns.com

Current IP 192.168.29.44 Get PC's Internet IP
4

Last Update 2017/2/24 14:27:20

Status Update success

4.  Vigor router will get the modified domain name when the it performs next DDNS
updating. We can click Sync domain to accelerate this process.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 2
¥ Enable Dynamic DNS Account
Service Provider |Dra~,rTek Global (www.drayddns.com) v |
Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23]
Domain Name |I:|h'-1='.h'.ll.'1 |.|drayddns.com | | Sync domain ||
WAN Interfaces WANIP v
WAN 1 -
, WAN 2
Determine WAN IP WAN 3
WAN 4 ~
| oK | | Clear | | Cancel |

After few seconds, the router will get the new domain name and print it on the profiles
list.
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Applications >> Dynamic DNS Setup

Dynamic DNS Setup

Set to Factory Default

¥ Enable Dynamic DNS Setup

Auto-Update interval 1440

Accounts:

Index WAN Interface

1 WAN1 Only
2. WAN 1/2/3/4
3. WAN1 First
EA WAN1 First
3. WANL First
6. WAM1 First

Min(s) (180~14400)

View Log | | Force Update

Domain Name

Customized

1k T =& drayddns.com

Active

® X X ox <

Applications >> Dynamic DNS Setup

Dynamic DNS Setup

Set to Factory Default

¥ Enable Dynamic DNS Setup
Auto-Update interval 1440

Accounts:

Index WAN Interface
WAN1 Only
WAN 1/2/3/4
WAMN1 First
WAM1 First
WAM1 First
WAN1 First

[

Min(s) (180~14400)

View Log ‘ | Force Update

v

Domain Name
Customnized

Ia%"525.drayddns.com

Active

x X X X <
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A-2 How to Configure Customized DDNS?

This article describes how to configure customized DDNS on Vigor routers to update your IP to
the DDNS server. We will take “Changeip.org” and “3322.net” as example. Before setting,
please make sure that the WAN connection is up.

Part A : Changeip.org

Online Status

Physical Connection System Uptime: 0day 2:25:59
IPvd IPv6
LAN Status Primary DNS: 158.95.192.1 Secondary DNS: 158.95.1.1
IP Address TX Packets RX Packets
10.1.7.1 2069 1036
WAN 1 Status == Drop PPPoE
Enable Line Name Mode Up Time
Yes Ethernet iz PPPoOE 25PLI63
IP GW IP TX Packets  TX Rate(Bps) RX Packets RX Rate(Bps)
1,169,185,242 1658,95,98.254 14851 Q506 11281 912
Note that,

Username: jo***

Password: jo*****xxx

Host name: j***** changeip.org
WAN IP address: 1.169.185.242

Following is the screenshot of editing the HTML script on the browser to update your IP to the
DDNS server.

| o c wew, changeip.com/dynamicidnsupdate. asy ol
£Y B Hotmadd | [ ] MIMETERE ) HomePap | SNEAES O @ EEA §) 0o

200 Successful Update [(hddress Used: 1.165.185.242)

Updated cacger: jiiml. changeip.org
Updated 1 host records

Updated 0 zons serial pusbers
RFeviewsd 1 poasible records

Toral updaces: 75

Lockour councer: 1 our of &0
Lockour pesec: &0 mlns

Elapaed time: 0,01 seconda

MNIC werslon: 2.&8

For XML ouctput add Lxmi=1
Use 55L for better security.
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Now we have to configure the router so it can do the same job for us automatically.

1. Please go to Applications >> Dynamic DNS to create a profile for user-defined DDNS

client.

Applications >> Dynamic DNS Setup »> Dynamic DN5S Account Setup

Index : 1

¢/ Enable Dynamic DNS Account
Service Provider | User-Defined v d

Provider Host ChangelP.ary

Service API Jdynamic/dns/ update.asp?

auth Type basic ¥
Connection
Type
Server
Response

Hitp *

Wildcards
Backup M
Mail Extender

Determine Real

WAN [P WANIP Y

Login Mame chronicB633 {max. 64 characters)

Passward =~ |wessesssses {max. 64 characters)

Ok Clear Cancel

2. Set the Service Provider as User-Defined.

3. Set the Service API as:

/dynamic/dns/update.asp?u=jo***&p=jo********& hostname=j****.changeip.org&ip=###IP

### &cmd=update&offline=0

In which, ###|P## is a value which will be replaced with the current interface IP
address automatically when DDNS service is running. In this case the IP will be

1.169.185.242.

4.  After setting, the Customized DDNS service will be up, and our IP will be updated to the

DDNS server.

Part B : 3322.net

WAN 1
Link Status : Connected
MAC Address : 00-50-7F-C8-C6-A1l
Connection : PPPoE
IP Address 1 111.243.178.53
Default Gateway : 168.95.98.254
Primary DNS » 168.95.192.1
Secondary DNS : 168.95.1.1

Username: bijxx**xx
Password: 88xxx*xkk*
Host name: bi******* 3322 0org

WAN IP address: 111.243.178.53
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To update the IP to the DDNS server via editing the HTML script, we can Enter the following
script on the browser:

‘Bae members.3322.met/dyndns fupdate
A e 8 P members.3322.net dyrdns  update Thostnamie - SO, 3322 0rgE Myl o= a8 RIPRE S8 wildCard - OFF& My =mail exchanger, ext&backmo = NOSodlineg=NO HTTP/1,1

And the result will be :

LR mamibers. 332 2.net/dyndas fupdateThos tname = IR, 3322, orgeryip= 52 3X2 JIPK2 3%2 3%2 38wild ard w OF F&mocs mail. e xchanger. e xtaback mo s NO&oHline=NOK2 0HTTP/ 1.1
- & | ) | ] | [ members. 3522 net —

&= [ 22 Bonjowr v CorsaDév  Cotoalil  Yahoo!SB o158 dwm  Méws ™

T Dighal. | MacOf. | Bojeur.. | WWDC. | Mismey | Mlese. | RRC35. | pldbe. | 00282, | lecked. | @@ap. | Oyt | m
good 111,243.178.53

“good 111.243.178.53” means our IP has been updated to the server successfully.
Now we have to configure the router so it can do the same job for us automatically.

1. Please go to Applications >> Dynamic DNS to create a profile for User-Defined DDNS
client.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1

¥/ Enable Dynamic DNS Account
Service Provider | User-Defined v d

Provider Host rernbed 3322 net

Service API /dyndns/ update?
hosthname=hi******% 3322, orgemyip=###IPH#Fcvildoard=0FF smx=mwail
.exchanger . ext éhackmx= NOEoffline=N0

Auth Type basic
Connection
Type
Server
Response

Http r

Login Mame chronicBE33 (max. 64 characters)
Password ~ |sesesseses (rmax. 64 characters)
Wildcards
Backup Mx
Mail Extender

Determine Real

WAN TP WANIP

(]2 Clear Cancel

2. Set the Service Provider as User-Defined.

3.  Set the Provider Host as member.3322.net.

4. Set the Service API as:
/dyndns/update?hostname=yourhost.3322.org&myip=###P###&wildcard=OFF&mx=mail
.exchanger.ext&backmx=NO&offline=NO

5.  Enter your account and password.

6. After the setting, the Customized DDNS service will be up, and our IP will be updated to
the DDNS server automatically.

164 Vigor2620 Series User’s Guide



Part C : Extend Note

The customized Service Provider is also eligible with the ClouDNS.net.

D N IC A TR e

Applications == Dynamic DNS Setup == Dynamic DNS Account Setup

Index : 1

Provider Host
Service API

¢ Enable Dynamic DNS Account

Service Provider | User-Defined

|memher{3322.net

i’

Fdyndns/update?

hostname=hi******* 3322  orgemyip=### IP###cvildeard=0FF smx=mail
.exchanger.extfbhackmx= NOLoffline=NO

[ Login Marne

| {max, 64 characters)

|chranicE33

—

TEsTwWord
[ wildcards
[ Backup Mx
Mail Extender

Determine Real
WaN IP

| {max. 64 characters)

WANIP v
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[I-6 Routing

166

Route Policy (also well known as PBR, policy-based routing) is a feature where you may need
to get a strategy for routing. The packets will be directed to the specified interface if they
match one of the policies. You can setup route policies in various reasons such as load balance,
security, routing decision, and etc.

Through protocol, IP address, port number and interface configuration, Route Policy can be
used to configure any routing rules to fit actual request. In general, Route Policy can easily
reach the following purposes:

Specify Interface

Through dedicated interface (WAN/LAN/VPN), the data can be sent from the source IP to the
destination IP.

Address Mapping

Allows you specify the outgoing WAN IP address (es) for an internal private IP address or a
range of internal private IP addresses.

Priority

The router will determine which policy will be adopted for transmitting the packet according
to the priority of Static Route and Route Policy.

Failover to/Failback

Packets will be sent through another Interface or follow another Policy when the original
interface goes down (Failover to). Once the original interface resumes service (Failback),
the packets will be returned to it immediately.

Other routing
Specify routing policy to determine the direction of the data transmission.
Info For more detailed information about using policy route, refer to Support
>>FAQ/Application Notes on www.draytek.com.
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Web User Interface

[1-6-1 Static Route

Static routing is an alternative to dynamic routing. It is a process that the system network
administrator can configure network routers with all the required information for packet

forwarding.

Go to Routing >> Static Route. The router offers IPv4 and IPv6 for you to configure the static
route. Both protocols bring different web pages.

Static Route for IPv4

Routing => Static Route Setup

IPv4 IPv6 | Setto Factory Default | View Routing Table
Index Enable Destination Address Index Enable Destination Address
1. 77 6. 77
2. 777 1. 777
3. 777 8. 277
4. ?77? 9. s
5. 77 10. 77
OK Cancel

Available settings are explained as follows:

Item Description
Set to Factory Default Clear all of the settings and return to factory default
settings.
Viewing Routing Table Displays the routing table for your reference.
Diagnostics >> View Routing Table
Current Running Routing Table IPv6 Routing Table | Refresh |
Index The number (1 to 30) under Index allows you to open next
page to set up static route.
Enable Check the box to enable such route.
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Destination Address

Displays the destination address of the static route.

Add Static Routes to Private and Public Networks

Here is an example (based on IPv4) of setting Static Route in Main Router so that user A and B
locating in different subnet can talk to each other via the router. Assuming the Internet

access has been configured and the router works properly:

use the Main Router to surf the Internet.

create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)
create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).
have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward

recognized packets to its default gateway Main Router.

Router C
192.168.1.1

Router A

192.168.1.2
(Gateway:192.168.1.1)

J
UserA &>

Private Subnet
192.168.10.0/24

Router B
192.168.1.3

1 Private Subnet

) ‘ 211.10.88.0/24

&> User B

Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol Control.

Then click the OK button.

(1)

Info There are two reasons that we have to apply RIP Protocol Control on
1st Subnet. The first is that the LAN interface can exchange RIP
packets with the neighboring routers via the 1st subnet
(192.168.1.0/24). The second is that those hosts on the internal
private subnets (ex. 192.168.10.0/24) can access the Internet via the
router, and continuously exchange of IP routing information with

different subnets.
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2.

Click the LAN >> Static Route and click on the Index Number 1. Check the Enable box.
Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

Routing == Static Route Setup

Index No. 1

[J Enable

Destination IP Address |’??? |
Subnet Mask [ 255255 255 255/ 32 v |

Gateway IP Address | |

Network Interface

Note:
WANS, WANG, WANT are PVCs or VLARNS that can be configured on the Multi-PVC/VLAN page.

| OK | | Cancel | | Delete |

Available settings are explained as follows:

Iltem Description

Enable Click it to enable this profile.

Destination IP
Address

Subnet Mask

Type an IP address as the destination of such static route.

Enter the subnet mask for such static route.

Gateway IP Address Enter the IP address of the gateway.

Use the drop down list to specify an interface for such
static route.

Network Interface

Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3. Click OK.

Routing == Static Route Setup

Index No. 1

[J Enable
Destination IP Address |211.1I}0.88.D |
Subnet Mask [256.255.255.255/ 32 v |
Gateway IP Address |192.1E}8.1.3 |
MNetwork Interface

Note:

WANS, WANG, WANZ are PVCs or VLANs that can be configured on the Multi-PVC/VLAN page.

[ ok | | Cancel | | Delete |
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4. Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics == View Routing Table

Current Running Routing Table IPvE Routing Table | Refresh |
Key: C - connected, 5 - =2tatic, R - RIP, * - default, ~ - priwvate ~
S~ 92.168 / 255.255.255.0 wvia 192.168.1.2 LANI
C~ 55.255.255.0 directly connected LANI
S~ 55.255.255.0 via 1%2.168.1.3 LEN1

Static Route for IPv6

You can set up to 40 profiles for IPv6 static route. Click the IPv6 tab to open the following
page:

Routing >> Static Route Setup

IPv4 IPv6 | Setto Factory Default | View |IPv6 Routing Table
Index Enable Destination Address Index Enable Destination Address

1. :fo 11. :fo
2. ] 12. ]
& /0 13. :1:/0
4. 1 fo 14. 1 fo
3. 10 15, ::f0
6. 2 fo 16. 2 fo
7. ::f0 17. ::f0
8. L] 18. L]
2 /0 19. :1:/0
10. 1 fo 20. 1 fo

<< 1-20 | 21-40 == Next =

oK Cancel

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all of the settings and return to factory default
settings.

Viewing IPv6 Routing Displays the routing table for your reference.

Table

Index The number (1 to 40) under Index allows you to open next
page to set up static route.

Enable Check the box to enable such static route.

Destination Address Displays the destination address of the static route.

Click any underline of index number to get the following page.
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Routing == Static Route Setup

Index No. 1

[ Enable

Destination IPvEe Address / Prefix |33
Len

Gateway IPvS Address

Metwork Interface LANT

I

[ OK | | Cancel | | Delete |

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IPv6 Address / | Enter the IP address with the prefix length for this entry.
Prefix Len

Gateway IPv6 Address Enter the gateway address for this entry.

Network Interface Use the drop down list to specify an interface for this static

route.

When you finish the configuration, please click OK to save and exit this page.
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[I-6-2 Route Policy

The Route Policy feature gives you control over how different types of outbound traffic are
routed, through any of the LANs, WANs or VPNs. The policy set in Route Policy always has
higher priority than Default Route and Auto Load Balance set in WAN >> Internet Access,
and always has lower priority than the Firewall Rules. Administrator may also define a

priority to this policy.

To add, delete or modify load balance or route policies, select Routing >> Route Policy from

the menu bar.

Routing => Route Policy

Route Policy

Index Enable Protocol Interface
1 O Any WAN1
2 O Any WAN1
i O Any WAN1
4 O Any WAN1
] O Any WAN1
6 O Any WAN1
7 O Any WAN1
8 O Any WAN1
9 O Any WAN1
10 O Any WAN1

9

| Setto Factory Default | Diagnose |

priorty SC srcpeng DS DSIP L ph oI Move move

Start  End

200 Any Any Any Any Any  Any Down

200 Any Any Any Any Any  Any UP Down

200 Any Any Any Any Any  Any UP Down

200 Any Any Any Any Any  Any UP Down

200 Any Any Any Any Any  Any UP Down

200 Any Any Any Any Any  Any UP Down

200 Any Any Any Any Any  Any UP Down

200 Any Any Any Any Any  Any UP Down

200 Any Any Any Any Any  Any UP Down
200 Any Any Any Any Any  Any UP

O wizard Mode: most frequently used settings in three pages

® advance Mode: all settings in one page

L ok |

Available settings are explained as follows:

Item

Description

Set to Factory Default

Clear the settings of all Load-Balance and Route Policy
rules.

Index Rule index. Click to bring up the configuration page of the
rule.

Enable Select to enable this rule.

Protocol Protocol(s) to which this rule applies.

Interface LAN, IP Routed Subnet, WAN or VPN interface that the
traffic described by this rule is to be directed.

Priority The priority of this rule.

Source IP Start/End

The beginning and ending source IP address.

Destination IP Start/End

The beginning and ending destination IP address.

Dest Port Start/End

The beginning and ending destination port number.

Move UP/Move Down

Click to shift priority of rule up/down by one.

Wizard Mode

The setup wizard will present the most-commonly used rule
settings in three steps.
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Advance Mode

All the rule settings will be shown on one configuration
page.

If Wizard Mode is selected, you will be guided through the configuration process in three steps.
Only the most commonly used settings will be shown.

1. Click the Wizard Mode radio button.

2. Click Index 1. The setting page will appear as follows:

Routing == Load-Balance/Route Policy

Index: 1 Criteria

Source IP

Load-Balance/Route Policy applies to packets that meet the following criteria

® Any
) Src 1P Start Src IP End

Destination IP @® Any

) Dest IP Start Dest IP End

| Next> | | Cancel |

Available settings are explained as follows:

Item

Description

Source IP

Source IP addresses to which this rule is to be applied.
Any - This rule applies to all source IP addresses.

Src IP Start, Src IP End - This rule applies to the specified
range of source IP addresses. If there is only one source IP
address, enter the address in both the Start and End fields.

Destination IP

Destination IP addresses to which this rule is to be applied.
Any - This rule applies to all destination IP addresses.

Dest IP Start, Dest IP End - This rule applies to the
specified range of destination IP addresses. If there is only
one destination IP address, enter the address in both the
Start and End fields.

3. Click Next to get the following page.

Routing >> Load-Balance/Route Policy

Index: 1 Interface

Interface

Load-Balance/Route Policy directs the packets to the interface below

WAN1 v
LAN1

LANZ
IP Routed Subnet

Back | | MNext» | | Ccancel |

WAN2

ITE

Available settings are explained as follows:

Item

Description

Interface

You can select an interface from one of the following:
WAN, LAN, VPN, IP Routed Subnet, and DMZ Subnet.
Packets match with the above criteria will be transferred
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to the interface chosen here. Select an interface from the
list.

4. Specify an interface and click Next. The following page will appear only if you choose
WAN1 ~WAN7 as Interface.

Routing > Load-Balance/Route Policy

Index: 1 NAT or Routing

Based on the settings in the previous pages, we guess you want to have: Force NAT

The current setting is:
Force NAT
Force Routing

| < Back | | Next > | | Cancel |
Available settings are explained as follows:
Item Description
Force NAT /Force It determines which mechanism that the router will use to
Routing forward the packet to WAN.

5. After choosing the mechanism, click Next to get the summary page for reference.

Routing >> Route Policy

Index: 1 Configuration Summary

Criteria

Scource IP Any
Destination IP Any
Interface

WAN1

More options

Force NAT

| <Back | | Finish | | Cancel |

6. If there is no error, click Finish to complete wizard setting. To make changes, click Back
to return to the previous pages. To discard all changes, click Cancel.

174 Vigor2620 Series User’s Guide



If Advance Mode is selected, you will be presented with a single page with all the
configurable settings for the rule.

1. Click the Advance Mode radio button.

2. Click Index 1 to access into the following page.

Routing > Load-Balance/Route Policy

Index: 1
[J Enable
Criteria
Protocol Any hd
Destination Any v
Destination Port Any v

Send via if Criteria Matched

Interface

Gateway

Packet Forwarding to
WAN/LAN via

® waN/LAN WAN1 v
OwpN VPN 1.777 w

® Default Gateway

OspecificGateway [ |

Force NAT

Force Routing

[ Failover to VAM/LAN Default WAN v
VPN VPN 1.777
(_Route Policy
Gateway ® Default Gateway
) Specific Gateway |D.D.D.D
JPriority
| ok || Clear | | Cancel | | Diagnose |

Note:

Force NAT(Routing): NAT{Routing) will be performed on outgoing packets, regardless of which type of subnet
(NAT or IP Routing) they eriginate from.

Available settings are explained as follows:

Iltem Description
Enable Select to enable rule and unlock all fields for configuration.
Criteria

Router examines outgoing LAN traffic to find the first rule
whose criteria are satisfied.

Protocol - Use the drop-down menu to choose a proper
protocol for the WAN interface.

Source - Source IP addresses to which this rule is to be
applied.

® Any - This rule applies to all source IP addresses.

® [P Range -This rule applies to the specified range of
source IP addresses.

- Start - Enter an address as the starting IP for
such profile.

- End - Enter an address as the ending IP for such
profile.

® |P Subnet - This rule applies to source IP addresses

defined by the specified network IP address and
subnet mask.

- Network - Enter an IP address here.
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- Mask - Use the drop down list to choose a
suitable mask for the network.
® |P Object/ IP Group - Use the drop down list to
choose a preconfigured IP object/group.
Destination - Destination IP addresses to which this rule is
to be applied.

®  Any - This rule applies to all source IP addresses.
® |P Range -This rule applies to the specified range of
destination IP addresses.
- Start - Enter an address as the starting IP for such
profile.

- End - Enter an address as the ending IP for such
profile.

® |P Subnet - This rule applies to destination IP
addresses defined by the specified network IP address
and subnet mask.
- Network - Enter an IP address here.

- Mask - Use the drop down list to choose a suitable
mask for the network.

® Domain Name - Specify a domain name as the
destination.

- Select - Click it to choose an existing domain
name defined in Objects Setting>>String Object.

- Delete - Remove current used domain name.

- Add - Create a new domain name as the
destination.

® |P Object/ IP Group - Use the drop down list to
choose a preconfigured IP object/group.

Destination Port - Destination port numbers to which this
rule is to be applied. As only TCP and UDP protocols use
port numbers, this setting does not apply to the ICMP
protocol.

® Any - This rule applies to all destination ports.
® Dest Port Range - This rule applies to the specified
range of destination ports.
- Start - Enter the destination port start for the
destination IP.

- End - Enter the destination port end for the
destination IP. If this field is blank, it means that
all the destination ports will be passed through
the WAN interface.

Send via if criteria If criteria are matched, the traffic will be sent to the
matched designated interface and gateway.

Interface - Packets match with the above criteria will be
transferred to the interface chosen here. Select an
interface from the list (WAN/LAN: A WAN or LAN interface;
VPN: A Virtual Private Network).

Gateway - Select a gateway.

® Default Gateway - Traffic will be sent to the default
gateway address of the specified interface.

®  Specific Gateway - Traffic will be sent to the
specified gateway address instead of the default
gateway address.

Packet Forwarding to WAN/LAN via - When you choose
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LAN/WAN (e.g., WAN1) as the Interface for packet
transmission, you have to specify the way the packet
forwarded to.

) Force NAT - The source IP address will not be used to
connect to the remote destination. Network Address
Translation (NAT) will be used, where a common IP
address will be used.

®  Force Routing - The source IP address will be
preserved when connecting to the remote
destination.

Failover to - If the interface specified above loses
connection, traffic can be forwarded to an alternate
interface or be scrutinized by an alternate route policy.

®  WAN/LAN - Use the drop down list to choose an
interface as an auto failover interface.

® VPN - Use the drop down list to choose a VPN tunnel
as a failover tunnel.

® Route Policy - Use the drop down list to choose an
existed route policy profile.

® Gateway IP - The failed-over traffic can be sent to the
Default Gateway of the alternate interface/route
policy, or a Specific Gateway at the specified IP
address.

Failback- When Failover to option is enabled,
Administrator could also enable Failback to clear the
existing session on Failover interface and return to the
original interface immediately once the original interface
resume its service. When Failback is not enabled, the
router will only stop sending packets via the Failover
interface when the existing sessions are cleared, and this
might take a long time because some application will keep
sending packet once a while. Therefore, Failback option is
recommended if Administrator wants the traffic to go via
the primary interface as soon as possible.

Priority Specifies the priority of the rule in relation to other rules.
Lowering the priority value increases the priority of the
rule, and vice versa. Routes in the routing table have a
priority value of 150, whereas the default routes have a
priority value of 250.

The default priority value of Load Balance/Route Policy
rules is 200. To change the priority, move the slider or
enter a value.

3.  When you finish the configuration, please click OK to save and exit this page.
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Diagnose for Route Policy

The Diagnose function allows you to determine how a specific type of traffic from a host to a
destination will be routed, and which routes, route policies and load balance rules match the
criteria of the traffic.

[ Failover to @ WAN/LAN
Owven
O Route Policy
Gateway @® Default Gateway

O specific Gateway [0.0.0.0

SPriority

| oK || Clar | | Cancel | | Diagnose |

Click Diagnose.

Analyze a single packet

Select this mode to make Vigor router analyze how a single packet will be sent by a route
policy.

Diagnostics => Route Policy Diagnosis

Test how the packets will be routed

Mode ® Analyze a single packet

2 Analyze multiple packets by uploading an input file

Packet Information

Protocol [Any ~|
SrcIP  [Specify an P ~] [192.168.1.1 |
DstIP  [Specify anIP v] [88.8s |
Dst Port |A|1y Paort V|
| Analyze |
Available settings are explained as follows:
Item Description
Packet Information Specify the nature of the packets to be analyzed by Vigor
router.

Protocol - Specify a protocol for diagnosis.
Src IP - IP address of host where the traffic originates.
®  Specify an IP - One source IP address.

® Any IP- Source IP address is not specified. Any IP from
LAN 1/LAN 2/LAN 3/LAN 4.

®  Subnet/IP Routed Subnet - Any source IP address on
the specified subnet.

Dst IP - IP address of the destination host.
®  Specify an IP - One destination IP address.
® Any IP - Destination IP address is not specified.

Dst Port - Number of port to which the traffic is sent. This
setting is only applicable to UDP and TCP protocols. Use the
drop down list to specify the destination port.
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Analyze - Click to analyze and display routes, route
policies and load balance rules with matching criteria. If
required, click export analysis to export the result as a
file.

The following shows an analysis example. The packet matched the criteria of one route

policy.

Diagnostics >> Route Policy Diagnosis

Test how the packets will be routed

Mode @ Analyze a single packet

O Analyze multiple packets by uploading an input file

Packet Information

Protocal [ Any v
Src 1P [Specify an IP v [192.168.1.2 |
DstIP [ Specify an IP v| [8.8.8.8 |
Dst Port [ Any Port ~|
[ Analyze
Analysis
\ | / i The packet was dropped because the send-to interface of the matched
the packet LAN \ -w:ﬂ policy "policy 1" was inactive and there was no failover setting
Vigor2135
Matched Route Matched Policy
Priority latched Priority failovered
N2 NIA Route Policy 1 200 No

| Close |

Analyze multiple packets by uploading an input file

Diagnostics >> Route Policy Diagnosis

Test how the packets will be routed

Mode O Analyze 3 single packet

'®  Analyze multiple packets by uploading an input file

Input File
| sz

FEECEER ( download an example input file)

| Analyze |

Available settings are explained as follows:

Item Description

Input File

Browse - Click to browse folder structure and select an
input file.

Download and example input file - Click to download a
sample input file (blank “.csv” file). Then, click the Browse
button to select that blank “.csv” file for saving the result
of analysis.
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Mode

O analyze how a packet will be sent

@ prmn x
Input Fil?g}gﬁ; @ﬂ diagnos_example_input_file cov
4 4B
Analyze
BEE TH#H -
THEERE T HLiH

Analyze - After selecting input file, click to start the
analysis process. Click the export button to export the
result as a file.

Note that the analysis was based on the current
"load-balance/route policy" settings, we do not guarantee
it will be 100% the same as the real case.

The following shows the analysis of the sample input file. The matched routes and policies are
highlighted in green. The Final Result column shows the outcome.

Diagnostics >> Route Policy Diagnosis d

Test how the packets will be routed

Mode O Analyze a single packet
@® Analyze multiple packets by uploading an input file

Input File

3535—31’3‘5'?’@% ( download an example input file)
Analysis

ket Information Matched Policy

Profile Dst IP Dst Port riority | Policy
LA liemp [192.168.1.10 | 10.10.10.10 | Any Mo Matel N/A No Match N/A No
branch
N Jrep | 192.168.1.20 | 20.20.20.20 | 5060 Mo Mateh N/A  |No Match N/A | No (null)  |neither
branch : : - '
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11-6-3 BGP

Border Gateway Protocol (BGP) is a standardized protocol designed to exchange routing and
reachability information among autonomous systems (AS) on the Internet.

[1-6-3-1 Basic Settings

Set general settings for for local router and neighboring routers.

Routing > BGP

Basic Settings
Local
[J Enable BGP

o

Static Network Refresh | View Routing Table

Local AS Number |

| (1~4294967295)

Hold Time [180 | (10~65535 sec)
Connect Retry Time |1ED | (3~255 Sec)
Router ID [192.168.1.1 | (e.g.1.2.3.4)
Neighbor
Index Enable AS Number Profile Name IP Address MD5 Auth Status
1 O Mone
2 O Mone
3 O Mone
4 (] Mone
5 O Mone
[ O Mone
1 O Mone
8 O Mone
L oK |

Available settings are explained as follows:

Item Description
Local
Enable BGP Check the box to enable basic BGP function for local

router.

Local AS Number

Set the AS number for local router.

Hold Time

Set the time interval (in seconds) to determine the peer is
dead when the router is unable to receive any keepalive
message from the peer within the time.

Connect Retry Time

If the router fails to connect to neighboring router, it
requires a period of time to reconnect.

Set the time interval to do reconnection.

Router ID Specify the LAN subnet for the router.

Neighbor

Enable Check the box to enable the basic BGP function for
neighboring router.

Index Click the index number link to configure neighbor profile.
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AS Number

Display the AS Number for neighboring router.

Profile Name

Display the name of the neighboring profile.

IP Address Display the IP address specified for the neighboring profile.

MD5 Auth Display the status (enabled or disabled) of MD5
authentication.

Status Display the connection status for local router and

neighboring router.

11-6-3-2 Static Network

This page allows you to configure up to eight neighboring routers for exchanging the routing
information with the local router.

Routing == BGP

Basic Settings Static Network | View Routing Table |
Select Index IP Address Subnet Mask
O 1 | | [255.255.2565.254 / 31 v |
O 2 | | [255.255.255.254 1 31 v |
O 3 | | [256.256.256.254 / 31 |
O 4 | | [256.285.256.254 / 31 v |
O 5 | | [255.255.255.254/ 31 v |
O 6 | | [255.255.255.254 / 31 v |
O 7 | | [255.255.255.254 1 31 v |
O 8 | | [256.256.256.254 / 31 |
O 9 | | [256.285.256.254 / 31 v |
O 10 | | [255.255.255.254/ 31 v |
O 11 | | [255.255.2565.254 / 31 v |
O 12 | | [255.255.255.254 1 31 v |
O 13 | | [256.266.256.254 / 31 v |
O 14 | | [256.285.256.254 / 31 v |
O 15 | | [255.255.255.254/ 31 v |
O 16 | | [255.255.255.254 / 31 v |

[ ok | [ Delet

Available settings are explained as follows:

Item Description

Select Check the box to enable the configuration for the selected
index entry.

IP Address Enter the IP address for a router.

Subnet Mask

Use the drop down list to specify a subnet mask for the IP
address.
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Part |l Wireless LAN

Wireless LAN enables high mobility so WLAN users
can simultaneously access all LAN facilities just
like on a wired LAN as well as Internet access.

Wireless
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l1l-1 Wireless LAN

This function is used for “n” model only.

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor2620 wireless series router (with “n”, or “ac” in
model name) is designed for maximum flexibility and efficiency of a small office/home. Any
authorized staff can bring a built-in WLAN client PDA or notebook into a meeting room for
conference without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN
enables high mobility so WLAN users can simultaneously access all LAN facilities just like on a
wired LAN as well as Internet access.

The Vigor wireless routers are equipped with a wireless LAN interface compliant with the
standard IEEE 802.11n draft 2 protocol. To boost its performance further, the Vigor Router is
also loaded with advanced wireless technology to lift up data rate up to 300 Mbps*. Hence,
you can finally smoothly enjoy stream music and video.

Vigor2620 wireless router is a highly integrated wireless local area network (WLAN) for 5 GHz
802.11ac or 2.4/5 GHz 802.11n WLAN applications. It supports channel operations of 20/40
MHz at 2.4 GHz and 20/40/80 MHz at 5 GHz. Vigor2620 *“ac” series router can support data
rates up to 1.3 Gbps in 802.11ac 80 MHz channels. Vigor2620 “n” series router supports
802.11n up to 300 Mbps for 40 MHz channel operations.

1)

Info The actual data throughput will vary according to the network conditions
and environmental factors, including volume of network traffic, network
overhead and building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access
Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via Vigor wireless router. The General Settings will set up the

information of this wireless network, including its SSID as identification, located channel etc.

\ | / 2 192.168.1.1

SSID: draytek
Channel: 6
Mode: WEP only

192.168.1.2

Multiple SSIDs
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Vigor router supports four SSID settings for wireless connections. Each SSID can be defined
with different name and download/upload rate for selecting by stations connected to the
router wirelessly.

Real-time Hardware Encryption

Vigor Router is equipped with a hardware AES encryption engine so it can apply the highest
protection to your data without influencing user experience.

Complete Security Standard Selection

To ensure the security and privacy of your wireless communication, we provide several
prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible
and can support multiple secure connections with both WEP and WPA at the same time.

1)

Info The password (PSK) of default security mode is provided and stated on the
label pasted on the bottom of the router. For the wireless client who wants
to access into Internet through such router, please input the default PSK
value for connection.

, -
 WLAN FCC ID:RRK-WMPNDO2A1

WPA+WPA2 Password:
SS0 TW43YM

LR

Separate the Wireless and the Wired LAN- WLAN Isolation

It enables you to isolate your wireless LAN from wired LAN for either quarantine or limit
access reasons. To isolate means neither of the parties can access each other. To elaborate
an example for business use, you may set up a wireless LAN for visitors only so they can
connect to Internet without hassle of the confidential information leakage. For a more
flexible deployment, you may add filters of MAC addresses to isolate users’ access from wired
LAN.
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Manage Wireless Stations - Station List

It will display all the stations in your wireless network and the status of their connection.

WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and

WPA2.
AP Router Cgpa"‘?\f;ig" \é\iiigelltess
»(h) « =
Set SSID and | PBC | Wireless

Encryption . Card Installed
(WPA/WPA2)

1)

Info WPS is available for the wireless station with WPS supported.

It is the simplest way to build connection between wireless network clients and vigor router.
Users do not need to select any encryption mode and type any long encryption passphrase to
setup a wireless client every time. He/she only needs to press a button on wireless client, and
WPS will connect for client and router automatically.

There are two methods to do network connection through WPS between AP and Stations:
pressing the Start PBC button or using PIN Code.
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®  On the side of Vigor2620 series which served as an AP, press WPS button once on the
front panel of the router or click Start PBC on web configuration interface. On the side
of a station with network card installed, press Start PBC button of network card.

AP Router PBC Wi_rEIESS

Client

D) I (G
sl  ws "J
m ;/ﬁ'—\
WPS WPS
Start PBC| OF
Web Button on

Interface AP Router

® [f you want to use PIN code, you have to know the PIN code specified in wireless client.
Then provide the PIN code of the wireless client you wish to connect to the vigor router.

AP Router Wireless
. Client
» «

PIN Code
PIN Code of Station
Web Interface

i

For WPS is supported in WPA-PSK or WPA2-PSK mode, if you do not choose such mode in
Wireless LAN>>Security, you will see the following message box.

Microzoft Internet Explorer

' "_'., WES only supports in WEA/WEAZ-FEE Mode.
.

Please click OK and go back Wireless LAN>>Security to choose WPA-PSK or WPA2-PSK mode
and access WPS again.
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Web User Interface

[11-1-1 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or

internal use for a company) and specified for a guest AP (for any wireless clients accessing
into Internet).

Follow the steps listed below:
1. Open Wizards>>Wireless Wizard.

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home. Besides, the settings will change based on different
model of Vigor2620 series. In this case, Vigor2620Ln is used as an example.

Wireless Wizard

Host AP Configuration

Wireless 2.4GHz Settings

Mame: DrayTek
Mode: Mixed(11b+11g+11n) ¥
Channel: Channel 6, 243TMHz  »

Security Key:

Note:
The host AP configured here will be used for home or internal company use.

| < Back | | Next = | | Finish | | Cancel
Available settings are explained as follows:

ltem Description

Name Enter the SSID name of this router for wireless connection.
The default name is defined with DrayTek. Change the name
if required.

Mode At present, the router can connect to 11b Only, 11g Only,
11n Only, Mixed (11b+11g), Mixed (11g+11n) and Mixed
(11b+11g+11n) stations simultaneously. Simply choose Mixed
(11b+11g+11n) mode.
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Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Next

Click it to get into the next setting page.

Cancel

Exit the wireless wizard without saving any changes.

3. After typing the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.

Wireless Wizard

Guest AP Configuration

Wireless 2.4GHz Settings
CEnable @ Disable

Security Key:

Note:

access only.

SSID: DrayTek_Guest

Rate Control: Enable Upload 30000 kbps Download 30000 kbps

The configured guest AP will not be able to access the LAN network, VPN connections, or communicate
with wireless devices connecting to the router's other APs. This AP interface shall be used for Internet

| <Back | | Next> | | cancel |

Available settings are explained as follows:

Item Description
Enable/Disable Click it to enable or disable settings in this page.
SSID Enter the SSID name of this router. (SSID1)

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Rate Control

Check the box to enable the rate control function.

Upload / Download - Enter the values as the limits for data
upload and data download.

Next

Click it to get into the next setting page.
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Cancel Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.
5. The following page will display the configuration summary for wireless setting.

Wireless Wizard

Configuration Summary

Wireless 2.4GHz Settings

Mode:Mixed(11b+11g+11n)
Channel:Channel 6, 2437MHz

Host AP
SSID Name:DrayTek
Security Key:123456789

Guest AP

Status:Disabled

SSID Name:DrayTek_Guest
Security Key:

Rate Control:Disabled

< Back Next = Finish Cancel

6. Click Finish to complete the wireless settings configuration.
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l11-1-2 General Setup

By clicking the Wireless LAN>>General Setup, a new web page will appear so that you could
configure the SSID and the wireless channel. Please refer to the following figure for more
information.

Wireless LAN == General Setup

General Setting { IEEE 802.11)

Enable Wireless LAN

Radio
Mode [ Mixed(11b+11g+11n) ~ |
Channel [Channel 6, 2437TMHz v |
SSID
Hide Isolate Isolate
Index Enable SSID SSID Membear VPN
i |Dra}'Tek | O O O
2 - DrayTek_Guest
3 ] Max: 31 characters
4 O Max: 31 charact

Rate Control

SSID Enable Upload Limit(kbps) Download Limit(kbps)
1 O 30000 30000
2 O 30000 30000
3 O 30000 30000
4 ] 30000 30000
Schedule
Schedule Profile
Schedule 1
Schedule 2
Schedule 3
Schedule 4

Note:

1.Isclate Member: Prevent the clients associated with this SSID from accessing each other

2.Isolate VPM: Block the wireless clients from accessing the VPN network and prevent wireless traffic
being sent to VPN connections.

3.Rate Control: Limit the total traffic rate of this SSID, can be a number betwean 100 to 50,000.

4.0nly the action "Force Down" in the Schedule Profile will be applied to WLAN, other actions will be
ignored.

| QK | | Cancel

Available settings are explained as follows:

Item Description
Enable Wireless LAN Check the box to enable wireless function.
Mode For 2.4GHz: At present, the router can connect to 11b Only,

11g Only, 11n Only(2.4 GHz), Mixed (11b+11g), Mixed
(11g+11n), and Mixed (11b+11g+11n) stations
simultaneously. Simply choose Mixed (11b+11g+11n) mode.

Channel Means the channel of frequency of the wireless LAN. The
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default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

SSID

Means the identification of the wireless LAN. SSID can be any
text numbers or various special characters.

Hide SSID

Check it to prevent from wireless sniffing and make it harder
for unauthorized clients or STAs to join your wireless LAN.
Depending on the wireless utility, the user may only see the
information except SSID or just cannot see any thing about
Vigor wireless router while site surveying. The system allows
you to set four sets of SSID for different usage. In default,
the first set of SSID will be enabled. You can hide it for your
necessity.

Isolate

Member -Check this box to make the wireless clients
(stations) with the same SSID not accessing for each other.

VPN - Check this box to make the wireless clients (stations)
with different VPN not accessing for each other.

Rate Control

Enable - Check the box to set the rate limit for data
transmission in upload and download.

It controls the data transmission rate through wireless
connection.

Upload - Check Enable and enter the transmitting rate for
data upload. Default value is 30,000 kbps.

Download - Enter the transmitting rate for data download.
Default value is 30,000 kbps.

Schedule Profiles

Set the wireless LAN to work at certain time interval only.
You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this field is blank and the function will always
work.

After finishing all the settings here, please click OK to save the configuration.
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I11-1-3 Security

This page allows you to set security with different modes for SSID 1, 2, 3 and 4 respectively.
After configuring the correct settings, please click OK to save and invoke it.

The password (PSK) of default security mode is provided and stated on the label pasted on the
bottom of the router. For the wireless client who wants to access into Internet through such
router, please input the default PSK value for connection.

.jlfﬁ

By clicking the Wireless LAN>>Security Settings, a new web page will appear so that you
could configure the settings of WPA and WEP.

Wireless LAN == Security Settings

SSID 1 SSID 2 SSID 3 SSID 4
SSID DrayTek
Mode: [ WPA2/PSK v
WPA
Encryption Mode: TKIP for WPA/AES for WPAZ

Pre-Shared Key{PSK):

seressrasanee |

Password Strength:

Note:
Type 8~63 ASCII characters, for example: "cfgs01a2...".

For strong passwords:

1. Use at least 12 characters.

2. Include at least 3 of the following 4 types of characters: digits, uppercase letters,
lowercase letters, and non-alphanumeric characters (such as £ % ).

WEP
Encryption Mode: 64-Bit
Key 1:
Key 2 :
Key 3 :
Key 4 :
Note:

Please configure the RADIUS Server if 802.1X is used.

For 84 bit WEP key configurations, pleass insert 5 ASCII characters, for example:
"AB312".

For 128 bit WEP key configurations, please insert 13 ASCII characters.

| OK | | Cancel

Available settings are explained as follows:

Item Description
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Mode

There are several modes provided for you to choose.

(1)

Info You should also set RADIUS Server
simultaneously if 802.1x mode is selected.

Disable - Turn off the encryption mechanism.

WEP - Accepts only WEP clients and the encryption key
should be entered in WEP Key.

WEP/802.1x Only - Accepts only WEP clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA/802.1x Only - Accepts only WPA clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA2/802.1x Only - Accepts only WPA2 clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

Mixed (WPA+WPA2/802.1x only) - Accepts WPA and WPA2
clients simultaneously and the encryption key is obtained
dynamically from RADIUS server with 802.1X protocol.
WPA/PSK - Accepts only WPA clients and the encryption key
should be entered in PSK.

WPA2/PSK - Accepts only WPA2 clients and the encryption
key should be entered in PSK.

Mixed (WPA+ WPA2)/PSK - Accepts WPA and WPA2 clients
simultaneously and the encryption key should be entered in
PSK.

WPA

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication. Either 8~63 ASCII characters, such as
012345678(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Pre-Shared Key (PSK) - Either 8~63 ASCII characters, such as
012345678..(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Password Strength - The system will display the password
strength (represented with the word of weak, medium or
strong) of the PSK specified above.

WEP

64-Bit - For 64 bits WEP key, either 5 ASCII characters, such
as 12345 (or 10 hexadecimal digitals leading by 0x, such as
0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCII characters,
such as ABCDEFGHIJKLM (or 26 hexadecimal digits leading by
0x, such as 0x4142434445464748494A4BACAD).

Encryption Maode: i

All wireless devices must support the same WEP encryption
bit size and have the same key. Four keys can be entered
here, but only one key can be selected at a time. The keys
can be entered in ASCII or Hexadecimal. Check the key you
wish to use.
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After finishing all the settings here, please click OK to save the configuration.

[11-1-4 Access Control

In the Access Control, the router may restrict wireless access to certain wireless clients only
by locking their MAC address into a black or white list. The user may block wireless clients by
inserting their MAC addresses into a black list, or only let them be able to connect by inserting
their MAC addresses into a white list.

In the Access Control web page, users may configure the white/black list modes used by each
SSID and the MAC addresses applied to their lists.

Wireless LAN == Access Control

Access Control

Enable Mac Address Filter SSID 1 | White List SSID 2 | White List v
SSID 2 | White List v SSID 4 | White List v
MAC Address Filter( Limit: 64 entries )
Index rttribute MRC Zddress Apply 55ID Comment
Client's MAC Address :
Apply SSID : SSID 1 SSID 2 SSID 3 SSID 4
Attribute : s: Isolate the station from LAN
Comment :
Add Delete Edit Cancel
QK Clear All
Backup Access Control: | Backup Upload From File: | SRS % | FRFFAEE Restore

Note:

Support AP ACL configuration file restoration.

Available settings are explained as follows:

Item

Description

Enable Mac Address Filter

Select to enable the MAC Address filter for wireless LAN
identified with SSID 1 to 4 respectively. All the clients
(expressed by MAC addresses) listed in the box can be
grouped under different wireless LAN. For example, they can
be grouped under SSID 1 and SSID 2 at the same time if you
check SSID 1 and SSID 2.

MAC Address Filter

Display all MAC addresses that are edited before.

Client’s MAC Address

Manually enter the MAC address of wireless client.

Apply SSID After entering the client’s MAC address, check the box of the
SSIDs desired to insert this MAC address into their access
control list.

Attribute s: Isolate the station from LAN - select to isolate the

wireless connection of the wireless client of the MAC address
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from LAN.

Comment Enter a brief description for the specified client’s MAC
address.

Add Add a new MAC address into the list.

Delete Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.

Cancel Give up the access control set up.

OK Click it to save the access control list.

Clear All Clean all entries in the MAC address list.

Backup Access Control

Settings on this web page can be saved as a file which can be
restored in the future by this device or other device.

Upload From File

Restore wireless access control settings and applied onto this
device.

After finishing all the settings here, please click OK to save the configuration.

I11-1-5 WPS

Below shows Wireless LAN>>WPS web page:

Wireless LAN == WPS (Wi-Fi Protected Setup)

Enable WPS

Wi-Fi Protected Setup Infermation

WPS Status Configured

Ss5ID DrayTek

Authentication Mode WPAZ/PSK

Device Configure

Configure via Push Button |M|

Configure via Client PinCode | | | Start PIN |

Note:

WPS can help your wireless client automatically connect to the Access point.

: WPS is Disabled.
© WPS is Enabled.

: Waiting for WPS requests from wireless clients.

Available settings are explained as follows:

Item Description

Enable WPS Check this box to enable WPS setting.

WPS Status Display related system information for WPS. If the wireless
security (encryption) function of the router is properly
configured, you can see ‘Configured’ message here.

SSID Display the SSID1 of the router. WPS is supported by SSID1

only.

Authentication Mode

Display current authentication mode of the router. Only
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WPA2/PSK and WPA/PSK support WPS.

Configure via Push Button

Click Start PBC to invoke Push-Button style WPS setup
procedure. The router will wait for WPS requests from
wireless clients about two minutes. The WPS LED on the
router will blink fast when WPS is in progress. It will return to
normal condition after two minutes. (You need to setup WPS
within two minutes)

Configure via Client
PinCode

Please input the PIN code specified in wireless client you
wish to connect, and click Start PIN button. The WPS LED on
the router will blink fast when WPS is in progress. It will
return to normal condition after two minutes. (You need to
setup WPS within two minutes)
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I11-1-6 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points (AP)
wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANs through the air.
®  Extend the coverage range of a WLAN.

Refer to the following table:

WDS Mode | Wireless Comparisons
Signal

@ \ireless stations (clients) within the effective range of
wireless signal can access into Internet through the router
/AP,

Bridge Limited ® Wireless stations (clients) out of the effective range of
wireless signal cannot access into Internet through the
router /AP with Bridge mode configured.

@ The packets received from a WDS link will only be forwarded
to local wired or wireless hosts.

® Wireless stations (clients) within the effective range of
wireless signal can access into Internet through the router
/AP.

Repeater | Extended ® Wireless stations (clients) out of the effective range of
wireless signal can access into Internet through the router
/AP with Repeater mode configured.

® The packets received from one Vigor router can be repeated
to another AP (remotely) through WDS links.

® Only Repeater mode can do WDS-to-WDS packet forwarding.

The WDS - Repeater mode is implemented in Vigor router. The application for the
WDS-Repeater mode is depicted as below:

L\

Repeater Mode

NotebookA
l | Notebook B
F e R MAC.OO 50: 15 6p:31:20
c\ﬁ"_}b MAC.00.50.10.7f.11.22 p: -
PC User1 ——X
|‘ Notebook C
PC User2 \/

Click WDS from Wireless LAN menu. The following page will be shown.
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Wireless LAN == WDS Settings

WDS Settings | Setto Factory Default |
Mode: Bridge
Enable Peer MAC Address
Security:
Disable WEP Pre-shared Key
WEP:
Use the same WEP key set in Security Settings. Note:

Pre-shared Key:
Type:
WPA WPAZ
Key: Max: 63 characters
Note:

WPA and WPA2 are not compatible with DrayTek
WPA.

Type 8~63 ASCII characters or 64 hexadecimal
digits leading by "0x", for example "cfgs0la2..."
or "0x655abcd....".

Disable unused links to get better performance.

Repeater
Enable Peer MAC Address

Access Point Function:

Enable Disable

Status:

Send "Hello" message to peers.

Note:
The status is valid only when the peer also
supports this function.

| OK | | Cancel |

Available settings are explained as follows:

Item Description

Mode Choose the mode for WDS setting. Disable mode will not
invoke any WDS setting. Repeater mode is for the second
one.

Security There are three types for security, Disable, WEP and

Pre-shared key. The setting you choose here will make the
following WEP or Pre-shared key field valid or not. Choose
one of the types for the router.

Pre-shared Key

When Pre-Shared Key is selected as Security above,
configure the following settings if required.

Type - There are some types for you to choose. WPA and
WPAZ2 are used for WDS devices (e.g.2925n wireless router,
you can set the encryption mode as WPA or WPA2 to establish
your WDS system between AP and the router.

Key - Set the encryption key in this field. Type 8 ~ 63 ASCII
characters or 64 hexadecimal digits leading by “0x”.

Bridge

If you choose Bridge as the connecting mode, please Enter
the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Yet please disable the unused link to get better
performance. If you want to invoke the peer MAC address,
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remember to check Enable box in the front of the MAC
address after typing.

Repeater If you choose Repeater as the connecting mode, please Enter
the peer MAC address (of VigorAP/Vigor router required to
make connection with such Vigor router and used to extend
the wireless signal) in these fields.

Four peer MAC addresses are allowed to be entered in this
page at one time. Similarly, if you want to invoke the peer
MAC address, remember to check Enable box in the front of
the MAC address after typing.

Access Point Function Click Enable to make this router serve as an access point.
When Repeater is set as WDS Mode, click Enable to use such
function.

Click Disable if Bridge is set as WDS Mode.

Status It allows user to send “hello” message to peers. Yet, it is
valid only when the peer also supports this function.

After finishing all the settings here, please click OK to save the configuration.
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l1I-1-7 Advanced Setting

This page allows users to set advanced settings such as operation mode, channel bandwidth,
guard interval, and aggregation MSDU for wireless data transmission.

Wireless LAN => Advanced Setting

HT Physical Mode

Operation Mode ® Mixed Mode O Green Field
Channel Bandwidth O 20 ® 20/40 O 40
Guard Interval O long ® auto

Agqregation MSDU(A-MSDU) ® Enable O Disable

Long Preamble ) Enable @ Disable
Packet-OVERDRIVE'™ TX Burst O Enable @ Disable

Tx Power ® 100% O 80% O 0% O 30% O 20% O 10%
WMM Capable ® Enable O Disable

APSD Capable ) Enable ® Disable

Rate Adaptation Algorithm ® Mew ) old

Fragment Length (256 - 2346) bytes

RTS Threshold (1 - 2347) bytes

Country Code D { Reference)

| oK |
Available settings are explained as follows:
Item Description
Operation Mode Mixed Mode - the router can transmit data with the ways

supported in both 802.11a/b/g and 802.11n standards.
However, the entire wireless transmission will be slowed
down if 802.11g or 802.11b wireless client is connected.

Green Field - to get the highest throughput, please choose
such mode. Such mode can make the data transmission
happen between 11n systems only. In addition, it does not
have protection mechanism to avoid the conflict with
neighboring devices of 802.11a/b/g.

Channel Bandwidth Vigor router will use 20MHz/40MHz/80MHz for data
transmission and receiving between the AP and the stations.

20/40- Vigor Router will scan for nearby wireless AP, and
then use 20MHz if the number of AP is more than 10, or use
40MHz if it's not.

Guard Interval It is to assure the safety of propagation delays and
reflections for the sensitive digital data. If you choose auto
as guard interval, the AP router will choose short guard
interval (increasing the wireless performance) or long guard
interval for data transmit based on the station capability.

Aggregation MSDU Aggregation MSDU can combine frames with different sizes.
It is used for improving MAC layer’s performance for some
brand’s clients. The default setting is Enable.

Long Preamble This option is to define the length of the sync field in an
802.11 packet. Most modern wireless network uses short
preamble with 56 bit sync field instead of long preamble with
128 bit sync field. However, some original 11b wireless
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network devices only support long preamble. Click Enable to
use Long Preamble if needed to communicate with this kind
of devices.

Packet-OVERDRIVE TX
Burst

This feature can enhance the performance in data
transmission about 40%* more (by checking Tx Burst). It is
active only when both sides of Access Point and Station (in
wireless client) invoke this function at the same time. That
is, the wireless client must support this feature and invoke
the function, too.

Note: Vigor N61 wireless adapter supports this function.
Therefore, you can use and install it into your PC for
matching with Packet-OVERDRIVE (refer to the following
picture of Vigor N61 wireless utility window, choose Enable
for TXBURST on the tab of Option).

Vigor N61 B02.11n Wireless USB Adapter Utility X

[ About

Configumtion | Satus ||

General Bething Advance Setting

Auto launch when Windows start up [[] Disable Badin

1R emember mind stats position Fragmentation Threshold : 2348

[ vt hide mini statos RTE Threshold : 2347

[] Set mind status alwans on top Frequency : 802110zl - Z4GH v

[1Enable [P Setting and Prosey Setting i Profile id-hoe Chamnel 1 Ev

[] Group Roaming Ad-hoe Power Save Mode Trisahle v
T Burst : Disable v

WLAN type to connect

() Infrastrocture and Adhoc network
(O Infrastructore network only
() ad-hoe network only

[ Avtomatically connect o non-preferred networks

TX Power Set the power percentage for transmission signal of access
point. The greater the value is, the higher intensity of the
signal will be.

WMM Capable WMM is an abbreviation of Wi-Fi Multimedia. It defines the

priority levels for four access categories derived from 802.1d
(prioritization tabs). The categories are designed with
specific types of traffic, voice, video, best effort and low
priority data. There are four accessing categories - AC_BE ,
AC_BK, AC_VI and AC_VO for WMM.

To apply WMM parameters for wireless data transmission,
please click the Enable radio button.

APSD Capable

APSD (automatic power-save delivery) is an enhancement
over the power-save mechanisms supported by Wi-Fi
networks. It allows devices to take more time in sleeping
state and consume less power to improve the performance
by minimizing transmission latency.

The default setting is Disable.

Rate Adaptation Algorithm

Wireless transmission rate is adapted dynamically. Usually,
performance of “new” algorithm is better than “old”.

Fragment Length
(256 - 2346)

Set the Fragment threshold. Do not modify default value if
you don’t know what it is, default value is 2346.

RTS Threshold (1 - 2347)

Minimize the collision (unit is bytes) between hidden stations
to improve wireless performance.

Set the RTS threshold. Do not modify default value if you
don’t know what it is, default value is 2347.
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Country Code Vigor router broadcasts country codes by following the
802.11d standard. However, some wireless stations will
detect / scan the country code to prevent conflict occurred.
If conflict is detected, wireless station will be warned and is
unable to make network connection. Therefore, changing
the country code to ensure successful network connection
will be necessary for some clients.

After finishing all the settings here, please click OK to save the configuration.
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[1I-1-8 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood. Based
on the scanning result, users will know which channel is clean for usage. Also, it can be used
to facilitate finding an AP for a WDS link. Notice that during the scanning process (about 5
seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP which
is in the same channel of this router can be found. Please click Scan to discover all the
connected APs.

Wireless LAN > Access Point Discovery

Access Point List

Index BSSID Channel RSSI SSID Authentication

| Scan |

See Statistics.

Add to WDS Settings :

AP's MAC address I:II:II:II:'I:II:'

| Addto | ® Bridge i Repeater

Note:
1. During the scanning process (~5 seconds), no station is allowed to connect with the router.
2. AP Discovery can only support up to 32 APs displayed on the screen.

Available settings are explained as follows:

Item Description
Scan It is used to discover all the connected AP. The results will be
shown on the box above this button.
Statistics It displays the statistics for the channels used by APs.
Wireless LAN >> Site Survey Statistics
Recommended channels for usage:12345678910111213
AP number v.s. Channel
1/2 |3 4 5 6 7 8|9 1011 12 13 14
Channel
Add to If you want the found AP applying the WDS settings, please

Enter the AP’s MAC address on the bottom of the page and
click Repeater. Next, click Add to. Later, the MAC address of
the AP will be added to Bridge or Repeater field of WDS
settings page.
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[11-1-9 Station List

Station List provides the knowledge of connecting wireless clients now along with its status

code. There is a code summary below for explanation. For convenient Access Control, you

can select a WLAN station and click Add to Access Control below.

Wireless LAN => Station List

Station

List

Advanced

MZ@mE=TOMo

ndex S5tatus IP Rddress MAC Zddress ARssociated with

Status Codes :

: Connected, No encryption.
: Connected, WEP.

: Connected, WPA,

: Connected, WPAZ,

: Blocked by Access Control.
: Connecting.

: Fail to pass WPA/PSK authentication.

Add to Access Control :

Client's MAC address

Refresh

Note:

After a station connects to the router successfully, it may be turned off without notice. In that case, it
will still be on the list until the connection expires.

Add

Available settings are explained as follows:

Item Description
Refresh Click this button to refresh the status of station list.
Add Click this button to add current typed MAC address into

Access Control.
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Part IV VPN

A Virtual Private Network (VPN) is the extension of a
private network that encompasses links across shared
or public networks like the Internet. In short, by VPN
technology, you can send data between two
computers across a shared or public network in a
manner that emulates the properties of a
point-to-point private link.

It is a form of VPN that can be used with a standard
Web browser.

SSL VPN

A digital certificate works as an electronic ID, which

Certificate
Management
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V-1 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send
data between two computers across a shared or public network in a manner that emulates the
properties of a point-to-point private link.

The VPN built is suitable for:

® Communication between home office and customer

®  Secure connection between Teleworker, staff on business trip and main office
®  Exchange data between remote office and main office
°

POS between chain store and headquarters
Tele-worker 1

HQ PR nne &
@ ‘ Tele-worker 2

VPN Tunnel SEERS"" 4

Vigor router

Site-to-Site (LAN-to-LAN)
® A connection between two router's LAN networks.

® Allows employees in branch offices and head office to share the same network resources.

?3;31' GNSEEV\E)C;;; Remote Network
' T 172.16.2.0/24

=M.

Remote Access (Remote Dial-in)

® A connection between the remote host and router's LAN network. The host will use an IP
address in the local subnet.

® Allows employees to access the company's internal resources when they are traveling.

Local Network

192.168.1.0/24
= e Remote Host
P
-_ | r—— — d 192.168.1.100
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Web User Interface

IV-1-1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

1. Open Wizards>>VPN Client Wizard. The following page will appear.

VPN Client Wizard

Choose VPN Estabhlishment Environment

LAN-to-LAM WPM Client Mode Selection: |R0ute Maode ¥
Please choose a LaM-to-LaM Profile: | [Index] [Status] [Name] v
Note:

1.Please use Route Maode for typical LaM-to-LAN tunnels.

2, If the remote network is only expecting a single client or IP and is not configured to route the
subnet then select MAT Mode.

3. If you are unsure of your configuration select Route Mode,

| = Back | | Mext = | | Finish | | Cancel

Available settings are explained as follows:

Item

Description

LAN-to-LAN Client
Mode Selection

Choose the client mode.

Route Mode/NAT Mode - If the remote network only allows
you to dial in with single IP, please choose NAT mode,
otherwise please choose Route Mode.

Foute Mode

MAT hode
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Please choose a There are 32 VPN profiles for users to set.
LAN-to-LAN Profile [Index] [Status]
1

X
X

[Hame] ~
s ;

2 N

2. When you finish the mode and profile selection, please click Next to open the following
page.

VPN Client Wizard

VPN Connection Setting

Security Ranking: Throughput Ranking:
Very High Very High
L2TP over IPSec L2TP / PPTP (Mone Encryption)
High High
IPSec / S5L IPSec
Medium Medium
PRTP (Encryption} L2TP ower IPSec / PPTP (Encryption)
Low Low
L2TP / PPTP {None Encryption) S5L
Select WPN Type: | PPTP (Encryption) ht
FPTP ENone Encrﬁtioni
IPsec
L2TP
L2TP over IPsec (Mice to Have)
L2TP over IPsec (Must)
S50

[ < Back ] [ Mext > ]

In this page, you have to select suitable VPN type for the VPN client profile. There are six
types provided here. Different type will lead to different configuration page. After
making the choices for the client profile, please click Next. You will see different
configurations based on the selection(s) you made.

Info The following descriptions for VPN Type are based on the Route Mode
specified in LAN-to-LAN Client Mode Selection.

When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the
following graphic:
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VPN Client Wizard

VPN Client PPTP Encryption Settings

Profile Mame |'?'?’? |
VPN Dial-Out Through [ WANT First v
[J always on
Server IP/Host Name for VPN | |
(e.g. draytek.com or 123.45.67.89)
Username |'?'?'? |
Password | |
Remote Metwork IF |D.D.D.D |
Remote Network Mask [255.255255.0/24 |
Local Network IP [192.168.1.1 |
Local Network Mask [255.256255.0/24 |
| < Back | | MNext = |
When you choose IPsec, you will see the following graphic:
VPN Client Wizard
VPN Client IPsec Settings
Profile Name |'?'?’? |
VPN Dial-Out Through [WAN1 First v|
[ always on
Server IP/Host Name for VPN | |
(e.g. draytek.com or 123.45.67.89)
IKE Authentication Method
@® pre-shared Key | |
Confirm Pre-Shared Key | |
O Digital Signature (X.500)
Peer ID None v
Local ID
Alternative Subject Name First
) Subject Name First
Local Certificate None W
IPsec Security Method

O Medium (&H)

@ High (ESP) [ AES with Authentication v |
Remote Network IP |D.D.D.D |
Remote Network Mask (2552552550724  ~|
Local Network IP [192.168.1.1 |

Local Network Mask

[265.285255.0/24 |

| < Back || Next = |

When you choose SSL, you will see the following graphic:
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VPN Client Wizard

Profile Name
VPN Dial-Out Through

[ always on

Server IP/Host Name for VPN
(e.g. draytek.com or 123.45.67.89)

Server Port (for SSL Tunnel):
Username

Password

Remote Network IP

Remote Network Mask

Local Network IP

Local Network Mask

[722

[ WAN1 First

[443

[772

[0.0.0.0

[266.265.255.0/24 |

[192.168.1.1

(2552562560124 ~|

When you choose L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), you will see

the following graphic:

VPN Client Wizard

| < Back || Next > |

Cancel

VPN Client L2TP over IPsec (Nice to Have) Settings

Profile Mame
VPN Dial-Out Through
[J always on

Server IP/Hast Name for VPN
(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
@® pre-shared Key
Confirm Pre-Shared Key
O Digital Signature {X.509)
Peer ID
Local ID

(O Subject Name First
Local Certificate
IPsec Security Method
O Medium (AH)
@® High (ESP)
Username
Password

Remote Network IP
Remote Network Mask

Local Metwork IP

Local Metwork Mask

Alternative Subject Name First

[772

[ WANT First

| AES with Authentication

W

[772

[0.000

(2552562560124 |

[192.168.1.1

[255.255.255.0/24 ~|

| < Back | | Next =

Available settings are explained as follows:

Cancel

Item

Description

Profile Name

Type a name for such profile. The length of the file is limited

to 10 characters.
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3.

Always On

Check to enable router always keep VPN connection.

Server IP/Host Name
for VPN

Enter the IP address of the server or Enter the host name for
such VPN profile.

IKE Authentication
Method

IKE Authentication Method usually applies to those are
remote dial-in user or node (LAN to LAN) which uses dynamic
IP address and IPsec-related VPN connections such as L2TP
over IPsec and IPsec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.

Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature
(X.509)

Click Digital Signature to invoke this function.

Peer ID - Choose the peer ID selection from the drop down
list.

Local ID - Choose Alternative Subject Name First or Subject
Name First.

Local Certificate - Use the drop down list to choose one of
the certificates for using. You have to configure one
certificate at least previously in Certificate Management >>
Local Certificate. Otherwise, the setting you choose here
will not be effective.

IPsec Security Method

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High - Encapsulating Security Payload (ESP) means payload

(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),

Triple DES (3DES), and AES.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.
The length of the user name is limited to 11 characters.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPsec policy above.
The length of the password is limited to 11 characters.

Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please Enter the network mask (according to the real
location of the remote host) for building VPN connection.

Local Network IP

Enter the local network IP for TCP / IP configuration.

Local Network Mask

Enter the local network mask for TCP / IP configuration.

After finishing the configuration, please click Next. The confirmation page will be
shown as follows. If there is no problem, you can click one of the radio buttons listed on
the page and click Finish to execute the next action.
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VPN Client Wizard

Please confirm your settings

LAN-to-LAN Index: 2

Profile Name: test

VPN Connection Type: L2TP over IPsec (Nice to Have)
VPM Dial-Out Through: WAN1 First

Always on: No

Server IP/Host Name: 123.45.67.89

IKE Authentication Method: Pre-Shared Key

IPsec Security Method: AES with Authentication
Remote Network IP: 172.16.3.9

Remote Metwork Mask: 255.255.255.0

Local Metwork IP: 192.168.1.1

Local Network Mask: 255.255.255.0

Click Back to modify changes if necessary. Otherwise,click Finish to save the current settings and
proceed to the following action:

® Go to the VPN Connection Management.
Do another VPN Client Wizard setup.
) View more detailed configurations.

| <Back | [ Finish | | cancel |

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup | through VPN Server Wizard.

View more detailed Click this radio button to access VPN and Remote
configuration Access>>LAN to LAN for viewing detailed configuration.
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IV-1-2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

1. Open Wizards>>VPN Server Wizard. The following page will appear.

VPN Server Wizard

Choose VPN Establishment Environment

VPN Server Mode Selection: |Sile to Site VPN (LAN-to-LAN) V|

Please choose a LAN-to-LAN Profile: |1 ® 227 v|

Please choose a Dial-in User Accounts:

Allowed Dial-in Type:
[J ppTR
IPsec

L2TP with IPsec Policy

SSL Tunnel

| Next> | | Cancel |
Available settings are explained as follows:
Item Description
VPN Server Mode Choose the direction for the VPN server.
Selection Site to Site VPN - To set a LAN-to-LAN profile automatically,

please choose Site to Site VPN.

Remote Dial-in User -You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

Please choose a This item is available when you choose Site to Site VPN
LAN-to-LAN Profile (LAN-to-LAN) as VPN server mode. There are 32 VPN profiles
for users to set.

Please choose a This item is available when you choose Remote Dial-in User
Dial-in User Accounts | (Teleworker) as VPN server mode. There are 32 VPN tunnels
for users to set.

Allowed Dial-in Type | This item is available after you choose any one of dial-in user
account profiles. Next, you have to select suitable dial-in
type for the VPN server profile. There are several types
provided here (similar to VPN Client Wizard).
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L] ppTP
IPsec
L2TP with IFsec Policy | Mone v

SSL Tunnel

Mice to Have
Must

Different Dial-in Type will lead to different configuration
page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

After making the choices for the server profile, please click Next. You will see different
configurations based on the selection you made. Here we take the examples of choosing
Site-to-Site VPN as the VPN Server Mode.

When you check PPTP/SSL, you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Name |??? |
PPTP / L2TP / L2TP over IPsec / SSL Tunnsl Authentication
Username |??? |
Password | |
peer IP/VPN Client IP | |
Site to Site Information
Remote Network IP |D.D.I}.D |
Remote Network Mask [255.255.255.0/24 |
Local Network IP [192.168.1.1 |
Local Network Mask [255.255.255.0724 v

| < Back | | Mext > |

When you check PPTP & IPsec & L2TP (three types) or PPTP & IPsec (two types) or L2TP
with Policy (Nice to Have/Must), you will see the following graphic:
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VPN Server Wizard

VPN Authentication Setting

Profile Mame |‘?‘?’?
PPTP / L2TP / L2TP over IPsec / SSL Tunnel Authentication
Username |‘?‘??
Password |

IPsec / L2TP over IPsec Authentication

Pre-Shared Key |

Confirm Pre-Shared Key |

[J pigital Signature (X.509)
Peer ID one
Local ID
Alternative Subject Name First
) Subject Name First

Peer IP/VPN Client IP |

Peer ID |

Site to Site Information

Local Network Mask

Remote Metwork IP |I}.D.D.D
Remaote Metwork Mask [2652552550/24  ~|
Local Network IP [192.168.1.1 |

[255.255.255.0/24  ~]|

| < Back | | Next = |

When you check IPsec, you will see the following graphic:

VPN Server Wizard

Cancel

VPN Authentication Setting

Profile Name |?’?‘?

IPsec / L2TP over IPsec Authentication

Pre-Shared Key |

Confirm Pre-Shared Key |

[_] Digital Signature {X.509)
Peer ID None
Local ID
Alternative Subject Mame First
) Subject Name First

Peer IP/VPN Client IP
Peer ID

Site to Site Information
Remote Metwork IP
Remote Network Mask
Local Network IP

Local Network Mask

[0.0.0.0 |
[2552552550/24 ~|
[192.168.1.1 |
(2552562560724 |

| < Back || Next = |

Cancel

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for such profile. The length of the file is limited
to 10 characters.

User Name

This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.
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3.

Password

This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Pre-Shared Key

For IPsec/L2TP IPsec authentication, you have to type a
pre-shared key.

The length of the name is limited to 64 characters.

Confirm Pre-Shared
Key

Enter the pre-shared key again for confirmation.

Digital Signature
(X.509)

Check the box of Digital Signature to invoke this function.

Peer ID - Choose the peer ID selection from the drop down
list.

Local ID - Choose Alternative Subject Name First or Subject
Name First.

Peer IP/VPN Client IP

Enter the WAN IP address or VPN client IP address for the
remote client.

Peer ID

Enter the ID name for the remote client.
The length of the name is limited to 47 characters.

Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please Enter the network mask (according to the real
location of the remote host) for building VPN connection.

Local Network IP

Enter the local network IP for TCP / IP configuration.

Local Network Mask

Enter the local network mask for TCP / IP configuration.

After finishing the configuration, please click Next. The confirmation page will be
shown as follows. If there is no problem, you can click one of the radio buttons listed on
the page and click Finish to execute the next action.

VPN Server Wizard

Please Confirm Your Settings

VPN Environment:
Index:

Profile Name:
Username:

Allowed Service:

Peer IP/VPN Client IP:
Peer ID:

Remote Network IP:
Remote Network Mask:
Local Network IP:
Local Network Mask:

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings
and proceed to the following action:

Site to Site VPN [LAMN-to-LAN)
1

7?7

7?77

IPsec
172.16.3.9
123087
172.16.3.100
255.255.255.0
192.168.1.1
255.255.255.0

® Go to the WPN Connection Management.
() Do another ¥PN Server Wizard setup.
) view mare detailed configurations.

| <Back | | Finish | | Cancel |

Available settings are explained as follows:
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Item

Description

Go to the VPN
Connection
Management

Click this radio button to access VPN and Remote
Access>>Connection Management for viewing VPN
Connection status.

Do another VPN

Click this radio button to set another profile of VPN Server

Server Wizard Setup | through VPN Server Wizard.

View more detailed Click this radio button to access VPN and Remote

configuration

Access>>LAN to LAN for viewing detailed configuration.

IV-1-3 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through, as
well as the appropriate NAT settings, such as DMZ or open port.

Open VPN and Remote Access>>Remote Access Control.

VPN and Remote Access == Remote Access Control Setup

Remote Access Control Setup

] Enable PPTP VPN Service
Enable IPSec VPN Service
Enable L2TP VPN Service
Enable SSL VPN Service

Enable OpenVPN Service

Note:

To allow VPN pass-through to a separate VPM server on the LAN, disable any services above that use
the same protocel and ensure that NAT Open Ports or Port Redirection is also configured.

| ok || Clar | | Cancel |

After finishing all the settings here, please click OK to save the configuration.
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IV-1-4 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP over

IPsec.

VPN and Remote Access == PPP General Setup

PPP General Setup

PPPIMP Protocol

PPP Authentication Methods

e ™ 1 )
Dial-In F_’PP. |PAP-’CHAF’;‘MS-CHAP;‘MS-CHAP'&V| 4 Remote Dial-in User
Authentication RADIUS
Dial-In PPP -
Encryption{MPPE) | Optional MPPE v] Note:
Mutual Authentication (PAP) O Yes @ No 1. Default priority is Remote Dial-in User -»
Username |'-;Ia:<: 23 characters | RADIUS.

- = 2.Vigor router also supports Frame-IP-Address
Password | Wax: 19 characters |

from RADIUS server to assign IP address to

disabled.
Start IP Address

IP Address Assignment for Dial-In Users when DHCP is

IP Pool Counts

VPN client.

While using RADIUS Authentication:

LAM 1|192.168.1.200

50

| Assign IP from subnet:

LAN 2 152.166.2.200

50

Available settings are explained as follows:

Item

Description

Dial-In PPP Authentication

PAP Only - elect this option to force the router to
authenticate dial-in users with the PAP protocol.

PAP/CHAP/MS-CHAP/MS-CHAPV2 - Selecting this option
means the router will attempt to authenticate dial-in users
with the CHAP protocol first. If the dial-in user does not
support this protocol, it will fall back to use the PAP protocol
for authentication.

Dial-In PPP Encryption
(MPPE)

Optional MPPE - This option represents that the MPPE
encryption method will be optionally employed in the router
for the remote dial-in user. If the remote dial-in user does
not support the 