Release Notes for DrayTek Smart VPN Client (UK/Ireland)

Software Version 5.0.0
Release Date 10" September 2018
Supported Operating Systems Windows 10 (x32/x64)

Windows 8.1 (x32/x64)

Windows 7 (x32/x64)

Windows Server 2012 R2 (x32/x64)
Windows Vista (x32/x64)

Windows XP SP3

New Features

1. New interface design to simplify and optimise the user experience with three sections:
i.  Connection Connect & disconnect selected VPN profile and view VPN status
ii. Profiles Manage VPN profiles
iii. Settings Configure SmartVPN application settings

Improvements

1. Two display themes available in the Settings menu — Light & Dark
Profile configuration is now performed from a single menu with IP settings & advanced VPN
settings configurable by clicking on the “IP Property” and “Advanced Options” headings

3. Automatic detection of the same local and remote subnet, if this occurs, SmartVPN will
prompt to add more subnet settings to access remote servers
SmartVPN no longer allows two VPN profiles to be configured with the same name

5. SSL VPN tunnel could not connect if Server Certificate Authentication was enabled

6. Support for English, Traditional Chinese, Simplified Chinese, German and Portuguese
languages

Known Issues

1. Windows XP does not support User level account operation



Software Version

434

Release Date

4™ May 2018

Supported Operating Systems

Windows 10 (x32/x64)

Windows 8.1 (x32/x64)

Windows 7 (x32/x64)

Windows Server 2012 R2 (x32/x64)
Windows Vista (x32/x64)

Windows XP SP3

New Features

1. User level accounts in Windows can now operate the DrayTek Smart VPN Client. DrayTek

Smart VPN Client requires Administrator privileges for installation

Improvements

(None)

Known Issues

1. Windows XP does not support User level account operation

Software Version

4.3.3.3

Release Date

30" November 2016

Supported Operating Systems

Windows 10 (x32/x64)

Windows 8.1 (x32/x64)

Windows 7 (x32/x64)

Windows Server 2012 R2 (x32/x64)
Windows Vista (x32/x64)

Windows XP SP3

New Features
1. Support for Windows Server 2012 R2

Improvements

1. L2TP over IPsec tunnel could not be established with Windows 10

Known Issues

(None)




Software Version 4.3.3.2

Release Date 26" September 2016

Supported Operating Systems Windows 10 (x32/x64)

Windows 8.1 (x32/x64)
Windows 7 (x32/x64)
Windows Vista (x32/x64)
Windows XP SP3

New Features

1.

VPN profiles now have an option to "Remember Password" per profile, so that users can be
prompted to enter the password each time and will not be stored_

Improvements

1.
2.

6.
7.
8.

SmartVPN could not be installed while a previous version of SmartVPN client was running
Removed "DES/3DES/AES only" security methods for Windows 7 and later OS because those
options are no longer supported by the operating system

Username and Password settings for a VPN profile are now only shown when "Disable pop-
up VPN information window..." is enabled when configuring a VPN profile

WINS address can now be configured in Windows 7 and later OS for SSL/PPTP/L2TP/L2TP
over IPsec VPN profiles

If a port number is specified in the VPN Server IP/Host field (i.e. for SSL VPN), that setting is
ignored when dialling an IPsec/PPTP/L2TP/L2TP over IPsec tunnel

SSL VPN tunnel now supports TLS 1.1 and TLS 1.2

DH Group 14 key exchange algorithm now supported

For SSL VPN tunnels "Enable SSL 3.0" is no longer enabled by default

Known Issues

(None)




Software Version

4331

Release Date

26" September 2016

Supported Operating Systems

Windows 10 (x32/x64)
Windows 8.1 (x32/x64)
Windows 7 (x32/x64)
Windows Vista (x32/x64)
Windows XP SP3

New Features
(None)

Improvements

1. Resolved Profile display issue in Windows 8/10 when changing "L2TP over IPsec" tunnel to

"L2TP".

2. Routing table entry for SSL Tunnel was not cleared in Windows after tunnel disconnected.
3. Profiles are now displayed in alphabetical order.
4. SSL Tunnel keepalive function did not operate correctly.

Known Issues

(None)

Software Version

4.33.a

Release Date

24™ September 2015

Supported Operating Systems

Windows 10 (x32/x64)
Windows 8.1 (x32/x64)
Windows 7 (x32/x64)
Windows Vista (x32/x64)
Windows XP SP3

New Features
1. SSL Tunnel support added for Windows 10

Improvements

(None)

Known Issues

(None)




Software Version

4.3.3

Release Date

4™ September 2015

Supported Operating Systems

Windows 8.1 (x32/x64)
Windows 7 (x32/x64)
Windows Vista (x32/x64)
Windows XP SP3

New Features

1 "Netbios over TCP/IP" option added for PPP type (L2TP, PPTP & SSL) VPN tunnels.

2. IPSec AES-256 encryption support added for Windows Vista / 7 / 8 / Server 2008.

3. IPSec through NAT options improved for Windows Vista /7 / 8.

4 Added an option "Don't show this confirmation window again for this profile" which will
stop the confirmation pop-up from displaying when connecting a configured VPN tunnel.

Improvements

1. The clientis no longer closed when clicking the "X" button on the application window. To
shut down the VPN client, right click the system tray icon and select Exit.
2. An IPsec tunnel could stop working due to the key updating too frequently.

Known Issues

(None)

Software Version

43.2.1

Release Date

17" February 2015

Supported Operating Systems

Windows 8.1 (x32/x64)
Windows 7 (x32/x64)
Windows Vista (x32/x64)
Windows XP SP3

New Features

(None)

Improvements

1. Resolved an issue that could cause SmartVPN client applicatino to crash in some scenarios.

Known Issues

(None)




Software Version 4.3.2.0

Release Date 7" January 2015

Supported Operating Systems Windows 8.1 (x32/x64)
Windows 7 (x32/x64)
Windows Vista (x32/x64)
Windows XP SP3

New Features

(None)

Improvements

SSL3 now disabled in favour of TLS by default for SSL VPN.

Added an option to "Enable SSL3.0" for compatibility purposes.

Added an "Auto" option for MPPE Encryption setup in the PPTP Setup dialog.

The default MPPE Encryption setting for PPTP VPN connections is now "Auto".
Pressing the Enter key will no longer cancel a dialog box or the VPN dialup process.
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Known Issues

(None)
Software Version 4.3.1.0
Release Date 29" August 2014
Supported Operating Systems Windows 8.1 (x32/x64)

Windows 7 (x32/x64)
Windows Vista (x32/x64)
Windows XP SP3

New Features
(None)

Improvements

1. SSL Tunnel performance improved for new models:
a. Vigor 2860 / Vigor 2925: Version 3.7.6 and above
b. Vigor 2960 / Vigor 3900: Version 1.0.9 and above

Known Issues

(None)




Software Version

4.2.2.0

Release Date

11" March 2013

Supported Operating Systems

Windows 8.1 (x32/x64)
Windows 7 (x32/x64)
Windows Vista (x32/x64)
Windows XP SP3

New Features

(None)

Improvements

1. SSL Tunnel performance improved in VDSL environments

Known Issues

(None)

Software Version

4.1.0.1

Release Date

6™ December 2012

Supported Operating Systems

Windows 8.1 (x32/x64)
Windows 7 (x32/x64)
Windows Vista (x32/x64)
Windows XP SP3

New Features
1. Support for Windows 8 operating system.

Improvements

(None)

Known Issues

(None)
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